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Minutes of NIAS Trust Board held on Thursday 21 January 2021 at
10.00am viaZoom (due to Covid-19)

Present:

In
Attendance:

Apologies:

Mrs N Lappin
Mr W Abraham
Mr D Ashford
Mr J Dennison
Mr T Haslett

Mr M Bloomfield
Ms R Byrne

Ms M Lemon
Mr P Nicholson
Dr N Ruddell

Ms L Charlton
Mr B McNeulll

Ms R O’Hara

Ms A Quirk
Mrs C Mooney

Mr A Cardwell
Ms M Paterson

Chair

Non Executive Director
Non Executive Director
Non Executive Director
Non Executive Director
Chief Executive

Director of Operations
Interim Director of HR
Interim Director of Finance
Medical Director

Director of Quality, Safety &
Improvement

Programme Director - Clinical
Response Model (CRM)
Programme Director —
Strategic Workforce Planning
Board Apprentice

Board Secretary

Non Executive Director
Director of Performance,
Planning & Corporate Services

1 Welcome,Introduction & Apologies

The Chair welcomed those presentto the meeting and noted
apologies from Mr Cardwell and Ms Paterson.
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The Chair asked members to declare any conflicts of interest at the
outset or as the meeting progressed.

2 Previous Minutes (TB21/01/2021/01)

The minutes of the previous Trust Board meeting held on 26
November 2020 were APPROVED on a proposal from Mr Dennison
and seconded by Mr Ashford.

3 Matters Arising (TB21/01/2021/02)

The Chair noted that, due to current circumstances, a number of
Committees had been postponed and would be rescheduled inthe
coming weeks. It was noted that the Remuneration Committee
would now take place on 4 February 2021 to allow her update
members on Senior Executive pay.

4  Chair’s Update

The Chair commenced her update by asking that her appreciation
and thanksto all NIAS staff for their efforts be recorded. She said it
was very clear from the updates she had received and media
reports of the current pressures facing the service and yet staff
continued to strive to ensure that ambulance services were
delivered to the public.

The Chair said that one of the most important recent developments
was the vaccination programme and added that the Trustwas
working hard to ensure there was a good uptake of the vaccine
amongst staff. The Chair said she wished to record her thanks to
other Trusts for their assistance in offering the vaccine to NIAS staff.
She indicated that the vaccine was important to Trust staff as well
as individuals frontline staff would meet when carrying out their day-
to-day duties.

The Chair advised that she had made contact with the DoH Public
Appointments Unit and said that she had had some high-level
discussions as to how vacant Non-Executive Director positionsin
general might be filled. The Chairalso made reference to the DoH
requirement for Non-Executive Director appraisals to be completed
and said that this work was ongoing.
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The Chair said that the Board/Committee schedule for 2021/22 was
currently being finalised and would be shared with members in the
near future.

The Chair mentioned that she had asked Mrs Mooney to explore the
potential for a digital platform for Board/Committee papers moving
forward.

Concluding her report, the Chair advised that the December
meeting between the Minister and Trust Chairs had been cancelled
but that a further meeting had been scheduled for 3 February. She
believed that this would provide an opportunity for Chairs to indicate
to the Minister their support at a time of unprecedented challenge.

There were no questions from members and the Chair’s report was
NOTED.

5 ChiefExecutive’s Update

Mr Bloomfield said that it had been an extremely challenging period
since the last Trust Board meeting in November. He pointed out
that projections indicated that the peak of the third surge had been
forecast to take place during this week and efforts had been
focussed on this. Mr Bloomfield advised that, while the number of
community transmissions had plateaued over the last week, there
would be a delay in seeing this in hospital admission and ICU
numbers.

Continuing, Mr Bloomfield indicated that the pressures across
health and social care had been well documented and added that
the focus of today’s Board meeting was to provide members with an
update on the challenges and actions which the Trusthad and
continued to take to focus on service delivery. He expressed his
appreciation to members for their understanding and support with
regard to the need to postpone a number of Committee meetings
over the coming weeks.

Mr Bloomfield said the Trustwas operating in business continuity
mode and that everyone’s efforts should be focussed on supporting
operational service delivery and patient care. He acknowledged
that the experience of some patients around having to wait for
extended periods of time in the back of ambulances or waiting for
ambulance responses in the community would not be in line with the
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high quality service the Trustaimed to provide. The Chief Executive
said there was no doubt that this increased the risk to patients and
believed the Senior Management Teamwas confident that the Trust
was providing the best service it could with the resources available
in the current circumstances.

Mr Bloomfield said that he wished to pay tribute to the significant
efforts of Trust staff since the start of the pandemic to ensure the
Trust provided the best care to patients despite being exhausted.
He pointed out that this applied not only to frontline operational staff
but to those staff in the Control Room, support staff and Directors
and their teams.

Continuing, the Chief Executive reported that, on 10 December, he,
Ms Byrne and Dr Ruddell appeared before the Health Committee to
brief members on the Trustresponse to the pandemic. He said
that, on 15 December, pressures on the health and social care
system were particularly evident with media images of ambulances
gueued outside Emergency Departments. Mr Bloomfield believed
that this had focussed attention on the seriousness of the situation
and led to considerable media attention including on the support
received from the National Ambulance Service. He extended his
appreciation to Dr Ruddell for undertaking a number of media
interviews at this time.

Mr Bloomfield reported that on 18 December he had been pleased
to meet with a group of EMTs who had concluded their training as
well as a group of qualified paramedics who joined NIAS from other
ambulance services. He said that the contribution of these staff
would be very welcome in the current pandemic.

Concluding his remarks, Mr Bloomfield reported that the Chair and
other Directors had taken the opportunity to visit stations in the run-
up to Christmas to thank staff for their work. He acknowledged that
the brief visits had been conducted adhering to the current
guidelines around social distancing.

The Chair thanked Mr Bloomfield for his report whichwas NOTED
by members.
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6 NIAS Covid-19 Response Assurance Report (TB21/01/2021/03)

The Chair drew members’ attention to the NIAS Covid-19 Response
Assurance Report and said that she very much welcomed and
appreciated the level of detail provided to the Trust Board at this
time. She believed that the report provided members with the
necessary assurances around the work being progressed to
underpin NIAS’ response to the challenges presented by Covid-19.
However, she said that, more importantly, the report provided her as
a Non-Executive Director, with an insight into the significant amount
of unseen work currently underway within the Trust.

The Chair referred to the tremendous work being taken forward,
despite the challenges presented by Covid-19, to ensure the
organisation moved forward as planned in its ‘Strategy to
Transform’ and she explained that, as the Assurance Report
supported the presentation at agenda item 7, she suggested that
discussion should take place during the presentation.

Mr Bloomfield thanked Ms Paterson for co-ordinating the report with
input and assistance from Ms Sharpe and Ms Williamson. He said
that Directors had been of the view that a paper setting out the
overall Trust response would be more beneficial to members than a
series of individual papers.

Continuing, Mr Bloomfield explained that the paper set out how the
Trust managed the pandemic from the outset and how learning had
been identified and applied through subsequent surges.

Members NOTED the Covid-19 Response Assurance Report.

The Chair invited the Chief Executive and Directors to proceed with
the presentation.

7 Covid-19Update (TB21/01/2021/04)

Introducing the presentation which supported the Covid-19
Response Assurance Report, Mr Bloomfield explained that it was
intended to update members on the challenges faced by the Trust.
He advised that the Trustwas currently at REAP Level 3 which
determined the service was under extreme pressure. Mr Bloomfield
pointed out that this was an improvement on the REAP Level over
the last number of weeks which had been at the Level 4 —the
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highest level of escalation. He noted that the improvement in REAP
Level had been because of improved cover due to the actions taken
by the Trust. MrBloomfield also welcomed the fact that there had
been a slight reduction in the number of staff unable to work due to
Covid-19reasons.

The Chair invited questions from members following the
presentation which covered areas such as current organisational
pressures; learning from previous Covid-19 waves; key business
continuity decisions taken in January 2021; NIAS organisational
response; supporting staff health and welfare; governance and
assurance and HSCNI Covid-19response.

Mr Haslett acknowledgedthat, despite the challenges faced by the
Trust, performance had been much better than he had expected.
He said that, speaking as a Non-Executive Director, he would like to
thank all frontline and support staff for their commitment. He said
that he had been particularly impressed by the welfare
arrangements put in place.

Mr Ashford echoed Mr Haslett's comments and said that it was
reassuring to see the extent of the work ongoing and the degree of
success in difficult circumstances. He welcomed the fact that the
command and control structure had changed as a result of learning
from the first wave and that the current structure was fit for purpose.
He sought confirmation that learning continued to be captured.

In response, Ms Byrne explained that the action taken during the
first wave of Covid-19 and the subsequent learning changed the
Trust’s thought processes on how to approach further Covid-19
waves. She said that Silver Command now had the authority and
autonomy to make decisions.

Continuing, Ms Byrne explained that, in the first phase, many issues
had been escalated to NIAS Gold but having undertaken training, it
was now expected that Silver Command would manage such
Issues.

She pointed out that the Trustwould look back at the current phase
and determine how it responded to current pressures. Ms Byrne
advised that, given the challenges faced by the Trustin the last
number of weeks in relation to transferring patients across the
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region, extended Silver Command arrangements were put into
place with hours of operation between 7am — 11pm.

Mr Ashford referred to the comparison between infection rates in
England compared to NI and asked whether it was likely NI would
experience a more intense period in the coming weeks.

Mr Bloomfield acknowledged that the projections and modelling
being used by HSCNI had indicated the peak as being this week.
He stressed that this was modelling and, as such, would be largely
influenced by behaviours. He pointed out that the number of
hospital admissions were slightly lower than the modelling had
projected.

Agreeing with the points made by Mr Bloomfield, Dr Ruddell advised
that he held weekly discussions with the Medical Directors of other
services whose activity levels were significantly higher. He was of
the view that NI's approach to putting early restrictions in place had
yielded positive results. He acknowledged that the rest of the UK
was seeing a sharp rise which was most likely associated with the
easing of restrictions over the Christmas and New Year periods.

Dr Ruddell explained that the greatest pressure in NI had now
moved to the hospital setting, and in particular those patients
requiring ICU care and high level respiratory support over the
coming weeks. He welcomed the vaccination programme in terms
of NIAS staff and the wider public being able to receive the vaccine
and said that NI was progressing well in terms of numbers being
vaccinated.

The Chair said that she had been impressed by the Trust
performance in relation to call answering and believed that this was
an area which could be easily overlooked in the context of the other
pressures facingthe Trust. The Chair said that members would be
aware of the work underway to ensure calls were answeredin line
with the five-second target and she commended all involvedin
these efforts. She noted that the maximum delay in answering a
call had been 21 seconds and believed that this would go some way
to alleviating public concern that patients would not be conveyed to
hospital because of a perception of a focus on Covid-19.

Alluding to the actions taken to support Operations, Mr Bloomfield
referred to the decision taken by the Senior Management Team
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(SMT) in October to reduce the call handler course from twelve to
five weeks. He explained that this decision had not been taken
lightly and SMT at the time had stressed the importance of taking
the views of the staff involved as well. Mr Bloomfield said that Dr
Ruddell had advised on which elements of the truncated course
should remain to ensure that those staff answering 999 calls had
the necessary skillsets to do so safely. He advised that this had
resulted in 20 additional call handlers being in post before
Christmas which had proved essential given the outbreak in the
Control Room from Boxing Day resulting in up to 30 members of
staff having to self-isolate.

Dr Ruddell also pointed out that in addition to the recent action
points, there had been many occasions over the past year on which
the Trust had released staff from training and postponed training to
allow staff provide operational support.

Ms Byrne referred to the assistance given by the PSNI and the
NIFRS. She said that, following familiarisation training and
receiving their vaccinations, the PSNI officers had commenced
shifts in mid-January and, to date, had responded to 25 calls
ranging from myocardial infarctions to a road traffic collisions. Ms
Byrne reported that the NIFRS staff had recently completed their
familiarisation training and had been vaccinated with a view to
undertaking shifts in the near future. She acknowledged that, while
assistance might not be required immediately, the necessary
actions and arrangements had been put in place to support
operational staff.

Dr Ruddell welcomed the fact that a significant number of nurses
had applied for posts within CSD during the most recent
recruitment.

Mr McNeill advised that, in November 2020, a number of PCS
crews had volunteered to provide supportto emergency response,
working shift patterns as opposed to Monday-Friday. He said that,
as recently as this week, further discussions had been held with
Trade Union colleagues to determine whether it would be possible
to increase that further in anticipation of further demand.

Mr Haslett said that, in reading the report, he had been struck by
how beneficial the work previously carried out in relation to IPC had
been to the Trustand he commended all involved. He paid
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particular tribute to the cleaning operatives who were instrumental in
ensuring a quick turnaround of vehicles to get back on the road.

Ms Charlton agreed with the comments made by Mr Haslettand
mentioned the contribution made by Ms Finn in particular. She
acknowledged that there was further work to be done around IPC
but agreed that the foundations were now in place to build upon.

Ms Quirk referred to the arrangements which had been put in place
for staff welfare and support and asked whether consideration had
been givento continuing these beyond Covid-19.

Ms Lemon acknowledgedthat the area of health and wellbeing was
important for staff and she said that up until now there had been
limited resources to supportthis. She acknowledged that, while it
was hoped to be able to continue with a number of practical
arrangements on a long-term basis, the need for the development of
peer supportwas clear when one took into account the increase in
peer support activity during the pandemic. She added that peer
supporters now described Covid-19 as a mental health pressure.
Ms Lemon described the arrangements in place with Inspire and the
potential need for psychological support for staff.

Mr Abraham referred to recent studies carried out in France which
focussed on the links between Vitamin D deficiency and the
likelihood of contracting Covid-19. He queried whether the Trust
was doing any work around immuno-support and commented that it
would be beneficial to support staff as much as possible

Ms Lemon said that, while she was not aware of anything being
progressed within the service, it was her understanding that work
around this was being led by the Chief Medical Officer and the
Clinical Advisory Group. She indicated that any issues around the
vaccine, occupational health support which related to individuals
categorised as Clinically Extremely Vulnerable were being
progressed on a regional basis. However she agreed to raise this
Issue in regional discussions.

Ms Charlton reported on the vaccination programme and advised
that, up to 11 January 2021, 739 staff had booked their
vaccinations. She explained that an online booking system had
subsequently been introduced and it was not yet possible to
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ascertain the numbers of NIAS staff who had used this to book their
vaccination appointments.

Ms Charlton advised that 280 NIAS staff had tested positive and
she acknowledged that there had been a large increase in staff
testing positive in December and to date. She added that this was
unique to NIAS and replicated patterns across other ambulance
services.

Mr Haslett asked whether the DoH had given consideration to the
timeframe for the production of the Trust’s annual accounts.

Responding, Mr Nicholson indicated that the Trusts had sought
clarification from the DoH around the production of Annual Reports
and Accounts. He acknowledged thatit would be helpful if the DoH
adopted a similar pragmatic approach as they had in 2019-20
financial year.

Concluding discussion, the Chair thanked Directors for their input to
the detail of the Assurance Reportand said she had found it helpful
having the presentation in advance of the meeting.

8 Update on EU Exit(TB21/01/2021/05)

The Chair reminded members that the Trust Board had received a
verbal update from Mr Billy Newton, Emergency Planning Officer, at
its November meeting. She drew members’ attention to the paper
before them and invited Dr Ruddell to highlight any salient points.

Dr Ruddell advised that the implementation of EU exit on 31
December 2020 had had no tangible impact on NIAS operations.
However he indicated that the situation with regard to supply chains
and cross-border working of registered healthcare professionals
would remain under review in partnership with DoH.

Members NOTED the update on EU Exit.

9 Finance Report(TB21/01/2021/06)

At the Chair’s invitation, Mr Nicholson presented the Trust Board
Finance Report as at the end of November 2020.
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Mr Nicholson reported that the Trust was forecasting a
breakeven position at the end of 2020-21, subjectto a number
of assumptions which had been made in the Trust Financial
Plan, around Agenda for Change, investment, Covid-19 costs
and efficiency savings. He explained that, with the exception of
Covid-19 costs, these issues had largely been resolved and the
Trust continued to work with HSCB and other stakeholders to
highlight emerging cost pressures and service changes with a
view to achieving objectives and seeking to deliver financial
balance.

Referring to capital expenditure, Mr Nicholson pointed out that
the finance report to the November meeting had identified risks
to a number of schemes and the Trust’s ability to ensure
appropriate business case approval, procurement and delivery
by 31 March 2021. Mr Nicholson advised that, following a
review of capital schemes, the Trust had surrendered £2.2
million of capital to the DoH. He added that £1.5 million of this
related to fleet replacement which had been surrendered
following advice from the DoH that it would not be able to
consider the Fleet Replacement Business Case withina
timescale necessary to allow procurements and delivery before
31 March 2021.

However, Mr Nicholson said the Trust had now been advised
that the business case would likely be approved and he added
Finance staff were now examining how vehicle chassis could
be procured and resourced in the currentyear.

Concluding his report, Mr Nicholson drew members’ attentionto
the detail covering Trust performance against prompt payment
of invoices and advised that the Trust had achieved
performance of 96.1% to date against a target of 95%.

The Chair thanked Mr Nicholson for his report and invited
guestions from members.

Mr Haslett acknowledgedthat, while the Trust had projected its
spend in relation to Covid-19 to the end of the year, he did not
get any sense from the report of the extent of the Trust’s
financial exposure. He said that, while he accepted the DoH
would cover Covid-19 costs, the Trustwas still expected to
achieve savings of £2.6 million. Mr Haslett referred to capital
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spend and was of the view that this was a significant amount of
resources to commit within the last three months of the financial
year.

In response, Mr Nicholson reported that the cost to the Trustin
terms of the financial impact of Covid-19 would be a full-year
effect of approximately £13 million. He acknowledged the
fluidity and magnitude of these costs and pointed out that the
Trust had received £2 million to date. Mr Nicholson said that
the Trust continued to work with colleagues from the DoH,
other Trustand the HSCB to unlock the mechanisms to release
funding.

Continuing, Mr Nicholson explained that the Trustwas also
exploring other programmes to access further resources
around Covid-19. He emphasised that the Trust had not been
driven by the financial aspect of Covid-19 ensuring that the
appropriate arrangements were put in place in the first
instance.

Mr Nicholson agreed with Mr Haslett’s pointaround the
allocation of capital resources late in the financial year. He
explained that the Trust had developed the business case in
relation to fleet replacement and it was upon advice from the
DoH/DF that they would not be able to review the business
case within appropriate timeframes which had led the Trustto
surrendering £1.5 million to the DoH. Mr Nicholson pointed out
that the business case covered a five-year period and said the
Trust would use the opportunity to revisit its expenditure profile.
He indicated that the Trustwould look at bringing forward the
fleet replacementto ensure the twelve month profile between
vehicles.

Mr Haslett suggested that it would be helpful to provide details
of expenditure around consumables and PPE on a monthly
basis to allow members gauge whether expenditure was on
target and identify any trends.

Mr Nicholson said that work was ongoing to develop these
areas for consideration by the Trust’s People, Finance &
Organisational Development Committee. He acknowledged
that the presentation of the financial information presented to
the Trust Board was in the format required by the DoH and the
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HSCB and referred to staff and non-staff costs. He added that
other expenditure largely fell within non-staff costs.

The Chair undertook to discuss with Mr Dennison the
presentation of financial information to the People Committee
and how this might feed into the Trust Board.

Mr Nicholson referred to earlier discussion around the
maintenance and sustainability of a number of programmes
iImplemented throughout the year. He acknowledged that many
would continue and believed that the implications of the current
year would be felt for many years to come. Mr Nicholson said
that Dr Ruddell had alluded to the impact on training and
indicated that he would refer to the impact of staff being unable
to take annual leave during the year. He advised that work was
ongoing at a regional level to assess the implications of that
and how that might be managed moving forward.

Mr Nicholson reminded the meeting that the Trust operated
within an annual planning cycle and that on 1 April 2021, the
Trustwould be required to achieve savings of £2.6 million as
well as following the process to secure income for the new
financial year.

The Finance Report was NOTED by the Board.

10 Date of next meeting

The next Trust Board meeting will take place on Thursday 4 March
2021. Arrangements to be confirmed.

The Chair indicated that she would be keen for the Board to meet
on a face-to-face basis but only when it was safe to do so.

11 Any Other Business

There were no items of Any Other Business.

THIS BEING ALL THE BUSINESS, THE CHAIR CLOSED THE
PUBLIC MEETING AT 11.45AM.

SIGNED:
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deficiency to likelihood of
contracting Covid-19 at a
regional level and ascertain if
there are any plans in place to
explore this further

INDIVIDUAL UPDATE
ACTIONING
PUBLIC
1 | Chair to discuss with Chair of NL Ongoing
People Committee how best to
present financial information to
Committee
2 | Raise linkages of Vitamin D ML Guidance has

been issued by
the Department
of Health which
had no direct
implications for
NIAS.
Prescribing of
Vitamin D
remains the
remit of an
individual’s own
doctorwho is
best placedto
identify those at
risk.
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TRUST BOARD
PRESENTATION OF PAPER

Date of Trust
Board:

4 March 2021

Title of paper:

Self Service Business Intelligence (Bl) Reporting
Model

Briefsummary:

Members will be briefed on the key benefits of moving
to a Self Service Business Intelligence Service
Delivery Model.

Ms Tracy Avery, Head of Information, will attend the
meeting and provide members with a demonstration
on the model.

Recommendation:

For ] For
Approval Noting

Previous forum:

SMT - 23 February 2021

Prepared and
presented by:

Date:

Ms Tracy Avery, Head of Information
Ms Maxine Paterson, Director of Planning,
Performance & Corporate Services

25 February 2021
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TRUST BOARD
PRESENTATION OF PAPER

Date of Trust
Board:

4 March 2021

Title of paper:

People, Finance & Organisational Development
Committee — Terms of Reference

Brief summary:

NIAS Standing Order 4.1.1 states that “The Trust shall
determine the membership and Terms of Reference
of Committees ...’

Trust Board approval is soughtto the People, Finance
& Organisational Development Committee’s Terms of
Reference.

Recommendation:

For For
X .
Approval Noting

Previous forum:

People, Finance & Organisational Development
Committee — 2 December 2020

Prepared and
presented by:

Date:

Ms M Lemon, Interim Director of Human Resources
Mr P Nicholson, Interim Director of Finance

Mr J Dennison, Chair, People, Finance &
Organisational Development Committee

25 February 2021
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December 2020 Version 1

PEOPLE, FINANCE & ORGANISATIONAL DEVELOPMENT
COMMITTEE - TERMS OF REFERENCE

1 CONSTITUTION

1.1 The Board hereby resolves to establisha Committee of the Board to
be known as the People, Finance & Organisational Development
Committee (The Committee).

1.2 The Committee is a non-executive Committee of the Board and has
no executive powers, other than those specifically delegated in
these Terms of Reference.

1.3 All procedural matters in respect of conduct of meetings of the
Committee shall be inaccordance with the Trust’s Standing Orders.

2 MEMBERSHIPOF THE COMMITTEE

2.1 Trust Non-Executive Directorsthat are to be included as members
of this Committee will be nominated by the Trust Board Chair.

2.2 A‘Non-Executive Member of the Committee will be appointed Chair
of the Committee by the Trust Board Chair.

2.3 In the absence of the Committee Chair, another Non-Executive
Member may be temporarily appointed to that role by agreement of
the Non-Executive Directors.

2.4 A quorum shall be two Non-Executive members including the
Committee Chair.

3 ATTENDANCEAT MEETINGS

3.1 The Director of Human Resources and the Director of Finance shall
normally attend meetings.
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3.2

3.3

4.1

5.1

5.2

5.3

5.4

NIAS

The Chief Executive, other Directors, Assistant Directors and senior
managers with responsibility for workforce and finance related
functions will be invited to attend as appropriate.

The Board Secretary shall attend to the minutes of the meeting and
provide appropriate supportto the Committee Chair and Committee
members.

FREQUENCY OF MEETINGS

Meetings shall be held not less than three times a year, and where
necessary can be conducted remotely using such as
teleconference/video conferencing.

AUTHORITY

The Committee will be responsible for assuring the NIAS Board that
effective and regularly reviewed arrangements are in place to
support Human-Resources, Finance and Organisational
Development functions within the Trust.

The Board will always retain responsibility for such control and will
act after taking account of the recommendations and assurances of
the Committee. The Committee; therefore, does not have the
executive authority of the Board, but does have sufficient
membership, authority and resources to performits role
independently and effectively.

The Committee is authorised by the Board to investigate any activity
within its terms of reference. It is authorised to seek any information

it requires from any employee and all employees are directed to co-

operate with any request made by the Committee.

The Committee is authorised by the Board to obtain external legal,
clinical or other independent professional advice and to secure the
attendance of individuals with relevant experience and expertise if it
considers this necessary.
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6 DUTIES

6.1 The duties of the Committee can be categorised as follows:

e Provide assuranceto TrustBoard in relation to all strategic issues
relating to Human Resources, workforce and organisational
developmentto deliver the Trust’s Strategy, Plans and standards
as determined by Trust Board.

These include those related to:

Health and Wellbeing
Learning and Development
Employment Law
Workforce Planning
Recruitment and Retention
Equality and Diversity
Whistleblowing

Pay and Conditions

O O O O O 0O OO0

This list is not exhaustive and focus will evolve as the work of the
Committee develops.

¢ Provide assurance on the quality and effectiveness of targeted
plans to supportthe organisationin delivering a positive patient
centred culture, embedding the values and behaviours that the
Trustaspires to demonstrate, including collective and
compassionate leadership.

e Ensure consideration of an evidence based approachto
workforce and organisational development work streams to
include quantitative and qualitative information.

e Toindependently contribute to the Board’s overall process for
ensuring that the Trust Board delivers its statutory responsibility
to break even. Thisincludes:

- Toreview in detail the financial strategy, so as to be able to
confirmto the Trust Board the basis of acceptance.
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- Toreview the financial monitoring information in sufficient

detail to advise the Trust Board, with confidence, concerning

the financial performance of the Trust.

- Tokeep Directors up-to-date regarding the financial outlook
for the Trust, and to review the key financial assumptions
used in estimating the projected position.

- Toreview achievement of cost improvements and income
generation activities in line with the Trust Delivery Plan.

- Toreceive regular updates on actions taken by the Director
of Finance to ensure the provision of effective and sound
financial management and information.

- Toensure the Director of Finance provides assurance that
adequate training is delivered on.an on-going basis to budget
holders to enable them to manage their responsibilities.

- Toassist and recommend trainingfor SMT and Board, as
appropriate.

- Toreview and approve Capital Business Cases over £0.5m
(£0.250m ICT).

7 REPORTING

7.1 The minutes of Committee meetings shall be formally recorded.
After each meeting, the Chair of the Committee shall make a report
to the next Trust Board meeting; and at any point, draw to the
attention of the Board any issues that require disclosure to the full
Board, or require executive action.

The Chair shall liaise with the Chairs of other Committees on any

Issues or matter which may be relevantto their areas of
responsibility.
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8 OTHERMATTERS

8.1 The agendawill be sentto members at least five working days
before the meeting and supporting papers, wherever possible, shall
accompany the agenda, but will be dispatched no later than three
working days before the meeting, save in an emergency.

Return to Agenda
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NIAS

TRUST BOARD
PRESENTATION OF PAPER

Date of Trust
Board:

4 March 2021

Title of paper:

Covid-19 Update

Briefsummary:

Members will receive a presentation which will
provide an update on the current challenges facing
the Trustin the context of Covid-19.

The presentation will be shared with members prior to
the Trust Board meeting.

Recommendation:

For ] For
Approval Noting

Previous forum:

n/a

Prepared and
presented by:

Date:

Ms L Charlton, Director of Quality, Safety &
Improvement

Ms R Byrne, Director of Operations

Ms M Paterson, Director of Planning, Performance &
Corporate Services

25 February 2021

Return to Agenda
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m Northern Ireland Ambulance Service
4 Health and Social Care Trust

O

NiaS

TRUST BOARD

PRESENTATION OF PAPER

Date of Trust Board: 4 March 2021

Title of paper: Corporate Plan 2020/21 Progress Report

This Progress Report represents the collective
position on progress delivery against our Corporate

Brief summary: Plan.

It represents a forecast on anticipated outcomes
against our agreed corporate objectives by end of

March 2021.
Recommendation: For O For
Approval Noting
Previous forum: SMT

Sarah Williamson, Transformation Manager
Maxine Paterson, Director of Planning,
Performance & Corporate Services

Prepared and
presented by:

Date:

4 March 2021

[Type here]
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Summary Reporton Progress, Period Ending March 2021




Introduction

The purpose of this reportis to provide a summary of progress to date to NIAS Trust Board on how well
the organisation is delivering the key actions identified within the annual Corporate Plan 2020/21. These
actions are linked to the strategy: Caring Today, Planning for Tomorrow: Our Strategy to Transform

2020-2026.

Rating

The BRAG (Blue, Red, Amber, Green) rating is a summary of progress to date and an indication of the
assessment that actions identified in the Corporate Plan have been or will be delivered by the
completion date. Where the rating is Red or Amber, the objective owner should make clear the remedial

action being taken to ensure achievement by year-end and reasons for extension of timeline or any
cancellation of action.

Traffic Light BRAG Rating Description Key

Action forecast to be delivered significantly (i.e. in excess of one quarter) outside completion date or beyond year-
end.

Action forecast to be (but no more than one quarter) of completion date.

Action forecast to be delivered by the completion date.

Action complete.

[Type here]
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Summary of Traffic Light Rating System (Period Ending 31°* March, 2021)

The table below shows a summary of the Rating system assigned to the Actions within the corporate
plan for the period ending 30 March 2021.

Traffic Light

Risk Dela

Period Ending

Period Ending

Period Ending

June 2020 Sept 2020 March 2021
8% 23%
44% 21%
44% 29%
4% 27%

At the end of the 2" quarter of 2020/21, 48% of the actions within the Corporate Plan were reported as
Blue/Green.

Projected to the end of March 2021, the anticipated Blue/Greenratings to achieve the projected in-year
targets (i.e. actions anticipated to be complete by the end of the year) is 57%.
Frequency of Reporting

The report will be produced on a quarterly basis for consideration by the Board and monitored more
frequently by SMT and through internal accountability processes.

[Type here]
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Actions for Delivery by March 2021

Objectives Key Actions Lead End of BRAG Comment
Director Month Due Status
1.0 Delivering Care
1.1 We will develop a Version 1 of SOC was submitted to the
supporting business Department of Health in March 2020.
case to secure funding Collaborative work undertaken with DOH, April
in order to improve our | Business cases to Proaramme to September.
service to patients | support full Diregctor of | Januar
through increased | implementation of CRM CRM y Performance trajectory modelling requested.
workforce and | to be submitted to DOH Version 2 was submitted in October 2020.
supporting DOH continue to review the Strategic Outline
infrastructure Case. Letter of support for CRM SOC
submitted to DOH 18th January 2021.
Delivery of CAT1
implementation  plan
actions relating to See below for update against 3 separate
_ dispatch, call stack August N/A elements for action:
1.2 We will develop an | management, and staff
Improvement Plan to | rgles.
deliver the best possible
response times to
F:Stloel?rtcse\;\{lthln existing Directo_r of
Operations Complete: Every day there is Cat 1 exception
. reporting in place with EAC managers. DCM
a) Improve Dispatch woprkinggwitril3 Control Officers ingrelation to
practices with Control August

Officers
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Dispatch Practices. Due the COVID-19
pandemic and social distancing progress has
been slower than expected.




b) Re-focus DCMs on
incoming call stacks,
Cat 1 performance and

Prioritised workload focusing on patient safety
and performance. Due to the COVID-19
pandemic these meetings and forums have
been supported by AACE remotely; Overhead
Polling Screens been reinstalled in EAC to
ensure oversight of Waiting Screen at
changeover times. Completed by EAC
manager.

Work regarding this has been resumed.

realign their workload August BEEYIRE
c) Re-configuration of
RRV Dispatch desk August
d) Recruitment of CSD
. December
Supervisors
Obtain  approval to
_ commence PCS June

1.3. We will commence | Review Project

a Patient Care Service

Improvement Director  of

Programme to improve .

: . Operations

the quality of our service

for th's. Important group Conclude PCS review

of service users
and make proposals for December

improvement

Further recruitment of CSD Officers is ongoing
and training will be completed by 20
November. Recruitment campaign to include
Nursing is underway at present.

CSD Supervisors has not started; No
approved funding stream and alternative
solutions are being explored.

SMT approval gained to commence review.

PCS Improvement Programme established
with Assistant Director leadership. Project
Manager appointed July 2020. SMT have
given approval on the approach and remit of
Review; interviews with Directors, DOH
underway.

[Type here]

PCS Review Project Manager recalled to
training post to enable contingency plan
implementation during second wave of
COVID-19  pandemic. First  Objective
extension anticipated to Q1 21/22
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Implement a range of
protocols for nursing

COVID-19 has had a majorimpact onthe Care
Home Setting. NIAS continues to engage at
various levels and with stakeholders to
optimise  patient  pathways including
presentations on Nursing Home ECHOs etc.

The regional No More Silos project is
advancing significant proposals to ensure
Nursing Home access to medical support and
appropriate decision-making. NIAS Clinical
Directorate are inputting to these plans and
workstream meetings as required.

COVID-19 has had a major impact within NIAS
with the introduction of Card 36. There is a
significant increase in ‘See and Treat’ figures
due to patients declining to attend hospital
however this may be against NIAS clinical
advice.

H&T increased only by 0.3%, against the
background of reduced staffing levels and
introduction of Card 36 with increased call
volume to CSD from EAC due to reduced
operational resources. Additional CSD staff
took up postin November 2020 and figures will
be monitored until year-end.

homes to increase use March
of alternative care
1.4 We will continue to pathways
embed our Appropriate
Care Pathways
developing safe
alternatives to ED in Medical
order to reduce demand Director
on frontline services
increasing the levels of
Hear and Treat _and See Demonstrable increase
and Treat practice .
in Hear and Treat
(1.5%) and See and March
Treat(1.5%) against 19-
20 baseline
2.0 Our Workforce
2.1 We will develop a
comprehensive
workforce plan for the
whole organisation | Completion of p
designed to support our | workforce plan  with rogramme
, Director  of
strategy and to ensure | Operational and CRM Strategic January
our quality of service | workforce requirements Workfgrce

meets the performance
trajectory requirements
in terms of time and
quality

prioritised

Work plan agreed with SMT. Prioritisation of
frontline and CRM Workforce Plan for 2020-
21, (circa 80% of workforce). Workforce
Planning Team established and Terms of
Reference agreed at SMT, October 2020.
Workshops held with key stakeholders and
reflected initial plan, (workbook based on 6
Step Model), presented to SMT October 2020.
Assumptions agreed with SMT. Strategic HR
Business Partner, Workforce Planning &
Change appointed 19th October 2020. HRBP
will collectively work with HRPTS, Finance and
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2.2 We will develop a

OPS D and AD to ensure that a Qualitative
baseline is established. This will effectively
contribute to the larger need for joint up
reflective capacity planning.
Skills for Health will QA workforce plan and
provide related training for stakeholders.

Recruitment and
Selection Strategy,
which will include the | Develop Strategy and | Director  of December
appropriate approach to | Action Plan HR
support the delivery of a
skiled and effective
workforce.
Review the Training
School structures to
support the
2.3 We will deliver a | development of an September
Clinical Education Plan | education academy for
with educational | NIAS
opportunities across a
range of levels, .
gualifications, topics I\D/Ii?ggﬁlr

and specialties for the
clinical workforce that
aligns with the HCPC
requirements for BSc-

NIAS will seek to adopt and implement the
regional HSC Recruitment and Selection
Strategy

This work has been adversely impacted by the
COVID-19 pandemic and a number of both
related and unrelated staffing difficulties within
the clinical education department

This has led to a pause on this work, with a
shiftin emphasis, in an endeavour to optimise
current staffing establishment to deliver
existing priorities. It is anticipated this work will
be picked up again in Q4.

level aramedic Train up to 48 additional
education P Paramedics. 96 AAPs March
and 48 ACAs with
appropriate investment
[Type here]
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The clinical education plan was implemented
from Q1 but faced significant impact on
delivery due to COVID-19 pandemic. Although
the scheduled Paramedic programme was
suspended for 5 months and 4 AAP courses
were each similarly delayed for 2 months,
programmes resumed with  mitigating
measures in place. Currently, 42 students on
the Paramedic programme are due to
graduate in February, 38 AAPs completed in
July and another 44 AAPs are due to complete
in January/February. 20 ACAs completed in
July, a further 21 are in training (due to




2.4 We will continue to
work with HSCB and
Primary Care to develop
a model for training
Specialist Paramedics
to work on a rotational
basis in Primary Care

Receive feedback and
signoff on business
case

June

complete in December) and another courseis
scheduled for 24 In February/March.

2.5 We will undertake a
review of our
Operations Structure to
provide more effective
support  for staff,
including on a 24/7
basis

Assess current
approach to delivering
operational  structure
review and deliver final
recommendations

Director
Operations

of

September

This work has been impacted by the COVID-
19 pandemic. Liaison with the HSCB
Integrated and Primary Care teamcontinues in
order to confirm funding and this has been
included in Rebuild funding requests with hope
to commence Q1/2 21/22.

2.6 We will develop a
comprehensive Health
and Wellbeing Strategy
with - a range of
objectives and
measurable outcomes
to support the wellbeing
of staff.

Develop Strategy and
Action Plan

2.7 We will establish a
new framework to
ensure a best practice
approach to the
management of
sickness absence

Develop  Attendance
Management
Framework

Director
HR

of

October

September

Phase 1 (Supervisors and management
grades up to band 8) completed and report to
be delivered by end of Mar 2021.

Phase 2 (band 8 and above) to be completed
by end of Q1 21/22.

Interim arrangements to be developed to
deliver 16 hour extended on duty management
out of hours cover for winter period. To be
implemented by end of Sep 2020 through to
Mar 2021.

This has been delayed however, significant
learning has been achieved during Covid to
support the development of this.
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Resource supporting the review of OH service
and Attendance Managementin place.




Conduct risk

assessment and needs Risk Assessment and needs analysis
. . September complete. Action plan in place
analysis for physical
security measures
Strategy drafted and shared with the
Management of Aggression Working Group for
Assess structure and December initial comment. Workshop took place in
resource requirements October 2020. Violence Prevention and
Reduction Strategy tabled at SMT February
2.8 We will develop a 2020.
comprehensive strategy
for the management of Strategy drafted and shared with the
aggression towards Conduct a staff and Management of Aggression Working Group for
NIAS staff oublic aareness December | Delayrisk initial comment. Workshop took place in
campaidan October 2020. Violence Prevention and
baig _ Reduction Strategy tabled at SMT February
Director  of 2020.
Operations
Review Corporate Work led by Area Manager and Risk Manager;
Management of : L . o o
Adaression  Policy & March Delay Risk | significant completing priorities at this time.
P?(?ce dures y NIAS also await regional HSC policy update.
3.0 Organisational Health
3.1 We will implement a De_:velop plan for Director  of A plan for re-instatement of activities was
reinstatement of : . o g
COVID-19 Recovery activities Planning, June developed and is being implemented using on
and Learning Processto Performance arisk based approach
ensure effective and
transition to delivery of - Corporate
care and  working (():t?tlgail:]i d o Iearfglzg Services Feedback to collate learning concluded
arrangements, which cororate  review  of July August 2020 and this has been shared widely
respond to Government, P and with all staff
services and
[Type here]
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Public Health and other
relevant guidance

improvement
opportunities

Evaluation of learning

A range of leads from the organisation wide
Recovery Group presented the Recovery
Framework to Trust Board for their approval. A
COVID-19 Learning Framework was approved
and a COVID-19 Learning Report and
Recommendations for Second Surge was
presented to and approved by Trust Board

. Director  of
advising _ key Safety
recommendations  to Qualit & October
inform improvement m rO\)//ement
plan P
We will establish an Chief
Organisational Executive June
Development function

3.2 We will review the

existing Directorate

structures and

responsibilities to

ensure the most

effective  governance

and management

arrangements to [P)(ogramme .

support the delivery of | implement restructuring | o'cc®’ | january

services Strategic
Workforce

New Organisational Restructuring Programme
established under Programme Director for
Strategic Workforce Planning
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Review of roles and responsibilities for each
Directorate and related current teams
undertaken and agreed at SMT, June 2020.

Engagement Plan agreed with SMT and rolled
outfromJune 2020. RestructuringPlan agreed
by SMT and in progress. New Posts - SMT
approved several Priority posts, these are
progressing through related recruitments.

SMT establishing a Scrutiny panel to progress
priority recruitments.
Corporate & Clinical Governance
Restructuring agreed and in progress.




3.3 We will establish a
Programme
Management
Framework in order to
enhance our capacity to
oversee implementation
of our 6 year Strategy

Develop strategy for
framework for corporate
oversight

Director  of
Performance
, Planning &
Corporate
Services

Sept

Strategy Implementation Methodology
approved by Trust Board in August and plans
underway regarding establishment of Strategy
Implementing and Monitoring processes (with
some contingency due to COVID-19
pressures)

3.4 We will initiate anew
Organisational Culture
Programme to take
focused action to
develop a culture of
collective and
compassionate
leadership

Deliver
outline Plan

Programme

Director of
HR

July

SMT presentation delivered. HSCLC support
in place. Culture Audit launched and
responses being gathered from staff at
present.

3.5 We will review our
Human Resources
model with a view to
establishing a revised
model to meet
organisational and
workforce needs

AACE Review
undertaken and report
produced

Director HR

July

AACE review has been delivered and findings
shared with SMT. Following this a service
model review has commenced to establish
model which will meet workforce needs in line
with strategic objectives.

3.6 We will evidence
compliance with internal
audit recommendations

Complete follow up
review in line with
schedule

Director  of
Finance

September

A follow up of outstanding Internal Audit
recommendations was completed as part of
the 2019-20 Final Accounts.

This was updated for review by SMT in a
Workshop in August 2020 and the position at
30 September 2020 formally reviewed by
Internal Audit in September/October 2020
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Formally review audit

Managers receive final Internal Audit reports
for implementation.

Managers receive Follow-up Outstanding
Audit Recommendations spreadsheettwice a
year for updates for Mid-Year and Year-End
internal audit review.

SMT Audit Workshops are held leading up to
Mid-Year and Year-End Internal Audit reviews
Internal Audit review outstanding audit
recommendations twice a year at Mid-Year
and Year-End.

External Audit review Internal Audit reports
and outstanding audit recommendations as
part of annual accounts audit process.

compliance March
4.0 Quality Improvement
Engage with staff and
service users to inform
4.1 We will develop a | the development of October
new Quality and Safety | Strategy for Quality,
strategy that focuses on | Safety and| o of
continual improvement, | Improvement Safet
measuring and Quali%/’ &
evidencing the quality of Im r0\3//ement
our services for our P
atients. i
p Deliver Strategy for November

TrustBoard for approval

Quality and Safety Strategy is in development
in Q4; SMT and senior staff to be issued draft
proposals for Quality Targets for 2021/22,
which have been developed, by Quality and
Safety and Clinical Directorates.

This is anticipated for presentation to Trust
Board in March 2021.
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Achieve guality

improvement targets at

level 1and 2 as outlined March

in Attributes Framework

Implementation of

Demand Management September

Plan
4.2 We will implement a )
transformation ~ and | Modules to enhance September
Emergency Ambulance HOSpltaI Transfer (":T)
Control Room

Director of
Deliver 90%  shift | Operations
coverage to meet
December

demand patterns and
facilitate staff well-being

A further Level 2 QI training programme was
launched in partnership with SET however due
to lack of QI Lead post, operational pressures
and COVID-19 pressures the QI targets for
level 1 and 2 are not feasible for NIAS to meet
in year and an improvement trajectory plan will
be required in 21/22.

A Quality Lead JD is being finalised for job
evaluation. Recruiting a postholder will provide
additional capacity for provision of in-house
training or commissioning of additional
courses.

A project group supported by AACE has been
identified and core members agreed.

SEMT endorsed the approved approach on 7
July 2020. Progress with the DMP has been
delayed due to the COVID-19 pandemic and
will recommence Q1 21/22.

A project group supported by AACE has been
identified and core members agreed.

SEMT endorsed the approved approach on 7
July 2020. Progress with the DMP has been
delayed due to the COVID-19 pandemic and
will recommence Q1 21/22.
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Working Time Solutions are working to support
NIAS with this. Project meetings have been
arranged. Project completion has been
targeted for June 2021.




Telephony business case complete however

4.3 We will demonstrate
an improvement in our

measurement against
Ambulance Quality
Indicators to Dbetter

evidence the safety and
quality of our patient
care

Commence X
Replacement of December | Delay risk dele_ly from Department of Finance and on that
Telenhony Svstem basis have sought approval to re-profie
phony sy funding to 2021/22.
Replacement of
rr:?jgr?:tggtrolcosr?/ 22?:3 March Radio roll out commenced.
CAD and Radio system
Rre(:)\gg\;vsescurrent ';‘% A desktop review of the current process for
gn aging with front-line November collecting AQIs has been carried out by the
stagff ging new Assistant Clinical Director.
Test new processes in Initial testing with NIAS staff has begun but this
preparation for ePCR November has been limited due to pressures associated
rollout with COVID-19.
Medical — .
Di?g::igr Due to COVID-19 and historic inefficiency if
the historic system, the current AQI
Test revised measurement has been stopped. Director of
accountabilit Safety & Quality has taken a lead on the
[OCESSEs f0¥ AQIs with January framework for oversight of National AQI
I%cal engagement measures. These are being developing into
9ag the REACH project, which at present is on
hold due to COVID-19.
Deliver assurance An early draft of Performance Management
framework Director  of Framework hasbeenagreed by SMT. Thiswill
incorporating national Safet include an Integrated Quality and Performance
best practice for Quali%/’ & March Delay Risk | Report, which will reportonthese metrics. This
monitoring and ImprO\)//ement will be agreed by Director of SQIl and Planning

reporting key clinical
metrics

& Performance Directorate. The full report is
likely to be in place end of Q1 21/22.
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Produce Safeguarding

Safeguarding policy and procedure are in draft
with anticipated completion early 21/22.

Safeguarding Lead job advertised November
2020. Due to COVID-19 pressures, interviews
have not yet taken place.

Safeguarding Improvement Plan in place with
agreed measures to track and monitor quality
of safeguarding referrals. Furthermore, a
Weekly Safeguarding Review Meeting is held
to provide assurance on all referrals made.
Safeguarding Pathway in place. Incidents
reported on DATIX and followed up by
seconded Paramedic and EMT

Full review of existing information landscape
complete. Several actions are being taken
forward to restructure department and fill
existing vacancies to manage demand and
optimise governance and data processing.

Policies and June
Procedures
4.4 We will implement
an Improvement plan to i _
develop in our | Appoint  Safeguarding October
processes in | Lead
Safeguarding, in
partnership, with social
care services across
HSC Implementation of
. Director  of
system to  monitor, Safety
audlt,lnve_:stlgate,report Qualit;} &
and prowde assurance Improvement December
reporting on adherence
to safeguarding referral
process
4.5 Develop an
organisational Perform landscape s b
performance review and audit of eptember
management information
framework to measure Director  of
improvement and Performance
provide corporate , Planning &
governance and Corporate
assurance Determine information | Services
requirements for October
performance reporting
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A new Head of Information took up post in
November 2020 and will be instrumental to
implementation of new approaches to
performance reporting. This is now predicted
for completion by Q4 20/21




Draft  Performance  Framework  and
Performance Scorecard has been agreed by
SMT in November 2020. Plans for a co-

Develop  overarching ducti : ith . q
strategy and approach _ production sessions with senior managers an
October Delay Risk | clinicians and service users were put on hold
to performance due to COVID-19 ressures. Further
management P : .
engagement process to commence in
February/March 2021.
A new Head of Information took up post in
Deliver  performance November 2020 and will be instrumental to
dashboard for corporate December implementation of new approaches to
performance performance reporting. This is now predicted
for completion by Q4 20/21.
5.0 Digital Enablers
5 1 We wil i i Roll outnew DTRradios 90% of vehicle radios completed Nov 2020
oL VW WIll continue € | 1550 personal issue October Delay Risk | Handhelds to follow.
implementation of the devicesto frontline staff
REACH programme Medical
building connectivity Director Go Live date paused due to Ops pressures
across HSC in the | Complete all phases of March Delav Risk and inability to access staff for training
mobile environment ePCR roll-out y Recommence Jan /Feb 2021, Go Live.
Agreement to proceed
DHCNI /BSO July Informally agreed to proceed.
5.2 We will establish
arrangements to Requirements  scoped Director  of HSCB commissioned of BSO to undertake
improve business 9 ) op Performance initial scoping work. BSO have advised their
: : and agreed; Business : . . :
intelligence through . Planning & | Dec capacity to manage this currently is
. Case submitted to d . :
data warehousing, o Corporate constrained- therefor this is delay risk.
. . . Digital Health Team :
business intelligence Services
tools and best practice | Proof of Concept to
Supp_ort Business Will be incorporated in BC for Data warehouse.
Intelligence Tool September
completed
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CAD Hardware replaced at NIAS and DR

?eAIIDacement I?g(r:(ljuv(\;?rrle Hardware currently in place at Site 5, NIAS.
P Uding October Delay Risk | Footprint established in BSO Data Centre and
Disaster recovery in the ,
. rack under construction.
regional data centres
Second set of DOH BC comments addressed
: . Telephony  business and due to be submitted w/c 9/11. Likely delay
2.anWe \;\glllrggr? SOIIdgEi case approved by DOH, March from Department of Finance and on that basis
procurement completed have sought approval to re-profile funding to
technology 2021/22
infrastructure to -
maintain service and | Complete active
improve resilience directory configuration . Verbal approval on COVID-19 recovery bid for
to access federated March 2l RtELe this year funding.
services
Full benefits realisation has been Impacted by
Deliver benefits . COVID-19 however, as a contingency site, it
o , March Delay Risk
realisation of Site 5 has been very useful.
6.0 Our Infrastructure
Fleet Business case for rolling five-year
replacement programme developed and on
Delivery  of  Fleet target for submission to the DOH October
replacement business March 2020. Five-year fleet replacement Business
case 2020- 2025 case total with a value £ 22,657k has been
approved by DOH 25t Jan 2021.
Sﬁlitewe 0\?"” (S:Il:eve:)or%na A Draft Fleet Strategy 2020-25 completed.
. pporing . Presented to Trust Board November 2020.
infrastructure strategies f | Director  of : f | .
for Estates and Eleet in Draft a Fleet Strategy CRM January Five-year fleet replacement Business case
2020 -2025 total value £ 22,657k approved by DOH 25®
year one to address Jan 2021
pressing issues. '
Consultation document for operational Estates
Estates Strategy to be configuration (Hub and Spoke Model) to be
- . developed.
finalised following March

engagement process
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Estate condition and functional suitability
surveys delayed due to COVID-19. Modelling
to confirm Hub and spoke configuration




6.2 We will open a new

Delivery of delivery of

commenced September 2020. Surveys
scheduled to commence February 2021.

The new Training and Administration facility
was opened early in order to provide a

training and o . . :
administration facility for | Y&NNG and | Director — of | pocomper | DelayRisk | Sontingency site for EAC. At present due to
Emeraency Ambulance administration function | Operations COVID-19, this is being used as a contingency
Contrgol y from new facility Control Room, which means training spaces
' for Control have had to be outsourced.
Develop Information Significant Aligned to DHCNI Governance as partof NIAS
Security ~ Governance October Degla Service Delivery review. Implementation plan
Framework y to be developed.
6.3 We will enhance .
Cyber  Security o g;rect_or of This was agreed by SMT in October 2020 and
i Review ICT Delivery | Flanning, was presented to Trust Board in November
preparedness, & Corporate .
resilience and response :
capability. Services
Develop framework for Align to DHCNI Governance as part of NIAS
Policies, Standards and March Delay Risk | Service Delivery review. Implementation plan
Procedures to be developed.
6.4 We will enaade with NIAS continue to attend DoH hosted exit
tr;e DOH-led g groach Implement DoH | Medical March meetings and workshops that have been in
. PP recommendations Director place since Feb 2018.
to exit from EU
7.0 Communication and Engagement
By Jul: Benchmarking
exercise of ambulance
. and HSC Trust | .
Zél\/vwecgwrrqmﬂ?]\i/ceall?iznz Communication g;;?ﬁ%r of Il Benchmarking of communication functions
Strategies with 9, y within Ambulance Services concluded.
Strategy : Performance
particular focus on use & Corporate
of digital and online | o = P
ervices

channels
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By Aug: Staff and
stakeholder
engagement process to August
inform communications
strategy.
Draft Communications
Strategy for Trust Board December
Approval
Establish a project team
and revigwJ NIAS September
Appraisal process
7.2 We will review | Benchmark Ambulance
existing Processes | sector Appraisal and
around the Knowledge | Clinical Appraisal | Programme December
and Skills Framework systems Director  of
and implement a new Strategic
approach to  staff Workforce
appraisal and personal
development reviews
Develop and agree
NIAS Appraisal system
and roll out in line with March
agreed timeframe
7.3 We will develop the
range of ways Service Introduce  Trust wide Director  of
users can give us Online User Eeedback Safety, July
feedback and be tool Care Opinion Quality &
involved in  service Improvement

development

[Type here]
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Delay Risk

COVID-19 demands on the small
Communications resource in NIAS has limited
the ability to engage a range of staff and
stakeholders to date. This is now planned for
February 2021 but may slip further

This is planned for Trust Board presentation in
March 2021 but this is dependent on Covid-19
pressures.

SMT agreed on 7t July 2020 that a project
teamwas not required.

Benchmarking Complete. Engagement Plan
agreed by SMT October 2020 and due to
commence November 2020.

Pre consultation/engagement Oct/Nov2020
held with TU Branch Secretary in advance of
staff engagement. Engagement finalised.
Benchmarking finalised. Next steps were to
be agreed with SMT during January and
Consultation thereafter. This was deferred
due to Business Continuity arrangements and
Consultation to commence in March 2021.

Launched 3 August 2020.




Introduce reporting on
PCE through relevant
committees and Trust
Board as appropriate

December

Delay Risk

PCE reporting has been agreed as part of the
new Trust Board committee structure and
inclusion in relevant  Organisational
performance reporting. A new post to be
advertised in Q4 2020/21 will support the
capacity to implement this.

Return to Agenda

[Type here]
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NORTHERN IRELAND AMBULANCE SERVICE

TRUST BOARD FINANCE REPORT

Director of Finance
January 2021 (Month 10)
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FINANCIAL PERFORMANCE

Introduction

The purpose of this report is to provide Trust Board with an update on the financial position of the Trust. This includes an update on the
requirements not to overspend against Revenue Resource Limits (RRL) and Capital Resource Limits (CRL), and also the requirement to
pay non HSC trade creditors in accordance with the Better Payments Practice Code and Government Accounting Rules.

The report includes a number of key risks and assumptions to the achievement of these requirements.
Financial Breakeven

The Trust is currently reporting a forecast breakeven position for the month ending 31 January 2021 (Month 10), subject to key risks and
assumptions.

Financial position at the end of January 2021 (Month 10)

Financial Breakeven

Assessment (£k) Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar
Staff Costs 14.828] 19,907] 23,759] 28,801] 36,064] 40.,931] 46.113| 51,131

Other Expenditure 10,590] 13,489 17,464] 20,183| 25,471] 29.,517| 33,392] 37,962

Expenditure Total 25.,418|] 33,396] 41,223 4as,984] 61,535] 70,448| 79,505] 89,093

Income 200 259 318 336 383 243 500 548

Net Expenditure 25.218|] 33,137] 40,905] 4as.,64a8] 61,152] 70,005| 79,005] 88,545

Net Resource outturn 25,218] 33,137] 40,905] 4as8,648] 61,152] 70,005| 79,005] 88,545

('T?e%'ir;ue Resource Limit 24,968| 32,804| 40,489] a4as,14a8] e61,152] 7o,005| 79,005] 88,545

Surplus/(Deficit) against RRL (250) 3833) “@16) (500) (@] o (@] (o] (o] (o]

Forecast financial position at the end of March 2021

The Trust is also currently forecasting a breakeven position at the end of 2020-21, subject to a number of assumptions particularly in
respect of Agenda for Change, investment, Covid-19 costs and efficiency savings. With the exception of Covid-19 costs, these issues
have largely been resolved. The forecast costs in relation to Covid-19 during the year are of the order of £13m across a range of areas to
support the Trust’s response to the pandemic. These include additional staff costs to maintain and enhance cover and increased
Independent and Voluntary Ambulance Service provision. Additionally, there have been increased costs in relation to cleaning, personal
protective equipment and staff welfare. The Trust awaits the formal allocation of funds for a number of areas of expenditure and has
received positive indications from HSCB and DoH that these will be provided. The Trust continues to work with HSCB and DoH to finalise
the resource requirements in relation to Covid-19 and other financial pressures and deficits for the current year and beyond.
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NIAS Trust Board Budget Report at January 2021

YTD

(£ 000s) FYB Budget Actual Variance
Chief Executive's Office

Payroll 562 452 449 3

Non-Payroll 430 419 412 7
Chief Executive's Office Total 993 871 861 11
Director of Finance

Payroll 1,266 1,098 1,069 28

Non-Payroll 586 530 524 6
Director of Finance Total 1,851 1,627 1,593 34
Director of HR

Payroll 2,178 1,815 1,796 19

Non-Payroll 1,020 897 878 19
Director of HR Total 3,198 2,712 2,675 38
Dir of Ops (incl Divisions & RCC)

Payroll 64,637 54,411 53,284 1,127

Non-Payroll 18,575 17,050 18,312 (1,262)
Dir of Ops (incl Divisions & RCC) Total 83,212 71,461 71,596 (135)
Medical Director

Payroll 9,656 8,685 8,681 4

Non-Payroll 1,933 1,862 1,847 14
Medical Director Total 11,590 10,547 10,528 19
Director of Safety, Quality & Improvement

Payroll 220 161 157 4

Non-Payroll 103 101 101 0
Director of Safety, Qual & Imp Total 323 262 258 4
Director Of Plan, Perf & Corp

Payroll 1,250 1,021 1,011 10

Non-Payroll 685 591 571 20
Director Of Plan, Perf & Corp Total 1,936 1,612 1,582 30

NIAS Total Payroll 79,769 67,643 66,448 1,194

NIAS Total Non-Payroll 23,333 21,450 22,644 (1,294)
NIAS Total 103,102 89,093 89,093 0

Figures last updated: 24/02/2021 13:32

Underlying this overall financial forecast is a complex budgetary position. There are a range of
vacancies creating underspends against the pay budget. The level of underspend is reduced by
overtime costs to provide operational cover. There are also levels of absence due to sickness and
Covid-19 that can create corresponding financial pressures. Expenditure on Voluntary and Private
Ambulance Services (VAS/PAS) to offset these vacancies and maintain cover and performance is
creating a corresponding pressure on the non-pay budget. NIAS is also coordinating some VAS/PAS
activity on behalf of other HSC Trusts. The cost of this is being recharged to the respective HSC
Trust.

The Trust is required to identify savings proposals to address a forecast £2.6m savings requirement
in 2020-21. Plans totalling only £1.6m from a range of non-recurrent measures were identified at the
start of the year. A further £0.5m support has been provided by HSCB and a further £0.5m of non-
recurrent NIAS measures identified later in the year linked to the capacity to release staff from
operational duties.

There are a number of income assumptions included in this financial position. The Trust continues
to work with HSCB and other stakeholders to highlight emerging cost pressures and service changes
with a view to achieving objectives and maintaining financial balance.
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Voluntary & Private Ambulance Services (VAS/PAS)

The Trust has benefited from significant additional funds in 2020-21 as part of the response to Covid-
19. A large proportion of these funds has been applied to additional support from VAS/PAS to
maintain and enhance ambulance provision during this difficult period. The Trust is thankful for the
support that VAS/PAS has given NIAS and HSC during this time.

Expenditure on VAS/PAS in 2019-20 was £5.2m. Expenditure for the first ten months of 2020-21 is
£9.1m. Expenditure by month is shown below.

Voluntary and Private Ambulance Service
Expenditure

Jul Aug Sep O

pr May Jun

1,400
1,200
1,000

80

o

60

o

Expenditure (£k)

40

o

20

o

ct Nov Dec Feb Mar

N 2019-20 = 2020-21

Forward Look

Looking forward to 2021-22, there are uncertainties as to the longer-term impact of Covid-19 and the
funding available to respond to it. In addition to issues around Covid-19, the publication of the
Northern Ireland 2020-21 Draft Budget on 18 January 2021 has identified significant financial
challenges across the public sector in Northern Ireland. This will inevitably have an impact on HSC
and NIAS in the future.

The Trust will continue to work closely with other HSC organisations and with HSCB and DoH
colleagues to refine and develop a financial plan for the HSC as a whole and for NIAS in order to best
address or mitigate against the various risks and challenges presented by the Draft Budget.

The Trust continues to work with HSCB and DoH to finalise the resource requirements in relation to
Covid-19 and other financial pressures and deficits for the current year and beyond.

68


https://www.finance-ni.gov.uk/consultations/budget-consultation

Capital Spend

The Trust has received a Capital Resource Limit (CRL) allocation of £4.803m (previously £3.330m). Additional allocations are in
respect of ICT Schemes and also a reinstatement of some funds following the approval of the Fleet Replacement Business Case.
Capital resources of £1.5m were returned in December 2020 following advice from the DoH that the Fleet Replacement Business Case
would not be approved within the timescale necessary to allow procurement and delivery before 31 March 2021. The Fleet
Replacement Business Case 2020-2025 was subsequently approved in January 2021.

There have been a number of issues that have impacted on the delivery of the full programme of expenditure since the beginning of
the year. A number of these risks, specifically in relation to the deliverability of schemes, remain. These risks within schemes are
constantly under review as part of the efforts to ensure delivery.

The profile of expenditure towards the end of the financial year is due to a number of factors, including business case approval, the
availability of funds, procurement timescales, supplier capacity, internal capacity, project risks and lead times. Significantly, expenditure
on fleet is profiled to the end of the financial year to maintain a smooth fleet age profile. The Trust continually reviews capital schemes
to minimise any risks towards the end of the financial year.

Curm ulativ e

C apital S pervd AN P N &Sy T uwarm T aual A ug Se <Ot ~N o s MDec T =anm Fe b N = T o taal
fal Sl Py

Fleet & Estate ju BS S == A 7 aa= =9 [€=P=>] = = A== 4SO

| Ly | Schemes o o o o o e == S = E=Fe & =2=2 vm—Isess
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NM aintenmnanacae
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P ro file ofF = = == ju L= R = = o A7OoO rL=es AL S500 (S v e ] =+ A= <, A7
i ciit s o

Revised Forecast

P ro file of = s = ju L= D aa= TS =00 =t S7 4SS = 4SS =2. 990 %, 80=
= e cdit e

Caprital Ercpenditur«e
=. 500

=2, 000

2. 500 L Actual Sperd

<aa 2, 000 -

Origimal Foreacast
= AL.,S500 - Profile of
Ex<xpe rnditure

A, OO0 -

Revised Forecast
FProfile of
so0oo Expe nditure

AP r Juuarm PAN W F=3 O Ne o Fe b
Niomth

69



Prompt Payment of Invoices

The Trust is required to pay non HSC trade creditors in accordance with the Better Payments Practice Code and Government
Accounting Rules. The target is to pay 95% of invoices within 30 calendar days of receipt of a valid invoice, or the goods and services,
whichever is the latter. A further regional target to pay 70% (increased from 60%) of invoices within 10 working days (14 calendar days)
has also been set.

Performance by number of invoices paid for each of these measures is shown below. A range of plans are in place to improve and
maintain performance in this area. As aged invoices are cleared and paid, performance between months can vary.

May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar YTD Cum Target

Total bills paid 2,396| 2,580( 3,354| 2,648| 2,521| 2,457 2,923| 2,828| 2,971| 2,958 27,636

Total bills paid within 30
calendar days of receipt

of undisputed invoice 2.320| 2,480| 3,212| 2,601| 2,446| 2,398| 2,795| 2,717| 2,817| 2,781 26,567

% bills paid on time 30
days 96.8%| 96.1%| 95.8%)| 98.2%| 97.0%| 97.6%| 95.6%)| 96.1%| 94.8%| 94.0% 96.1%| >95%
Total bills paid within 10
working days (14

calendar days) 2,093| 2,165| 2,635 2,277| 2,257| 2,190 2,468 2,334| 2,525| 2,100 23,044
% bills paid on time 10
days 87.4%)| 83.9%| 78.6%| 86.0%| 89.5%| 89.1%| 84.4%| 82.5%| 85.0%| 71.0% 83.4% >70%

Return to Agenda
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Return to Agenda

m Northern Ireland Ambulance Service 5
4 Health and Social Care Trust e;

NIAS

TRUST BOARD

PRESENTATION OF PAPER

Board:

Date of Trust 4 March 2021

Title of paper:

Information Governance Policies and Procedures
and Management Framework

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)

Briefsummary:

14)

The following refreshed Policies and Procedures
are being presented for noting to ensure NIAS
remains compliant with UK Data Protection and
Information Governance Legislation:

Confidentiality Code of Conduct

Data Protection Impact Assessment Policy
Data Protection Policy

Data Protection Rights Procedure

Data Quality Policy

Freedom of Information

Information Asset Policy

Information Disclosure and Transfer Policy
Information Governance Policy

Information Lifecycle Management Policy
Information Risk Management Policy
Information Sharing Policy

Retention and Disposal of Information
Schedule

Safe Haven Policy

Whilst these policies are being noted at Trust
Board, we will present an implementation and
dissemination plan to ensure all employees are
aware of their roles and responsibilities and
report back on progress at subsequent Audit
Committee.
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Furthermore, we have included a new
Governance and Assurance Framework
designed to enhance Information Governance
compliance and provide assurance to SMT, the
Audit Committee and Trust Board.

Recommendation:

For For

Approval - Noting

Previous forum:

SMT — 23 February 2021

Prepared and
presented by:

Date:

Ms Tracy Avery, Head of Information
Ms Maxine Paterson, Director of Planning,
Performance & Corporate Services

25 February 2021
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Background

To ensure compliance with Data Protection and Information Governance
(IG) legislation and regulations. All employees should have a clear
understanding of their role and accountability for ensuring compliance. To
support staff, expectations and best practice processes when handling,
processing and managing information should be clearly communicated

and accessible to all staff.

To ensure compliance and best practice, HSC organisations provide staff
with access to a wide range of Information Governance Policies. This
provides the foundation for training and monitoring of IG practices, with
key findings being collated and reported to the Chief Executive, Senior
Information Risk Owner and the Data Protection Officer for assurance and
risk mitigation. However, currently in NIAS, these policies and procedures
are limited with restricted access to staff, making compliance and
assurance difficult to monitor and report, along with the identification and
mitigation of risks/potential breaches.

Proposal

To support staff across NIAS and ensuring our compliance, Policies and
Procedures have been drafted (appendix one) in a consistent corporate
template and will be submitted to Trust Board for noting and
implementation across NIAS. These will be uploaded to SharePoint and
shared with Directors for dissemination and incorporated to a plan to
improve information governance across NIAS.
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Additionally, a governance framework has been developed for noting to

ensure effective monitoring, compliance and assurance in relation to

Information Governance, IT Security and Clinical Data usage (appendix

two).

Appendix One

List of Policies and Procedures, including each policy or procedure:

1)
2)
3)
4)
5)
6)
/)
8)
9)
10)
11)
12)
13)
14)

Confidentiality Code of Conduct

Data Protection Impact Assessment Policy
Data Protection Policy

Data Protection Rights Procedure

Data Quality Policy

Freedom of Information

Information Asset Policy

Information Disclosure and Transfer Policy
Information Governance Policy
Information Lifecycle Management Policy
Information Risk Management Policy
Information Sharing Policy

Retention and Disposal of Information Schedule
Safe Haven Policy

Confidentiality Data Protection Data Protection Data Protection Data Quality
Code of Conduct.dcimpact Assessment F Policy.docx Rights Procedure.dc Policy.docx
Freedom of Information Asset Information Information Information
Information.docx Policy.docx Disclosure and Tran:Governance Policy.dLifecycle Manageme
Information Risk Information Retention and Safe Haven
Management Policy.Sharing Policy.docx Disposal of Informa Policy.docx
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Appendix Two

Management Framework Overview and terms of reference.

Audit
Committee

Informatics
Assurance Group

Information
Governance
Group

IT Security Clinical Data
Group Group

[ [ [ [
IAG Terms of IGG Terms of ITSG Terms of CDG Terms of
Reference.docx Reference.docx Reference.docx Reference.docx
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CONFIDENTIALITY CODE OF CONDUCT

Links

The following documents are closely associated with this policy:
Data Protection legislation

Data Protection Policy

Data Protection Rights Procedure

The Information Governance Review (Caldicott2) (2013)
Common Law Duty of Confidentiality

Human Rights Act 1998

Retention and Disposal of Information Schedule

Safe Haven Policy

Freedom of Information Act 2000

Freedom of Information Policy and Procedure

Archiving Procedure

Research, Management and Governance Policy
Untoward Incident Reporting Policy

Information Sharing Policy

Disciplinary Policy

Police Interviews & Witness Statements Standard Operating
Procedure

Information Request Procedure

HSC Code of Practice on Confidentiality

HSC Care Record Guarantee

A guide to confidentiality in health and social care (HSCIC 2013)
HSC Constitution (2013)

PRF Storage Standing Operating Procedure

Social Media Policy

Research Management and Governance Policy

Document Owner: Diregtor of Planning, Performance and Corporate
Services

Document Lead: Head of Information Governance

Document Type: Information Governance Policy

For use by: NIAS Trust

This document has been published on the:
Name Date
SharePoint (Information Section)

Intranet

79



Version Control

Document Location

version.

If using a printed version of this document ensure it is the latest published

The latest version can be found on the Trust’s Intranet site.

Date

Version Approved

Publication

Date Approved By

Summary of Changes

1.0

New policy and procedure for NIAS
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1. Introduction

1.1. Thisdocument has been compiled in line with the national
HSC Code of Practice on Confidentiality.

The HSC is committed to the delivery of a first-class confidential
service. This means ensuring that all patient information is
processed fairly, lawfully and as transparently as possible so that the
public:

Understand the reasons for processing personal information;

e Give their consent for the disclosure and use of their personal
information;

e Gain trust in the way the HSC handles information and;

e Understand their rights to access information held about them.

Source: Confidentiality: HSC Code of Practice

The HSC Care Guarantee (2011) and the (former) Health and
Social Care Information Centre (HSCIC) document ‘A guide to
confidentiality in health and social care: Treating confidential
information with respect’ provide further guidance. The latter
document identified five confidentiality rules:

Rule 1
Confidential information about service users or patients should be
treated confidentially and respectfully.

Rule 2
Members of a care team should share confidential information
when it is needed for the safe and effective care of an individual.
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Rule 3
Information that is shared for the benefit of the community should
be anonymised.

Rule 4
An individual’s right to object to the sharing of confidential
information about them should be respected.

Rule 5
Organisations should put policies, procedures and systems in
place to ensure the confidentiality rules are followed.

1.2.

1.3.

1.4.

1.5.

The nature of the work undertaken by NIAS employees and
volunteers brings them into possession of a great deal of
confidential, and often highly sensitive information, both
patientand non-patientrelated. Therefore, itis essential that
the public at large believe that we as a whole maintain
confidentiality of information in whatever form it is given, to
whoever it is given and for whatever purpose. NIAS also has
statutory obligations to maintain records, systems and
procedures ensuring data records are stored and disposed of
accordingly.

This document describes the responsibilities of all staff and
lays down guidelines in order to ensure confidentiality is
maintained.

All staff working for NIAS has a legal duty of confidentiality to
the subjects of information they come into contactwith. This
duty of confidence arises when one person discloses
information to another in circumstances where it is reasonable
to expect that the information will be held in confidence (e.g.
patientto healthcare professional).

Information that can identify individual patients must not be
used or disclosed for purposes other than healthcare without
the individual’s explicit consent, there is a legal basis to do so,
when it is in the public interest or there is legal justification to
do so.

2. Objectives
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2.1 Thekey objectives of this document are:

e To ensure that information is processed in accordance with
relevant legislation and guidance.

¢ To provide comprehensive guidance on the correct way to
handle information.

e Toreiterate the duty of confidence each member of staff
has to the subjects of information processed by NIAS.

3. Scope

This document applies to all employees of NIAS including
permanent, temporary, voluntary and contract staff, who come
into contact with personal and non-personal information.

4. Definitions
4.1 Confidential information

4.1.1 The Oxford English dictionary definition of confidential is
‘intended to be kept secret’ (2017).

Confidential information is any information held, personal and non-
personal, that when provided was done so in the expectation it
would not be disclosed without relevant authority. It can be
anything that relates to patients, staff, their family and friends and
also to NIAS information that is protected from release under the
Freedom of Information Act 2000 (FOI).

This class of information may be stored in any manner e.g. on
paper, electronically, video, photograph, and could be stored on
any device, including portable such as laptops, mobile/smart
phones, tablets and digital cameras. Thislistis not exhaustive.
Confidential information may also be passed by word of mouth.

4.2 Personal confidential data (PCD)

4.2.1 Personal confidential data (PCD) is anything that can identify
an individual e.g. name, address, date of birth, HSC number,
National Insurance number and photographs. Forliving
individuals, this type of informationis protected by law under
Data Protection legislation.
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4.3 Special Category Data

4.3.1 Certain types of information are particularly sensitive under
Data Protection legislation, including personal data revealing
racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership and the
processing of genetic or biometric data, data concerning
health or data concerning a person’s sex life or  sexual
orientation. Again, these data can only be processed if certain
conditions under Data Protection legislation are met.
Reference should be made to the Data Protection Policy for
further information.

4.4 Processed

4.4.1 Any action that can be performed on the information e.g.
collection, retention, destruction etc.

4.5 Rights of the Data Subject

4.5.1 Under Data Protection legislation, individuals are afforded
several rights relating to the processing of their personal
information. These include accessto, rectification of and
erasure of their personal information. A full list and how to
manage them is included within the Data Protection Rights
Procedure.

4.6 DataProtectionlegislation

4.6.1 Legislation including, but not limited to the UK Data
Protection Act 2018 and General Data Protection Regulation
2016

5 Responsibilities

5.1 Chief Executive Officer

5.1.1 The Chief Executive Officer is the NIAS accounting officer
and has overall accountability and responsibility for
Information Governance (IG).

5.2 SeniorInformation Risk Owner (SIRO)
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5.2.1 The SIRO oversees information risk management and takes
ownership of the risk assessment process for information
risk.

5.3 Caldicott Guardian

5.3.1 The Caldicott Guardian acts as the ‘guardian’ of PCD and
oversees the use and sharing of this type of information

5.4 Headof Information Governance

5.4.1 The Head of IG manages the day to day IG agenda, provides
assurance to the Board on compliance withthe DSPT and
provides advice and assistance on IG related matters to
NIAS e.g. disclosure

5.5 DataProtection Officer

5.5.1 The Data Protection Officer (DPO) ensures NIAS can
demonstrate its compliance with Data Protection legislation

5.6 Corporate Services Compliance Manager
5.6.1 The IG and Compliance Manager manages requests for

information and provides assurance to the Head of IG on the
records management function.

5.7 Information Asset Owners (IAOs)

5.7.1 Assigned owner of an information asset who reports to the
SIRO

5.8 All staff
5.8.1 All staff have a responsibility to comply with legislation and
guidance relating to IG and to report any risks or areas of

concern.

6 Legal considerations
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The disclosure of confidential information needs to be both lawful
and ethical.

Thereis a range of legislation and guidance that limit or prohibit the
use and disclosure of information in specific circumstances
and, similarly, a range that require information to be used or
disclosed.

6.1 DataProtectionlegislation

6.1.1 Data Protection legislation legislates for the processing of the
personal information of living individuals. Theterm
‘processing’ includes any action performed on the data
including obtaining, holding, recording, using, disclosing and
disposal. The legislation applies to staff as well as patient
records and covers both paper and electronic records.

6.1.2 NIAS meets its obligations under Data Protection legislation
as it works in line with the six principles:

Data shall be:

a) Processed lawfully, fairly and in a transparent mannerin
relation to individuals

b) Collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with
those purposes...

c) Adequate, relevantand limited to what is necessary in
relation to the purposes for which they are processed

d) accurate and, where necessary, kept up to date; every
reasonable step must be taken to ensure that personal data
that are inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without delay

e) Keptina form which permits identification of data subjects
for no longer than is necessary for the purposes for which
the personal data are processed

f) Processed in a manner that ensures appropriate security of
the personal data, including protection against unauthorised
or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or
organisational measures
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An additional principle is also in force that requires an organisation
‘shall be responsible for, and to be able to demonstrate,
compliance withthe principles.’

6.1.3 The Data Protection legislation allows for third party access
to personal information in certain specified circumstances.
Further information can be found on the Information
Commissioner’s website — www.ico.org.uk

6.1.4 Sanctions available to the Information Commissioner’s Office
(ICO)

The ICO can impose sanctions on an organisation for a
breach of confidentiality, data loss incident or for not
complying with Data Protection legislation. These include:

A fine of up to €10,000,000 (or 2% of annual turnover)
A fine of up to €20,000,000 (or 4% of annual turnover)
Information notices

Assessment notices

Enforcement notices

Powers of entry and inspection

6.1.5 Reference should also be made to the Data Protection Policy
and the Data Protection Rights Procedure.

6.2 Freedom of Information Act 2000 (FOI)

6.2.1 The FOI came into full effect on the 1' January 2005 and
legislates for the general right of access to non-personal
information held by public authorities. The idea behind the
FOI was to encourage greater openness by these
authorities. One of the stipulations of this act is the
requirement for each authority to develop a publicly
accessible publication scheme that would detail all
information routinely available. The NIAS versionis
available via the NIAS website — www.NIAS.HSC.uk

6.2.2 FOI contains a number of exemptions — valid reasons — why
a request for information can be refused. Furtherinformation
can be found on the ICO’s website — www.ico.org.uk
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6.2.3 Reference should also be made to the Freedom of
Information Policy and Procedure.

6.3 Human Rights Act 1998

Article 8 of the Human Rights Act 1998 establishes a right to
‘respect for private and family life’. Thisidentifies a duty to protect
the privacy of individuals and preserve the confidentiality of their
health records. Compliance with Data Protection legislation
ensures NIAS is meeting its obligations under Human Rights
legislation.

6.4 Common Law Duty of Confidentiality

Thisis not an act of law, therefore, does not have a legal basis.
However, the principles contained within have been built from case
law. The key principle is that information confided should not be
disclosed further without the confider’s permission for reasons
other than those already agreed.

6.5 Caldicott Principles (2013)—The Information Governance
Review

6.5.1 The Caldicott principles are a set of guidelines developed
specifically for handling patientidentifiable data (PIl). NIAS
has an identified Caldicott Guardian who will oversee work to
establish the highest practical standards for handling PII.

6.5.2 The seven principles are:

Justify the purpose(s)

e Don'’t use personal confidential data unless it is absolutely
necessary
Use the minimum necessary personal confidential data

e Access to personal confidential data should be on a strict
need-to-know basis

e Everyone with accessto personal confidential data should
be aware of their responsibilities

e Comply with the law

e Theduty to share information can be as important as the
duty to protect patient confidentiality
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6.5.3 Duty to share

The IG Review identified that the duty to share information
can be as important as the duty to protect patient
confidentiality. Staff should have the confidence to share
informationif it is considered to be in the best interest of the
service user while still complying with the Caldicott
framework.

7 Protecting information

7.1 All staff have a duty to protectthe information they process
on a day-to-day basis, whether this is personal or non-
personal. The following should be adopted as good practice
by all NIAS employees:

e Do not leave confidential information on view. Paper files
should be locked away in drawers/cabinets. Staff should
‘lock’ computers when away from their work area

e Never share your passwords or PIN numbers with anyone
else

e Confidential phone calls should not be conducted in an open
office. If working from home, headphones should be used
and confidential conversations not conducted within earshot
of unauthorized individuals.

e Adopt a ‘clear desk policy’ where possible

e Do not disclose confidential information over the telephone
unless you are 100% certain of the identity of the caller. If in
doubt, check the caller’s identity and establish whether they
are in fact entitled to receive the information. Call back if
necessary. Do not accepta mobile or direct dial phone
number. If in doubt, do not release the information and
check with the Head of IG.

e Faxing confidential information should only be carried out if
the receiving fax is in a secure location or additional
measures have been taken to ensure its security. Reference
should be made to the NIAS Safe Haven policy for full
guidelines.

e PCD or PIl should not be sent via external email as its
security cannot be assured. However, HSC mail (email
address ending in HSC.net) is deemed secure if the
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message is being sent to another HSC.net account or other
secure email address. Reference should be made to the
Safe Haven policy for a full list of addresses and further
guidance.

¢ All mobile devices and removable media must be protected
to at least 256 AES bit encryption.

e Home workers should abide by the home working
agreement.

8 Storage of Patient Report Forms (PRFs)

The security of PRFs must be maintained from the moment of
creation. PRFs must be stored securely on both vehicles, within
the locked drugs cabinet or glovebox, and on stations, within the
standard container within a locked room. Reference should be
made to the Clinical Records Keeping Policy and PRF Storage
Standing Operating Procedure.

9 Disposal of confidentialinformation, including archiving

The duty of confidentiality continues right through to the ultimate
disposal of information. NIAS has developed a Retention and
Disposal of Information Schedule and reference should be made to
this document prior to the destruction of any information.
Additionally, we have developed an Archive Procedure which
should be referred to when archiving confidential information.
References to both of these are included in the Information
Lifecycle Management Policy.

10 Informationsources
Thereis a wide variety in the types of information received and
stored by NIAS and this information flows in from a number of
sources. There are two broad categories of information held by
NIAS:

e Patient, relative and public data gathered as a result of a

transportrequest— A&E or PTS service provision
e Staff data — permanent, temporary, voluntary and contracted

11 Requests forinformation
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Requests for information may come from a variety of sources
and it is dependent on the source and type of information
requested, as to how the request should be handled.
Reference should be made to the Information Request
Procedure.

11.1 Requests for personal information from staff and patients

Requests by individuals to access their own records, both staff and
patient, are known as the ‘Right of Access by a Data Subject’ and
are a givenright under Data Protection legislation. Requests do
not have to be made in writing, however, NIAS must be satisfied of
the identity of the person making the request. Requests must be
completed within one month. Reference should be made to the
Data Protection Rights Procedure when handling these requests.
These are managed by the IG and Compliance Manager.

11.2 Requests from the police

Requests are often received from the police for copies of PRFs,
incidentlogs and recordings of calls. Under Data Protection
legislation, they are permitted access to these records, without the
consent of the data subject, due to a crime and taxation exemption
within the Data Protection Act 2018. However, these requests
must be made in writing using an official police form. Under no
circumstances shouldinformation be handed out at the scene of
anincident. Police requests are managed by the IG and
Compliance Team between 8.00 and 16.00 Monday to Friday and
by the Emergency Operations Centre (EOC) at all other times.

11.3 Requestsfrom coroners

Requests are often received from coroners for copies of PRFs,
incidentlogs and recordings of calls. The Trusthas a legal
obligation to provide this information. Furthermore, the information
provided cannot be redacted to remove identifiable information
relating to individuals other than the patient.

11.4 Requestsfor non-personal information

Requests for non-personal information are governed by the
requirements of FOI. Reference should be made to the Freedom
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of Information Policy and Procedure prior to releasing information.
These requests are managed by the IG and Compliance Manager.
11.5 Requests from solicitors

A letter of authorisation must accompany requests from solicitors,
for information pertaining to their client, from the individual who is
the subject of the information. These requests are managed by
the IG and Compliance Team.

11.6 Requestsforinformationon otherindividuals

Requests for information on other individuals, whether they be
patients or staff should only be released on a ‘need to know’ basis.
The requester must be able to justify why the requestis being
made and that they are entitled to make the request and receive
the information. There are circumstances wheninformation can be
released to third parties. Further guidance can be found in the
Data Protection Policy. If in doubt, do not disclose the information
without seeking advice from the Head of IG or IG and Compliance
Manager beforehand.

11.7 Telephoneenquiries

If a requestfor information is made over the telephone, the
response will be dependent on who is making the request, and
what the requestis for.

¢ Individuals making a request for their own personal
information, under Data Protection legislation may do so over
the telephone, however, NIAS must be satisfied as to the
identity of the requester.

¢ An individual making a request under FOI must be asked to
put their requestin writing (email is acceptable)

¢ An individual making a request under the Environmental
Information Regulations 2004 may do so via the telephone or
in writing.

e Checkthe individualis entitled to have accessto the
information. If in doubt, ask for the request to be put in
writing and seek advice from the Head of IG.

e Never release any confidential information over the
telephone unless you are entirely sure of the identity of the
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caller and their entitlement to receive the information. If in
doubt, call them back. Do not accept a mobile or direct dial
telephone number. Further guidance can be found in the
NIAS Safe Haven Policy.

11.8 Requests from overseas

11.8.1 There may be occasions when confidential information is
requested from overseas or must be transferred overseas
when accompanying a foreign national who may have
received treatment from NIAS. Although these will be rare
occurrences, procedures must be followed to protectthe
information. The General Data Protection Regulation
ensures that European Union (EU) member states have the
same level of protectionin place as the UK. Personal
information must not be transferred outside of these states
unless that country or territory can demonstrate an adequate
level of protection for the data.

11.8.2 Data Protection legislation makes allowances for the
transfer of medical information to accompany a patient.

11.8.3 Ideally, when transferring personal information outside
of the UK, consent should be obtained from the data subject.
However, if this is not possible, the following conditions must
be satisfied prior to its release:

e Thereason for the information request is valid

e The method of transferring the information is secure

e Details on how the information will be kept secure by the
recipientare supplied

e Thereis a documented retention period for the
information

11.8.4 Only when these conditions are satisfied should the
information be released.

12 Patientchoice
Under Data Protection legislation, an individual can objectto the

processing of their personal data. In the context of NIAS, this may
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mean refusing to supply details to complete a PRF. The attending
crew should respect the wishes of the patient. However, they
should explain why the information is required and that it will be
held securely. Reference should be made to the Data Protection
Rights Procedure.

13 Patientconsent and National Data Opt-Out

Where consent is to be relied upon to share or process personal
information, this must be explicit and the individual well informed.
The consent must also be recorded. If the information required
can be anonymised this is the option that should be adopted.
Reference should be made to the ‘Research, Managementand
Governance Policy’.

Individuals have the rightto opt out of the use of their information
for research purposes. They do this using the national data opt-
out service managed by HSC Digital. Records relatingto those
who have chosento opt-out must not be used for research
purposes.

Data Protection legislation allows for the processing of personal
information, not for direct health care, without consent under
certain circumstances. Reference should be made to the Data
Protection Policy or advice sought from the Head of IG or IG and
Compliance Manager.

14 Abuse of privilege

It is strictly forbidden for employeesto access any information
relating to their own family, friends or acquaintances without
consent. Looking at patient or staff records out of curiosity is
totally unacceptable. Disciplinary proceedings will be instigated
should abuse of privilege be discovered.

15 Social networking sites

Access to social networking sites (for example Facebook) is not
routinely allowed from NIAS computers. Requests for access will
be assessed on a case by case basis. Staff using these sites from
personal computers should be aware that they still have a duty of
confidentiality to NIAS and its service users. Discussions, taking
place on these sites containing negative or critical comments,
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about NIAS, its staff and service users, will not be tolerated and
action will be taken againstany member of staff found in breach of
this.

Under no circumstances should patient details be posted to these
sites. Reference should be made to the Social Media Policy.

16 Adverseincidentreporting

Possible breaches or risks of breaches of patient confidentiality or
other confidential information will constitute an adverse incident
and will be reported through the NIAS incident reporting procedure.
Reference should be made to the Incident Reporting Policy. The
IG risk register will be used to log any identified risks to the
confidentiality of information. Serious breaches in confidentiality
must be reported to the Commissioners. The NIAS Annual Report
is also required to indicate the number of confidentiality incidents
reported throughoutthe year. The Head of IG and the Information
Security Manager will use their judgment to determine if an IG
incident or cyber security incident (respectively) would equate to
level 2 severity and reportaccordingly. All IG and cyber security
serious incidents judged to be at level 2 or above must also be
logged on the DSPT using the incident reporting tool. All serious
incidents must be reported to the ICO within 72 hours of becoming
aware. The definitions of IG and Cyber Security Serious Untoward
Incidents can be found in Appendices 2 and 3.

17 Workingin an open plan environment

Working in an open plan environment poses possible risks to the
security and confidentiality of information. The following guidance
should be adhered to when working in this type of setting:

e When printing confidential or personal information to a
shared printer, please ensure that the printing is collected
immediately.

e Confidential telephone conversations should be conducted
within a closed office environment. Within the EOC and PTS
control, holding confidential conversations in an open plan
environmentis unavoidable.

e Confidential/personalinformation should not be left on desks
or in public view.
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A ‘clear desk’ policy should be adopted (where
applicable/possible), at a minimum, confidential/personal
information should be locked away when not in use.
Users should lock the PC screen when moving away from
their desk — even for short periods of time. Please note:
EOC are exempt from this for both patient safety reasons
and the fact that the environmentis secure, however, they
should use the ‘lock CAD screen’ functionality.

18 Working from home

As the number of staff working from home increases, there are
specific considerations to take into account:

Content on monitors / laptop screens must not be visible to
other members of the household. They must be faced away
from windows to prevent overlooking by individuals outside
of the house. (Privacy screens are available if the location of
the work space does not support this).

Headphones must be used when attending an online
meeting where conversations may be overheard by others
within the household. The employee must also be aware of
who is in earshot when discussing confidential / personal
matters during an online meeting.

All home listening devices must be turned off (e.g. Alexa)
when confidential conversations are taking place.
Confidential / personal information must not be printed on
personal printers. Where NIAS has provided a printer for
home use, all confidential printouts must be kept secure and
disposed of via the confidential waste processi.e. cross
shredder when no longer required. Printing should be kept
to a minimum.

Computers must be locked when not in use, even for short
periods of time e.g. coffee, comfort breaks

Confidential / personal paperwork must be locked away
when not in use and not accessible by other household
members.

Passwords must not be written down, shared or made
available to anyone else.
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e Should a data breach occur, this must be reported via the
IR1 process as soon as possible (no later than 48 hours after
it has been identified).

19 Specific departmental considerations
There are specific considerations for certain areas of NIAS:
19.1 Operational staff

19.1.1 Operational staff are the employees who will have the
most direct contact with patients and their relatives.
Information confided during treatment and/or transportation,
whether this is by word of mouth or held in writing, must be
kept confidential in accordance with this Code of Conduct.

19.1.2 On occasions, staff may be required to provide
statements to the police with reference to incidents they may
have attended. Thisis acceptable if the police have
completed the necessary paperwork (see Police Requests).
Reference should be made to the Police Interviews and
Witness Statements Standard Operating Procedure.

19.1.3 Operational staff may be required to obtain evidence of
clinical experience to complete their portfolios, in the form of
PRFs. However, it is strictly forbidden for staff to photocopy
a ‘live’ document as control needs to be maintained over
copies being released. Staff wishing to refer to a particular
incident within their portfolio must re-write the information on
to a blank PRF omitting any patient identifiable information.
Alternatively, a redacted copy can be obtained from the
Clinical Audit department following a written request.

An anonymised version of a completed electronic patient
report form (ePRF) can be printed off from the web viewer by
a member of staff holding relevant Smartcard access rights.

19.2 EOC (both A&E and PTS)
EOC staff have contact with patients and their relatives on a day-
to-day basis and must respectthe confidentiality of these

individuals at all times. In addition, due to the nature of the
functions carried out in the EOC, itis also necessary to store
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information pertaining to operational staff on the Computer Aided
Dispatch (CAD) system. Thisinformation must be afforded the
utmost confidentiality.

19.3 Human Resources

Personnel records afford the same level of protection as patient
information, as laid downin this Code of Conduct. All Human
Resources staff should respect the privacy of other staff members
at all times.

19.4 Clinical Audit and Research staff

Clinical Audit staff have accessto all the PRFs completed by
operational staff throughout NIAS. As these forms contain a
substantial amount of sensitive personal and patient information,
these must be treated in accordance with the requirements of this
Code of Conduct.

19.5 Patient Experience staff

Information handled by the members of the Patient Experience
team may contain particularly sensitive information relating to both
staff and patients. The confidentiality of this must be maintained at
all times. Any disciplinary proceedings brought because of a
complaint or investigation will also be kept strictly confidential.

19.6 IM&T staff

IM&T staff have access to patient and staff information either
through Data Protection access requests or through the
maintenance of information systems. All staff must be aware of
the security measures in place when transmitting the information to
third parties and confidentiality must be maintained at all times.

19.7 Safeguarding staff
Information handled by the Safeguarding team may contain
particularly sensitive and highly confidential information relating to

service users. The confidentiality of this must be maintained at all
times.
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19.8 Performance Management Information team (PMIT)

PMIT staff have access to patient and staff information through
analysiswork. All staff must be aware of the security measures in
place when transmitting the information to third parties and
confidentiality must be maintained at all times.

19.9 Coroners Team

The Trust has a legal obligation to provide information to coroners
when requested. Thisinformation cannot be redacted, therefore,
information relating to individuals other than the patient may be
disclosed and included in the coroners disclosure bundle.

19.10Accessing PCD or Pll from any information sy stem

Although there are system specific considerations, there are also
generic ones that will relate to all information systems and all staff:

o Staff have a duty of confidentiality to the data subjectand
must not disclose PCD or PIl without the relevant
authority, legal basis or consentto do so.

e PCD and PIl must only be accessed on a ‘need to know’
basis (see section 6.6.2).

e Where possible, a reason for accessing the information
must be noted to support audit processes

e IAOs must ensure that correct access rights are applied to
the systems they ‘own’ to ensure accessis only allowed to
those staff that have relevant authority to access the
information

19.11Amending PCD or Pll on any information system

Staff must not abuse the privilege of system access by
inappropriately amending / editing a record with non-approved
information. Proper processes must be followed and any
amendments to information annotated, where possible, with the
reason for the edit. Reference should be made to the Data
Protection Rights Procedure.

20 Confidentiality audits
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Confidentiality audits will be conducted by the IG and Compliance
Team at regular intervals. Reports will be presentedto the IG
Group highlighting any areas for concern and recommendations
made.

All systems should have the ability to produce audit reports
detailing who has accessed personal information.

21 Non-compliance

All staff agree to uphold confidentiality on signing of their contract
of employment with NIAS. This agreement continues after
employment has ceased. Non-compliance with this statementand
this Code of Conductwill result in disciplinary action being taken in
accordance with the Disciplinary Procedure.

22 Education andtraining

All NIAS staff must complete mandatory trainingin IG on an annual
basis. The national e-learning programme, developed by HSC
Digital, is used to provide this training. New starters are required to
complete this within six weeks of the start of their employment.

23 Consultation

This Code of Conductwill be presentedto the IG Group for
consultation. The group has delegated authority to approve this
document.

24 References

The Information Governance Reviews (2013) available from:
https://www.gov.uk/government/publications/the-information-
governance-review

Guide to the Notification of Data Security and Protection Incidents
(2018) available from: https://www.dsptoolkit. HSC.uk/Help/29

25 Monitoring

The Head of IG will monitor the implementation of this code of
conduct, including the minimum requirements for the DSP T oolkit,
and take an assurance report to the IG Group. Thisreportwill be
sent on an annual basis. However, if the ongoing monitoring of
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this document shows that there are significantimplications for its
implementation, then it will be sent to the group sooner.

National guidance issued by the ICO, HSC Digital and the
Department of Health will be monitored and included within this

document, and those to which it refers, should it be deemed
relevant.

Further assurance as to compliance with this Code of Conduct will
be achieved by undertaking ‘spot checks’ and surveys with staff.
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Plan for Dissemination of Procedural Document

Title of Confidentiality Code of Conduct
document:

Version 1.0 Dissemination
Number: lead:

Srewr(T)]us;]t Yes and contact
ocument. details
already being
used?
. Essential

ge?dlng_ Reading All staff

ategories Awarenessfor | All staff
Listwhich Reference
documentusers  Purposes
fall withineach | Awarenessto
category inform staff/ All staff

other
stakeholders

Print name, title

Appendix 1

Tracy Avery,
Head of IG and
DPO,
Tracy.Avery@n
ias.hscni.net

Who doesthe | All staff as they are all subjectto confidentiality

document responsibilities.

needtobe
disseminated
to?

Proposed methods of
dissemination:

Including who will
disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

e Information cascade by
managers

e Communicationvia
Management/
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Information cascade by managers
Notification via articles in bulletins
Posting on the intranet

Inclusion within local induction



Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for The Confidentiality Code of Conduct provides staff
inclusion on the | with the detail and guidance required on how to
Class Publishing | ensure the confidentiality requirements and
Applications responsibilities for the Trust are upheld.

system

Note: Following approval of procedural documents itis imperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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Appendix 2

Reporting Incidents (post GDPR)

A breach is defined as;

Article 4(12) “Personal data breach” means a breach of security leading
to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data transmitted, stored or
otherwise processed.

Breach reporting is now mandatory for all organisations. The GDPR
definitions, notification and communication requirements will include
breaches that organisations might not have notified under the previous
data protectionregime. The traditional view that a data breachis only
reportable when data falls into the wrong hands is now replaced by a
concept of a ‘risk to the rights and freedoms of individuals’ under Article
33 of GDPR. Any security breach that creates a risk to the rights and
freedoms of the individual is a personal data breach and could be
notifiable to the ICO if it reaches a certain threshold. Any personal data
breach that could create a significantrisk to the rights and freedoms of
an individual must be notified to the Information Commissioner via the
HSC Digital reporting tool. All personal data breaches will involve a
breach of security at some point in the processing and the additional use
of this tool for NIS incident reporting will save the health and social care
sector time and effort in reporting.

Personal data is defined as;
‘any information relating to an identified or identifiable living individual’

And an “identifiable living individual” mans a living individual can be
identified, directly or indirectly, by referenceto _ (a) an identifier such as
a name, an identification number, location data or an online identifier, or
(b) one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of the individual.

This definition now makes it clear that all paper records that relate to a
living individual are included in the definition and any aspect of digital
processing such as IP addresses and cookies. Geographical dataand
biometric data are also clarified as being personal data when they can
also be linked to a living individual.
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What are the types of breaches?

The three types of breaches as defined in the Article 29 Working party
on personal data breach notification are Confidentiality, Integrity and
Availability (CIA)

AN
X
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N £~
<

(JO

Availability

The CIA Triangle

Confidentiality breach —unauthorised or accidental disclosure of, or
accessto personal data.

Example

Infection by ransomware (malicious software which encrypts the
controller’'s data until a ransomis paid) could lead to a temporary loss of
availability if the data can be restored from backup. However, a network
intrusion still occurred, and notification could be required if the incident is
gualified as a confidentiality breach (i.e. personal data is accessed by
the attacker) and this present is a risk to the rights and freedoms of
individuals. If the attacker has not accessed personal data, the breach
would still represent an availability beach and require notification if there
Is a potential for a serious impact on the rights and freedoms of the
individual.
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Availability breach —unauthorised or accidental loss of accessto, or
destruction of, personal data

Example

In the context of a hospital, if critical medical data about patients are
unavailable, even temporarily, this could present a risk to individuals’
rights and freedoms; for example, operations may be cancelled. Thisis
to be classed as an availability breach

Integrity breach — Unauthorised or accidental alteration of personal
data

Example

Where a health or social care record has an entry in the wrong record
(misfiling) and has the potential of significant consequences it will be
considered an integrity breach. For example, a ‘do not resuscitate’
notice on the wrong patientrecord may have the significant
consequence of death whilst an entry recording the incorrect patient
blood pressure may not have the same significant effect.

Whenis anincidentreportableunderthe GDPR?

Grading the personal data breach

Any incident must be graded according to the significance of the breach
and the likelihood of those serious consequences occurring. The
incident must be graded according to the impact on the individual or
groups of individuals and not the organisation. It is advisable that
incidents are reviewed by the Data Protection Officer or Caldicott
Guardian or the Senior Information Risk Owner when determining what
the significance and likelihood a data breach will be.

The significance is further graded rating the incident on a scaleof 1 — 5
(1 being the lowest and 5 the highest).

The likelihood of the consequences occurring are graded on a scale of 1
— 5 (1 being a non-occurrence and 5 indicating that it has occurred).

Where the personal data breach relates to a vulnerable group in society,
the minimum score will be a 2 in either significance or likelihood unless
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the incident has been contained. This will have the effect of
automatically informing the Information Commissioner if one of the other
axes scores above a 3.

(Vulnerable — ‘A child known to safeguarding or with mental health
conditions. Adult with capacity issues or know to adult safeguarding.)

Establish the likelihood that adverse effect has occurred

| No | Likelihood | Description
1 Not occurred There is absolute certainty that there can
be no adverse effect. This may involve a
reputable audit trail or forensic evidence
2 Not likely or any In cases where thereis no evidence that

incidentinvolving
vulnerable groups
even if no adverse

can prove that no adverse effect has
occurred this must be selected

effect occurred

3 Likely It is likely that there will be an occurrence
of an adverse effect arising from the
breach

4 Highly likely Thereis almost certainty that at some
point in the future an adverse effect will
happen

5 Occurred Thereis a reported occurrence of an

adverse effect arising from the breach

If the likelihood that an adverse effect has occurred is low and the
incidentis not reportable to the ICO, no further details will be required

Grade the potential severity of the adverse effect on individuals

| No | Likelihood

1

No adverse effect

Description
There is absolute certainty that no
adverse effect can arise from the breach.

2

Potentially some
minor adverse effect
or any incident
involving vulnerable
groups even if no
adverse effect
occurred

A minor adverse effect must be selected
where there is no absolute certainty. A
minor adverse effect may be the
cancellation of a procedure but does not
involve any additional suffering. It may
also include possible inconvenience to
those who need the data to do their job
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3 Potentially some
adverse effect

An adverse effect may be the release of
confidential information into the public
domain leading to embarrassment or it
prevents someone from doing their job
such as cancelled procedure that has the
potential of prolonging suffering but does
not lead to a decline in health

4 Potentially pain and
suffering/ financial
loss

There has beenreported suffering and
decline in health arising from the breach
or there has been some financial
detriment occurred. Loss of bank details
leading to loss of funds. Thereis a loss of
employment

5 Death / catastrophic
event

A persondies or suffers a catastrophic
occurrence

Both the adverse effect and likelihood values form part of the breach

assessmentgrid.

Breach assessmentqgrid

This operates on a 5 x 5 basis with anything other than the ‘grey
breaches’ beingreportable. Incidents where the grading results are in
the red are advised to notify within 24 hours

Catastrophic| 5 | 5 10
Serious 414 8
Severity| \qverse |33 6 9 12 15
(impact)
ICO
Minor 212 4 6 8 10
Noadverse |1 |1 2 3 4 5
effect
1 2 3 4 5
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Not Not | Likely | Highly | Occurred
occurred | Likely Likely

Likelihood that citizens; rights have been
affected (harm)

There are a limited number of circumstances where, even when an
organisation is aware of a breach of personal data, there may be
containment actions that will remove the need for notification to the ICO
but may still need to be recorded as a near miss as it may still constitute
a reportable occurrence under the NIS directive.

Under the following circumstances, notification my not be necessary;

e Encryption— where the personal data is protected by means of
encryption

e ‘Trusted partner’—where the personal dataid recovered from a
trusted partner organization

e Cancelthe effect of a breach —where the controller can null the effect
of any personal data breach

Example of how the ‘trusted’ partner can be used to contain a breach

There may be a confidentiality breach, whereby personal data is
disclosed to a third party or other recipientin error. E.g. this may occur
where personal datais sent accidentally to the wrong department of an
organisation, or to a commonly used supplier organisation. The
controller may requestthe recipientto either return or securely destroy
the data it has received. In both cases, given that the controller has an
ongoing relationship with them and it may be aware of their procedures,
history etc. The recipientmay be considered as ‘trusted’.

Sensitivity factors

Sensitivity factors have been incorporated into the grading scores. If a
breach involves certain categories of special categories/ vulnerable
groups, it must be assessed as at least:

A likelihood of ‘Not likely or incident involved vulnerable groups (where
no adverse effect occurred)’ - Not likely on the grid

And a severity of ‘Potentially some minor adverse effect or any incident

involving vulnerable groups even if no adverse effect occurred’ — Minor
on the grid.

111




So even where an incident involves special categories/ vulnerable
groups, on the breach assessment grid, it would be a minimum of 4 and
so would not always be reported to the ICO. It would be reported to the
ICO if the Likelihood of harm is assessed as at least ‘Likely’.

Special categories of personal data

Under the GDPR, special categories are:

racial or ethnic origin

political opinions

religious or philosophical beliefs

trade union membership

processing of genetic or biometric data

data concerning health

data concerning a person’s sex life or sexual orientation

In addition, those categories not listed in GDPR:

vulnerable children

vulnerable adults

criminal convictions/ prisoner information

special characteristics listed in Equality Act 2010
communicable diseases as defined by public health legislation
sexual health

mental health

Assessingriskto therights and freedoms of an individual
(likelihood)

The GDPR give interpretation to as to what might constitute a high risk
to the rights and freedom so an individual. This may be a breach which
has the potential to cause one or more of the following:

Loss of control of personal data

Limitation of rights

Discrimination

Identity theft

Fraud

Financial loss

Unauthorised reversal of pseudonymisation
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e Damage to reputation

e Loss of confidentiality of personal data protected by professional
secrecy

e Other significanteconomic or social disadvantage to individuals

Questions asked when reportingan incident

Organisation name

Organisation code

Name of the person submitting the incident

Email address of person submitting the incident

Sector

What has happened?

How did you find out?

Was the incident caused by a problem with a network or an

information system?

9. What s the local ID for this incident?

10. When did the incident start?

11. Is the incidentstill on going?

12. Have data subjects or users been informed?

13. 10s it likely that citizens outside England can be affected?

14. Have you notified any other (overseas) authorities about this
incident?

15. Have you informed the police?

16. Have you informed any other regulatory bodies about this
incident?

17. Has there been any media coverage of the incident (that you are
aware of)?

18. What other actions have beentaken or are planned?

19. How many citizens are affected?

20. Whois affected?

21. Whatis the likelihood the people’s rights have been affected?

22. Whatis the severity of the adverse effect?

23. Hasthere been any potential clinical harm as a result of the
incident?

24. Hasthe incidentdisrupted the delivery of healthcare services?

25. Which of these services are operated by your organisation?

ONOoOGRWNE

Further information and the full copy of this guidance can be found at:
https://www.dsptoolkit. HSC.uk/Help/29
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DATA PROTECTION IMPACT ASSESSMENT POLICY AND

PROCEDURE
(Data Protection by Design and Default)

Links

The following documents are closely associated with this policy:

e Service Transition Agreements
e Information Risk Management Policy
e Information Commissioner’s Guide to Privacy Impact Assessments

Document Owner: g(ier;svﬁéc;rs of Planning, Performance and Corporate
Document Lead: Head Information Governance

Document Type: Information Governance Policy

For use by: NIAS Trust

This document has been published on the:

Name Date

SharePoint (Information Section)

Intranet
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Document Location

Version If usinga print_ed version_ of this document ensure it is

Control the latest publl_shed version.
The latest version can be found on the Trust’s
Intranet site.

Version Date Publication | Approved | Summary of

Approved | Date By Changes
10 New policy and
' procedure for NIAS
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1.1

1.2

The Information Commissioner’s Office (ICO) identified
Privacy Impact Assessments (PIA) as a key tool in
addressing confidentiality and privacy concerns that may
arise with the introduction of or significant change to a
process.

Recent changes to Data Protection legislation have
specifically included ‘data protection by design and default.
This change requires organisations to identify any impact to
an individual’s privacy with the introduction of a new system
or service. The process by which this is to be assessed has
been renamed as a Data Protection Privacy Impact
Assessment (DPIA)

2 Objectives

The key objectives of this policy are:

2.1 Toensure that new systems or significant changes to
existing systems or processes take account of potential
information governance (IG) implications

2.2 Toprovide assurance to the Senior Information Risk Owner
(SIRO) and the NIAS Board that there is a robust systemin
place for protecting information

2.3 Toincrease public confidencein NIAS data collection
processes and the services provided

2.4 Tominimise privacy risks associated with the incorrect
processing and management of information.

2.5 Toensure that NIAS meets its statutory obligations regarding
the processing and management of information.

3 Scope

3.1 Thispolicy appliesto all potential new or significantly
changing processes, systems or assets within NIAS.

3.2 Thispolicy appliesto all NIAS employees including

permanent, temporary, voluntary and contract staff, who
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come into contact with personal and non-personal
information.

4 Definitions
4.1 Information Asset

4.1.1 Are assets that are owned or contracted by NIAS that are
consideredto have value. They are likely to include
computer systems, information, software and staff.

4.2 DataProtection Impact Assessment

4.2.1 A structured assessment of the potential impact on privacy
for new or significantly changed processes or systems

4.3 Privacy Risk
4.3.1 Falls within 2 categories:

o Risks to the individual because of contravention of their
rights in relation to privacy, or loss, damage or misuse of
their personal information

o Risks to the organisation because of failure to comply with
the law, a failure to meet public expectations on the
protection of personal information or a perceived harm to
privacy.

4.4 DataProtectionLegislation
4.4.1 Legislation including, but not limited to, the UK General Data

Protection Regulation (UK GDPR) and UK Data Protection
law.

4.5 National Data Opt-Out
4.5.1 The national data opt-out was introduced on 25 May 2018,

enabling patients to opt out from the use of their data for
research or planning purposes
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5. Responsibilities
5.1 Chief ExecutiveOfficer

5.1.1 The Chief Executive Officer is the Accounting Officer of NIAS
and has overall accountability and responsibility for IG.

5.2 SeniorInformation Risk Owner (SIRO)

5.2.1 The Senior Information Risk Owner (SIRO) will take
ownership of the risk assessment process for information
risk. Thisrole is within the remit of the Director of Strategy
and Transformation.

5.3 Caldicott Guardian

5.3.1 The Caldicott Guardian will act as the ‘guardian’ of patient
identifiable information and will oversee the use and sharing
of patient information. This role is within the remit of the
Medical Director.

5.4 Head of Information Governance

5.4.1 The Head of Information Governance will manage the day to
day IG agenda and provide assurance to the Board.

5.5 Data Protection Officer (DPO)

5.5.1 The Data Protection Officer will ensure NIAS can
demonstrate its compliance with Data Protection
legislation. Thisroleis includedin the remit of the Head
of IG.

5.6 Information Asset Owner (IAO)
5.6.1 Information Asset Owners (IAO) are directly accountable to
the SIRO and will provide assurance that new systems and

processes have met the necessary level of DPIA.

5.7 Corporate Services Manager
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5.7.1 Corporate Services Manager will ensure that requests for

5.8

new systems and processes have been assessed for privacy
impact.

Project Managers

5.8.1 Project Managers will ensure that the DPIA forms part of the

6.1

6.2

6.3

6.4

6.5

business case and formal project documentation through the
Project Toolkit.

. General Policy

Data Protection legislation has identified that where
processing, in particular that using new technologies, is likely
to result in a high risk to an individual, an assessment of the
risk must be undertaken.

DPIAs are required whenthe processingis of such a wide
scope or will use personal information in such a way that
there would be a genuine risk to the privacy of an individual.
It will not always be necessary to conduct a full-scale DPIA.
An initial assessment of any privacy risks should be
undertaken at the start of a projectto identify the level of
assessmentrequired. The DPIA should also identify if any
processing will be subjectto the National Data Opt-Out.

The DPO should be involved in the DPIA processto provide
advice and assistance only.

Answering the questions set out in Appendix 3 will identify if
a full-scale DPIA is required. Typically,if any questions are
answered ‘yes’ a full DPIA will be required. The DPO will
advise if this is the case when reviewing the screening
questions.

Full scale DPIAs involve more in-depth assessment of
privacy risks and liabilities. Privacy concerns should be
voiced, and solutions put forward to accept, mitigate or avoid
them. They will usually be recommended where:

¢ new and intrusive technology is being used
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e where personal and sensitive information which was
originally collected for a limited purpose is going to be
reusedin a new and unexpected way

6.6 The questions used within the full-scale DPIA can be found
in Appendix 4.

7. The DPIA Process

The Information Commissioner has produced guidance on
DPIAs. Thisidentifiesthat the DPIA process should be
flexible in that it should begin early in the life of a project or
can run alongside the project development process. The
following steps were identified:

1: Identify need for
a DPIA

9: Keep under
review

8: Integrate 3: Consider
outcomesintoplan consultation

7: Sign offand 4: Assess necessity
record outcomes and proportionality

6: Identify
measures to
mitigate risk

5: Identify and

assessrisks

It is important to consult with internal and external stakeholders as
required throughout the process.
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7.1 Information Gathering

7.1.2 Sufficientinformation must be gathered to allow for the
screening questions to be answered as fully as possible.
The project outline or brief should be used as a basis for this
information gathering exercise.

7.1.3 It may be usefulto search for information about projects of a
similar nature that may have already undergone a DPIA.
These could include consultations with HSC Digital or the
ICO.

7.1.4 On completion of the information gathering, the screening
guestions for the DPIA can be answered.

7.2 Screening Questions

7.2.1 The purpose of the screening processis to ensure that NIAS
has considered any risks involved with the introduction of, or
change to, a system or process.

7.2.2 Any identified risks should be assessed to identify whether
they are proportionate to the benefits of the new system or
change.

7.2.3 Completion of the screening questions will identify if a full-
scale assessmentis required.

7.3 Full DPIA

7.3.1 DPIAs should be completed by the Project Manager, other
key senior projectteam member or the Information Asset
Owner (IAO) at the initial stage of a project or as an
integrated part of the project to ensure that privacy concerns
are identified.

7.3.2 A list of stakeholders should be included in the DPIA and the
role they have to play in the project. Details of consultation
with stakeholders should be included.

7.3.3 Additional expertise may be required to provide advice and

assistance on the completion of the DPIA depending on the
type of project, for example:
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ethe Data Protection Officer

eexpertise in relevant technologies

eexpertise in information security processes
eexpertise in records and information management

Please note: the above roles should not complete the DPIA
7.3.4 An effective DPIA should show:

the identification of impacts on privacy
identification of privacy risks that can be avoided
identification of privacy risks that can be mitigated
identification of privacy risks that can be accepted

7.3.5 The actions resulting from a DPIA should be reviewed
throughout the projectto assess their effectiveness.

Appendix 2 shows the internal process to follow when
completinga DPIA

8. Consultation

This policy will be presented to the Information Governance
Group for consultation. The Group has delegated authority
to approve this document.

9. References

9.1 Information Commissioner’s Office Guide to Data Protection
Impact Assessments - https://ico.org.uk/for-
organisations/quide-to-data-protection/qguide-to-the-general-
data-protection-regulation-gdpr/accountability-and-
governance/data-protection-impact-assessments/

9.2 National Data Opt-Out— HSC Digital
https://digital.nhs.uk/services/national-data-opt-out

10. Monitoring Compliance and Effectiveness

10.1 The Head of IG will monitor the implementation of this policy,
and take an assurance report to the IG Group. Thisreport
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https://digital.nhs.uk/services/national-data-opt-out

will be sent on an annual basis. However, if the ongoing
monitoring of this policy shows that there are significant

implications for the implementation of this policy, then it will
be sent to the Group sooner.
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) ) ) Appendix 1
Plan for Dissemination of Procedural Document

Title of Data Protection Impact Assessment Policy and

document: Procedure

Version 1.0 Dissemination Tracy Avery,

Number: lead: Head of IG and
: . Data Protection

Previous No gglgzgﬁgi’tmle Officer,

document details _Tracy.Av_ery@N

already being ias.hscni.net

used?

. Essential
FeELlIng, Reading Al staff
Categories
Awarenessfor
Listwhich Reference All staff

documentusers | Purposes
fall withineach | Awarenessto
category inform staff/ All staff
other
stakeholders
Who doesthe | All staff have a responsibility to ensure that any new

document processes, systems or changes are implemented

needtobe with regard to impact on personal information and

disseminated | confidentiality in accordance with legislation and

t0? national guidance therefore, all need to be aware of
this policy.

Proposed methods of _
dissemination: ¢ Information cascade by managers

e Notification via articles in bulletins

Including who will e Posting on the intranet

disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
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Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for The Data Protection Impact Assessment Policy

inclusionon the | and Procedure provides staff with the detail and

Class Publishing | guidance required on how to complete a DPIA at

Applications the beginning of a projectto ensure that privacy

system and confidentiality issues are identified and
addressed in accordance with legislation and
national requirements.

Note: Following approval of procedural documents itis imperative
that all employees or other stakeholderswho will be affected by
the document are proactively informed and made aware of any
changesin practice that will result.
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Appendix 2

DPIA process

Yes
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Appendix 3

Screening Questions

The initial stage in the Data Protection Impact Assessment (DPIA)
process is the completion of the screening questions as these will
identify if a full DPIA is required. Not all new systems or processes will
require a full assessment. Please provide as much information as
possible in order that an informed review can be undertaken. The
completed screening questions will be reviewed by the Data Protection
Officer (DPO). However,the DPOis unable to complete the template as
they will be responsible for final sign off. They can provide advice on
any aspect of this process though.

The use of acronyms should be avoided as the reader may not be
familiar with them.

Textinredis for guidance only and should be replaced by your
comments/answers

Name and job title of person

Completed by —name/job title: completing this template

Description of the purpose of the
new/amended system/process.
Include sufficient detail to be able to
provide an overview to someone
who may have no prior knowledge
or experience of this.

Purpose of asset/ system:

Asset/system name: Name of the system/ process

e.g. CAD

Name of the supplier of the system/
Supplier of system/asset: process

e.g. MIS
Executivesponsor—name/job |Name of the Executive or business
title: lead for this project

Name and job title of the individual
who will be managing the
implementation

Project Manager—name/ job
title:

Name and job title of the member of
Information Asset Owner (IAO) | staff who will become the IAO for

— name/job title: the system when it comes into
operation (for guidance on IAO
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please refer to the Information Asset
Policy available in the policy library

Information Asset
Administrator(s)—name/job
title:

Name and job title of the member of
staff who will become the IAA for
the system when it comes into
operation (for guidance on IAAs
please refer to the Information Asset
Policy available in the policy library

Date:

Date this template was completed

Proposed implementation date:

Date when the system/ processis

due to be implemented

No Question eRespons Comment
If this relatesto a system
that may have been
introduced elsewhere,
: particularlyifitis a
L |onaverysimila processing | Yes/No | naionalinitative, then
C DPIA may have already
activity? b
een completed by
another Trustor
organisation that can be
used as a reference.
Personal information is
anything that can identify
Will the systeminvolvethe an individual. Sensitive/
5 processingof personal Yes/No special category data
confidential data, including includes medical, gender,
sensitive/special categories? sexual orientation, trade
union membership, race,
ethnicity and religion.
If ‘yes’to Q2: A simple test would be to
3 Has this data already been Yes/No | doa google searchto
made publicly available by see if the informationis
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the data subjecte.g. have
they putit on socialmedia?

already on the public
domain.

Will data be processedona
large scale?
Likelyto be large scaleifit

If unsure on the scale,
include the number of

involves NIAS staff, any group Yes/No individuals who will be
: : included in any
of patients or one region of the L
East Midlands processing in this box
Doesthe dataconcern
vulnerable datasubjects?
Vulnerable data subjects If yes, include in this box
include; employees, patients, | Yes/No | what type of vulnerability
children, any group of the e.g. children
population requiring special
protection.
Will the process/ system
involve collecting more
Will the systeminvolvethe !ngqrrgatlcl)n fr:om
collection of new information | Yes/No | "o uals thanwe
R already have. E.g.we
aboutindividuals?
already hold name but
will need to also collect
address
Will the system compel Will individuals have no
individualsto provide ves/No choice about providing
informationabout information about
themselves? themselves.
Will the process/ system
Will informationabout mean that we will be
individualsbe disclosedto sending information to
organisations or peoplewho Yes/No | SO0meone new e.g. PRFs
have not previously had will routinely be sent to
routine accesstothe GPs, but not to dentists
information? so this would be a
change in disclosure
Areyouusing information This would be if. for
about |nd_|\{|duals fora example, CAD data was
purposeitis currently not Yes/No

used for,orin away itis not
currently used?

used for reasons other
than healthcare
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Will the system involve
using new technology which
may be perceived as being

This is self-explanatory —
it would include any type
of facial recognition etc.

10 privacy intrusive (e.g. use of Yes/No that an individual does
biometrics or facial not have any real control
recognition)? over

Will the system / process
Will the systemresultin _have any human” f
automated decision making Intervention at all for any

11 or action beingtaken against | Yes/No form of d_e<:|5|on making
individualsthat may havea gl;?érffuotlgrrnegfergﬂg?ﬁ are
significantimpactonthem? : 9

algorithms based on
answers
Is the information about
individuals of akind likely to If unsure, enter whattype
raise privacy concerns? of information is being

12 Consider health records, Yes/No | processedas one
criminal records or other person’s idea of privacy
information that could be may differ from another’s
considered particularly private
Will processing of This would mcl_ude _
informationinclude surveys, questionnaires
evaluating or scoring etc. where a score is

13 including profiling anéj Yes/No | assignedto a particular
predicting,in orderto create ﬁqgskvée; 32&;80?0?
or use personal profiles”? :

create a profile
Will processinginclude
systematicmonitoring such
as processing usedto : :
observe, monitor or control ;Lrl]rI\S cszo;sldbgdclug;rﬁsugl:

14 data subjects,includingdata | Yes/No d y
collected through “a any qther sort of camera
systematic monitoring of a functionality.
publicly accessible area”
e.g.CCTV?

Will datasets be matched Will the information _being

15 linked or combined, for Yes/No processed then be linked

example originating from

with another set of data
from another system or
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two or more dataprocessing process e.g. inputting

activities or systems? ePRF data into a hospital
Patient Admin System

Will the system require Will individuals be ‘cold

16 !nd|V|duaIsto be conta(_:ted Yes/No | called’ or contacted
in ways that they may find : :

: : without prior consent
intrusive?
Will data be transferred Self-explanatory.

17 across bordersoutsidethe |Yes/No | Notablythough if datais
European Union? going to the USA.
Doesthe processinginitself
prevent datasubjects from Examples include
exercising aright or using a processing in a public
serviceor acontract? area that people cannot

18 Examplesinclude processing | Yes/No | avoid or refusing data
ina public areathat people subjectsaccessto a
cannot avoid or refusing data service or entryinto a
subjects accessto a service or contract.
entry into a contract.

Has this project/process
already started as a pilot If yes, provide further

19 without a DPIA being Yes/No details

undertaken?

This sectionwill be completed by the DPO after an assessment of the
responses to the screening questions. There are circumstances when
‘yes’ answers have been provided but a full DPIA was not required.
Therefore, itis important to enter details in the ‘comments’ column if any

of the answers are ‘yes’.

For completion by the Data Protection Officer:

Yes

ired?
DPIA Required? |/ DPIA
No

Priority of

High

Medium

Low

Is the processing operation

excluded from needing aDPIA by

EU/UK law?

Yes/No

Has the Information
Commissioner’s Office (ICO)

Yes/No

132




excluded the processing
operation from needinga DPIA?

Findings of due diligence (ICO) -

any concerns?

Yes/No

DPIA reference
no:

Reference number will be supplied by the DPO

Reason:

Completedby:

Date:
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Full Data ProtectionImpact Assessment (DPIA)

The Data Protection Officer (DPO) will advise if a full DPIA is required based
upon the responses to the ‘Screening Questions’ template. This should be
completed as fully as possible, with sufficient detail to allow for an individual
who does not know about the system/ processto be able to make an
informed assessment. If insufficient detail is included, the DPIA will be
returned to the completer for more information. The DPO and Information
Security and Technical Operations Manager can advise on how to complete
the template, however, they cannot complete the form as they are required to

‘sign it off’.

The use of acronyms should be avoided as the readers may not be familiar

with them.

Textinredis for guidance only and should be replaced by your

comments/answers

1) Basic Information about new/change of system

Completedby —name/
job title:

Name and job title of person completing this
template

Description of subject
of assessment:

Description of the purpose of the new/amended
system/process. Include sufficientdetail to be
able to provide an overview to someone who
may have no prior knowledge or experience of
this.

Asset/system name:

Name of the system/ process

e.g. CAD
Executive sponsor — Name of the Executive or business lead for this
name/job title: project

Project Manager —
name/job title:

Name and job title of the individual who will be
managing the implementation

Information Asset
Owner (IAO)—-name/
job title:

Name and job title of the member of staff who
will become the IAO for the systemwhen it
comes into operation (for guidance on IAOs
please refer to the Information Asset Policy
available in the policy library

Information Asset
Administrator(s) (IAA) —
name/job title:

Name and job title of the member of staff who
will become the IAA for the system when it
comes into operation (for guidance on I1AAs
please refer to the Information Asset Policy
available in the policy library
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Date DPIA form Date the form was completed
completed:

This reference will have been allocated by the
DPIA reference no: DPO and will show on the final section of the
‘Screening Questions’ template

Please note: the IAOwill need to sign this DPIA off in order to
demonstratethatthey are aware of the system/process they will
have responsibility for.

This documentshould beread in conjunction with the DPIA
screening questions completed priorto thisdocumentin order to
assess whetherthereis an impacton privacy/confidentiality with
the introduction of this new /changed system
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2) Key guestions

NB: Please use the ‘comments’ section to provide furtherinformation

Question Response Comment
Will the Yes/ No Details of what personal
system information can be stated at 2.4
involve the Details to be
processing of | providedin
2.1 | personal section 2.4
identifiable
data or
confidential
data?
Is this anew | New/ New / changed — self-explanatory.
BZ?S%L al E?\iﬂgﬁgé d Unchange_d —if information is
information or already belng_ pro_cessed but a new
processis beingintroduced. E.g. a
a changed or o . :
2.2 unchanged new addition to the functionality of
use of CAD
personal
information
that it already
collected?
State the Please provide | Please provide as much
purpose for as much detail mforr_natlon as possible — rather
the processing | as possible in than_Just_ ‘healthcare’ as there may
of the data the comments | be differing levels of healthcare e.g.
2.3 |(e.g.patient |section direct or indirect
treatment,
administration,
audit,
research etc.)
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2.4

Please select
personal data
items that will
be collected:

O Personal/
administration
details (e.g.
name,
address,
contact
details, age,
gender, HSC
no., NI no.)

Please tick all that apply and
provide in the comments box
details of the exact information
being processed for ‘Personal /
administration details’, Education
and training skills’, ‘Employment
details’ and ‘Financial details’.

[0 Education
and training
details (i.e.
qualifications,
skills
database,
training
records)

See above

[l

Employment
details (i.e.
career history,
recruitment
and
termination
detalls,
attendance
records,
appraisals)

See above

[0 Financial
details (i.e.
income,
salary,
investments)

See above

[0 Racial or
ethnic origin

[0 Political
opinions

[0 Religious &
other beliefs
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[0 Trade
Union
membership

[0 Physical or
mental health
condition

0 Sexual life /
orientation

[0 Gender
reassignment

[0 Marriage/
civil
partnership

[0 Offences
(including
alleged)

[0 Criminal
proceedings

0 Clinical
data

O Other
unique
identifier

Please specify Please include in
here details of any information
being processed that does not fall
within one of the above boxes.

2.5

I[dentifying if
the collection
of personal /
confidential
information is
necessary to
meet the
purpose of the
system:

e Willthe
processing
actually
achieve the

Please provide
detailsin the
comments
section.

Consideration must be made to the
amount of personal information
being processed and whether this
Is all necessary for the purpose.

It is useful to provide a reason why
the amount of information being
processed is necessary.
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stated
purpose?
Is the
amount of
personal/
confidential
information
proportiona
te to that
purpose?
Canthe
same
purpose be
achieved
without
processing
the
personal /
confidential
information
?

Canthe
same
result be
achieved
by
processing
less data?

2.6a

Are other
organisations
involvedin the
processing of
the data?

If ‘yes’, are
they
registered
with the
Information

Yes/ No

If ‘yes’ please
provide their
details

Yes/ No

If ‘yes’—
please enter
their Data
Protection

This can include contractors or
third parties.

The registration number can be
found on the ICO website:

https://ico.org.uk/ESDWebPages/S
earch

If unsure, the DPO will be able to
assist.
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Commissioner
's Office
(ICO)?

(advice
available from
the Data
Protection
Officer)

notification
number in the
comments
section

2.6b

If ‘yes’to
section 2.6a,
does the
‘other’
organisation
hold any
security
accreditation

Yes/ No

If ‘yes’ please
provide details

Details of any accreditation e.g.
ISO27001, should be available
from the organisation’s website

If ‘yes’to Yes/ No Privacy notices are a legal
section 2.6a, requirement and should contain
does the If ‘yes’ please | Information about Information

2 6e ‘other’ copy the web Governance compliance etc. They

' organisation | link in the can often be located at the foot of

have a comments box | the home page of their website
privacy notice
on their
website
If other Yes/ No We need to be able to assure
organisations ourselves that any other
are involved, | If ‘'yes'— organisations involved have
is therea 3@ | pleaseprovide | adequate levels of IG compliance,
party contract detailsin the security etc. in place.

2.7a | or processing | comments

section.

agreement in
place that
contains the
required
Information
Governance

Please provide
a copy of the
contractor
processing
agreement
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clauses
including Data
Protection
and Freedom
of
Information?

If ‘no’ — please
provide details
as to any other
documentation
that may be in
place e.g.
Service level
agreement,
Memorandum
of
understanding
etc.

Please provide
a copy of any
relevant
documentation

2.7b

Does the work
involve
employing
contractors
external to the
organisation?

Yes/ No

If ‘yes’, please
provide a copy
of the
confidentiality
agreement or
contract

See 2.7a above

What is the Please provide | Where will the information being

source of the | detailsin the | Processedinthe system have

information/ | comments originated from e.g. information in

where will the | section CAD may have come from the

information patient, a third party, police or
2.8 | being another health care professional

processed be

gathered

from? (e.g.

patients, staff,

another

system)
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What is the
legal basis for
processing of

O Art6(1)(a
)Consent
Where consent
Is the legal

One of these must be ticked if
personal information is being
processed. Consentshould be the
last option as this has additional

personal basis, please !
data? (under | give details of complexities attached.
g]:tgeneral how thet b If unsure, this column can be used
Protection gg?;i?lgdvgnd € ltoaddin details and the DPO can
Regulation recorded assess which legal basis applies.
(GDPR))
: 0 Art 6(1)(b)
(ad\.ll' CEl ; Contract
D OO At 6(1)(c)
Protection Legal .
2.9 Officer) obligation
0 Art 6(1)(d)
Vital interests
O Art 6(1)(e)
Public task
O Art 6(1)(F)
Legitimate
interests
Where
legitimate
interestsis the
legal basis
please provide
details of what
these are
O Art9(2)(a) |One of these must be ticked if
What is the Explicit information about any of the
210 legal basis for | consent following is being processed:
o processing Where consent
special is the legal Health
category basis, please | Racialor ethnic origin
data? give details of | Religious or philosophical beliefs
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(advice
available from
Data
Protection
Officer)

how the
consentwill be
obtained and
recorded

Trade Union membership
Biometric / genetic

Political opinions

Sex life or sexual orientation

O Art 9(2)(b)
Employment,
social security
and social
protection law

As 2.10a, consent should be the
last option to consider as there are
added complexities.

If unsure, this column can be used

0 Art 9(2)(c)
Vital interests

to add in details and the DPO can
assess which legal basis applies.

O Art 9(2)(d)
Not for profit
bodies

OO Art 9(2)(e)
Made public by
the data
subject

O Art 9(2)(f)
Legal claims

OO Art 9(2)(g)
Substantial
public interest

O Art 9(2)(h)
Health or
social care

OO Art 9(2)(1)
Public health

O Art 9(2)()
Archiving,
research and
statistics

If the legal
basis is Art9
(2) (1), does
this fall within
the scope of
the National
Data Opt-out?

Yes/ No/ Not
relevant.

This would only apply if the legal
basis chosenin 2.10b is ‘archiving,
research and statistics’
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2.11

Have
individuals/
other
stakeholders
been involved

Yes/ No

If ‘yes’ provide
details of the
consultation

Individuals may need to be
consulted on new systems
processes that involve their
personal information. Thisis not
always the case, in particularin the

ina process case of processing health
consultation | |f ‘no’ explain information for direct care or for a
process? why this is legal requirement.
How will the | Please provide | WWhatare the quality assurance
accuracy and details in the processes fOI‘ the |nf0rmat|0n? Eg

2.12 | of information | section:
in the system
be
maintained?
Willthenew | Yes/ No Is it possible to retrospectively
system allow amend any inaccuracies?

213 for datato be | If ‘no’ please

' amended? provide details

as to why this
isn’t possible

2.14

Who will have
accessto
information in
the system?

Please provide
detailsin the
comments
section.

List who will have access — this
should not be names — just job
roles, departments etc.

How will the

Please provide

Provide details on how access is

2.15 | informationin | detailsin the |Providede.g. Smartcard, login and
the system be | comments password etc. Stateif the loginis
accessed? section generic or individually assigned
Will the Yes/ No s it possible to auditwho has had

2.16 system allow access, what has been accessed

for auditing of

and is areason for access noted?
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accessto the

If ‘no’ please

information? | provide details
as to why this
isn’t possible
Is there a Yes/ No The standard answer for this for
g IS managed by the Information
g)c::i(lﬁzt gg:ﬁr':fe':t;he Governance Team. Please see the
2.17 . : Data Protection Rights Policy for
their personal | section further information’
information?
If informationis being processed on
our behalf by a third party, details
of their subject access process will
need to be included
Is there a Yes/ No The standard answer for this for
process in internal systems is:
place where | If ‘yes'— oy ,
C : es — the subject access process
an individual plea_se p rovide IS managed byJ the Informariion
fr?r][ :ﬁq_uest details |ntthe Governance Team. Please see the
2.18 ea;sone;rl ggg{gﬁn S Data Protection Rights Policy for
P . furtherinformation’
information is
rectified or If information is being processed on
forgotten? our behalf by a third party, details
of their subject access process will
need to be included
Provide information on whether
Where will Please provide | data is hosted in house or

219 informationin | detailsin the externally. If external, further
' the system be | comments information will be required as to
stored? section the security of the external provider
(see 2.19 below)
Information about the external
If the Please provide | supplier's security arrangements

2.20

information is
being stored
externally,

details in the
comments
section

need to be included, including
access controls, system security
etc. If this involves paperrecords,
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what security
arrangements
are in place?

physical building security,
protection etc. will also need to be
included.

2.21

What is the
data retention
period for
datain the
system?

Please provide
detailsin the
comments
section

Reference should be made to the
NIAS Retention and Disposal of
Information Schedule (available in
the library) or the Records
Management Code of Practice for
Health and Social Care (2016):
https://digital.nhs.uk/data-and-
information/looking-after-
information/data-security-and-
information-governance/codes-of-
practice-for-handling-information-
in-health-and-care/records-
management-code-of-practice-for-
health-and-social-care-2016

How will data

Please provide

Will information be deleted, sent to
an archive facility, repatriated etc.

in the system | detailsin the
299 be destroyed | comments
' atthe end of | section
the retention
period?
Thisis quite self-explanatory.
Does the Yes/ No Please provide details of transfer
system methods — including what security
involve If ‘yes’— Is in place when transferring e.g.
sending please provide | encryption.
information off | detailsin the
site? comments If data is transferred, is any going
section out of the EEA. If so, provide
2 93 If ‘yes’— give | details of the security in placein
' detailsof the | that country/ area.
method of
transport/transf

er to be used
in the
comments
section

If ‘yes’— will
any personal
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or sensitive
data be
transferred
outside the
European
Economic
Area? Please
provide details
of what data
will be sent,
and where in
the comments
section.

How will Please provide | Are individuals being notified as
individuals be | detailsin the | Partof this new process/ system
informed comments about the use of their information?
about the section. If so, how. If not, is it already
proposed use included in the Trust privacy notice
5 94 | Of their (available on the Trustwebsite —

' personal Your Information’ section). If it is
information? not in the notice, please note here
(e.g. leaflets, that the notice will need to be
privacy updated — this will then be picked
notice) up by the DPO.
Will staff be Yes/ No Staff should be trained in the use of
trainedin the a new system/ process prior to
use of the If ‘no’ please | Peing allowed access to ensure
system prior | provide they are fully aware of any security

2.25

to
implementatio

justification as
to why training

/ Information Governance
Implications and responsibilities

n? will not be
provided.
Is there a Yes/ No If ‘no’ —what measures are in place
business if thereis a failure — how is
2.26 | continuity / If ‘no’ please | INformation protected etc.
disaster provide details

recovery plan

of the
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in place if the | measures in
systemfails? | place to
protect
informationin
the event of a
failure

Will there be | Yes/ No Provide information on recipients,
any reports in particular any external to the
run? If ‘yes’ provide Trust. Whatlevel of security is on
details of these reports?

whether they
will contain
personal/
confidential
2.27 information,
who will be the
recipients and
how are they
sent securely
in the
comments
section.

3) Cloud service considerations

This sectionrequires completingif a ‘Cloud’ based solutionis involved.

The answers to the following questions should be included within the contract
with the provider.

Question Response Comment
3.1| Why is a cloud-based Please provide _
solution being detailsin the This could be taken
considered over an in- comments from a business case
house solution? section. for the process /
system.
3.2 | What type of data will be | Please provide _ _
hosted in the cloud? detailsin the Please provide details
of what information will
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comments
section.

be hosted e.qg.
personal, corporate
etc.

3.3

What cloud service

Please provide

provideris beingused? | detailsin the Name of supplier
comments
section.
3.4 | Will the cloud service be | Please provide o
hosted on the HSCN details in the Thisis the health and
network? comments social care secure
section. network
3.5| What measures have Please provide
been putin place in the | detailsin the Self-explanatory —what
event of the service comments will happento the data
provider ceasing to section. etc.
operate?
3.6 | What security measures | Please provide

are in place for the asset
in the cloud service,
including protection from
cyber security attacks,
control of user accessto
the data, secure transfer
of data between the
cloud service provider
and the Trust?

details in the
comments
section.

Self-explanatory —
provide as much
information as possible

3.7

Has an assessment of
the cloud service
providers financial
position and solvency
been performed?

Yes/ No

If ‘yes’ what was
the outcome?

If ‘no’ the reason
why this hasn’t

been undertaken.

Self-explanatory

3.8

What measures have
been putin place to
repatriate data from the
asset in the cloud service
back to the Trust, at the
end of the service
contract?

Please provide
detailsin the
comments
section, including
any additional
infrastructure
requirements and

Self-explanatory —
provide as much
information as possible
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associated costs
to the Trust.

3.9 | Has the legal ownership
of any datathat is
uploadedto the assetin
the cloud service been
identified?

Please provide
detailsin the
comments
section.

This should be
included in any
contract with the
provider

4) Data flow

This section describes the data owners and processors, and the flow of data
between them. Please detail the data flow for the proposed system/ project
in a flow chart below. (An example of a data flow is below).

]

Data flow.pdf

This does not have to be too complex, however, it will need to clearly show
any flows between organisations as well as those internally
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5) Risk management

An essential element of the DPIA process is the assessment of risks,
and identification of actions that will mitigate the risk from occurring or

make the situation acceptable if the risk materialised. Record any new
risks identified from performing the DPIA here.

Any risks identified by implementing or not implementing this process/
system should be logged here, along with scores before and after

mitigation. It should also be noted where any risks will be managed /

monitored

. OCr(]thls:th;(te;\ce Likelihqod S Is the risk Consequenc Likelihood f

Risk Description | subject of the oftherlsk o Aqqepted or efqllowlng follllowmg o

ID risk occurring occurring " I\/!ltlgated_— mitigation mitigation "
(1-5) (1-5) o give details (1-5) (1-5) o

This | Thereisa

will | risk to

be |........ If

alloc | .........

ated

by

the

DPO

If the risk is not accepted, please identify where these risks will be
monitored:

The risks identified as part of this DPIA process will be monitored at
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6) References

List any policies, procedures, guidance or legislation referred to
within the DPIA here.

Record of Approval

Information Asset Owner Approval:

Name:

Title:

Signature:

Date:

Information Security and Technical Operations Manager
Approval:

Name:

Title:

Signature:

Date:

Data Protection Officer Approval:

Name:

Title:

Signature:

Date:

For completion by Data Protection Officer:

Document Status:

DPIA Status: | Approved/Rejected

Comments:
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Publication and Accountability:

Includedin privacy Yes/ | Dateincluded | If notincluded,
notice No In privacy reason why not:
notice:

Includedin Recordof |Yes/ | Dateincluded If notincluded,
ProcessingActivities | No in ROPA: reason why not:
(ROPA)
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DATA PROTFCTION PO ICY

Links

The following documents are closely associated with this policy:

Data Protection legislation

Data Protection Rights Procedure

Code of Conduct for Confidentiality

Employees Guide to Confidentiality and Security

The Information Governance Review (AKA Caldicott 2) 2013
Information Lifecycle Management Policy

Archiving Procedure

Information Disclosure and Transfer Policy

Retention and Disposal of Information Schedule
Safe-haven Policy

Children’s Act 2004

ICO’s Data Sharing Code of Practice - May 2011
Safeguarding Children Policy

Safeguarding Adults Policy

Information Sharing Policy

Data Protection Impact Assessment Policy and Procedure
Review of Data Security, Consent and Opt-Outs (2016)
Working Together to Safeguard Children (2015)
Information Sharing: Advice for practitioners providing safeguarding

Document Owner: Dlregtor of Planning, Performance and Corporate
Services

Document Lead: Head of Information Governance

Document Type: Data Protection Policy

For use by: NIAS Trust

This document has been published on the:

Name Date

SharePoint (Information Section)

Intranet
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Document Location

If using a printed version of this document
Version Control ensureit is the latest published version.

The latest version can be found on the Trust’'s
Intranet site.

Version Date Publication | Approved | Summary of
Approved | Date By Changes
10 New policy and
' Procedure for NIAS
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1. Introduction
1.1 In order to operate, Northern Ireland Ambulance Service

HSC Trust (NIAS) needsto collectand use certain types of
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1.2

1.3

1.4

1.5

2.1

personal information about the people we deal with on a day-
to-day basis. Theseinclude current, past and prospective
employees, patients, suppliers, customers/clients and others
with whom we communicate. In addition, we may
occasionally be required, by law, to collect and use personal
information to comply with Government requirements. This
personal information must be handled properly howeverit is
collected, recorded and used and includes information held
either on paper or electronically.

The General Data Protection Regulation (GDPR) came into
full effect on 25 May 2018. This procedure details how NIAS
will comply with its legal obligations under the GDPR, and
the supporting UK Data Protection Act 2018, relating to the
rights of individuals. Following Brexit the UK adopted this
regulation for enforcementand renamed it UK GDPR.

Data Protection legislation legislates for the protection of
personal information relating to living individuals. The
Access to Health Records Act 1990 will remain relevant for
information relating to deceased persons.

One aspect of the Data Protection legislation relates to the
rights of individuals with regard to their personal information.
Details of these rights and how to manage them is included
in the Data Protection Rights Procedure.

The correct handling of personal information by NIAS is
considered very important. Failure to do so would
undermine the confidence feltin us by the general public, its
stakeholders and its employees. Tothis end, NIAS ensures
that personal information is treated lawfully, correctly and
with respect.

. Objectives

The key objectives of this policy are:

Toensure that personal informationis processedin
accordance with the requirements of Data Protection
legislation.
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2.2 Tomeet the requirements of the Data Security and
Protection Toolkit, which is a component of the Care Quality
Commission Key Lines of Enquiry.

2.3 Toprovide guidance on the correct way to handle requests
for personal Information.

3. Scope

3.1 This policy, appliesto all NIAS employees, including
permanent, temporary, voluntary and contract staff, who come
into contact with personal information.

3.2 All employees allocated responsibility for responding to access
requests by data subjects will be aware of the legal obligations
NIAS is under.

4. Definitions

4.1 Personalinformation

4.1.1 Personal information is information that can be used to
identify an individual.

4.2 Special category data

4.2.1 Special category data is personal data which is more
sensitive so needs more protection (see section 7 for list of
categories)

4.3 Processing

4.3.1 Processing is carrying out any function on the data including
obtaining, amending, deleting and disclosing.

4.4 Data subject

4.4.1 The data subjectis the individual who is the subject of the
personal information

4.5 Recipient
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4.5.1 Someone other than the data subject who may receive the
personal information

4.6 Third party
4.6.1 Someone other than the subject of the personal information
4.7 Data Protection legislation

4.7.1 Legislation, including but not limited to, the GDPR and UK
Data Protection Act 2018

4.8 Notification

4.8.1 Although notification is not a requirement of the Data
Protection legislation, the Digital Economy Act 2017 (s108)
requires all organisations processing personal information to
register and pay a fee, based upon staff numbers and
volume of personal data processed, to the Information
Commissioner’s Office (ICO).

5. Responsibilities
5.1 Data Protection Officer

5.1.1 Responsibility for compliance with Data Protection
legislation falls under the remit of the Data Protection Officer
(DPO). Thisrole is undertaken by the Head of Information
Governance.

5.2 Corporate Services Manager

5.1.1 The Corporate Services Manager is responsible for the
processing and management of right of access requests and
for responding to patient queries regarding the sharing of
information.

5.3 All NIAS staff
5.3.1 All NIAS staff whether clinical or administrative, who come
into contact with personal information have a responsibility to

ensure this is processed in accordance with Data Protection
legislation.
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5.4 Dutiesrelating to confidentiality and the protection of
personal data:

5.4.1 All HSC bodies have a common law duty of confidence to
patients and staff alike. Everyone working for NIAS who
records, handles, stores or otherwise comes across patient
or personal information has a duty to maintain this
confidentiality.

6. Data Protectionprinciples

6.1 Data Protection legislationis based around six principles
relating to the processing of personal data with an additional
principle of ‘accountability’ all of which must be adhered to,
to maintain compliance. NIAS fully endorses and adheresto
these principles.

6.2 Thesix principles as detailed in the Data Protection
legislation are:

1. Personal data shall be:

(a)Processed lawfully, fairly and in a transparent manner in
relation to individuals (‘lawfulness, fairness and
transparency’)

(b)Collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with
those purposes; further processing for archiving purposesin
the public interest, scientific or historical research purposes
or statistical purposes shall not be consideredto be
incompatible with the initial purposes (‘purpose limitation’)

(c)Adequate, relevant and limited to what is necessary in
relation to the purposes for which they are processed (‘data
minimisation’)

(d)Accurate and, where necessary, kept up to date; every

reasonable step must be taken to ensure that personal data
that are inaccurate, having regard to the purposes for which
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they are processed, are erased or rectified without delay
(‘faccuracy’)

(e)Kept in a form which permits identification of data subjects
for no longer than is necessary for the purposes for which
the personal data are processed; personal data may be
stored for longer periods insofar as the personal data will be
processed solely for archiving purposes in the public interest,
scientific or historical research purposes or statistical
purposes subject to implementation of the appropriate
technical and organisational measures required by the
GDPRin order to safeguard the rights and freedoms of
individuals (‘storage limitation’)

(f) Processedin a manner that ensures appropriate security of
the personal data, including protection against unauthorised
or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or
organisational measures (‘integrity and confidentiality’)

2. The controller shall be responsible for, and be able to
demonstrate, compliance with the principles (‘accountability’)
6.3 Therefore, NIAS will:
e ensure the conditions surrounding the fair and lawful
collection and use of personal data are adhered to (see

section7)

e Ensure the purposes for which personal data is
processed are transparent and unambiguous.

e collectand process appropriate data, and only to the
extent it is necessary to fulfil the operational needs of
NIAS or to comply with legal obligations

e ensure the quality and timeliness of the personal data
held

e ensure procedures are in place to determine the
retention needs of personal data held
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e ensurethe technical and organisational measuresin
place to protect data are appropriate and effective

e Ensurethe rights of the individuals, who are the subjects
of the data held, are respected and can be fully
exercised as detailed in Data Protection legislation. (see
section12)

7. Special category data

7.1 The following types of data are classed as ‘special category’
and are

Identified with Data Protection legislation as being more
sensitive:

ethnic origin

politics

religion

trade union membership

genetics

biometrics (where used for ID purposes)
health

sex life

sexual orientation

8. Conditions for processing

8.1 In order to process personal data, there must be a valid
lawful basis
— Condition for processing. There are six available lawful
bases for processing and none is considered better or more
important than another. One of these must supportthe
processing for it to be lawful, and this should be recorded.
Privacy notices should also reflect these lawful bases.

a) Consent: the individual has given clear consent to the
processing of their personal data for one or more specific
purposes

b) Contract: processingis necessary for a contract you have
with the data subject, or because they have asked to take
specific steps before entering into a contract
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c) Legal obligations: the processing is necessary to comply
with the law

d) Vital interests: the processingis necessary to protectthe
vital interests (the life) of the data subject or another
individual

e) Public task: the processingis necessary to perform a task
in the publicinterest or to perform the organisation’s
authorised task or function

f) Legitimate interests: the processingis necessary for the
organisations legitimate interests (please note: this can
only be used by a public authority if the action does
not fall within its public task) Advice should be sought
from the DPO when applying this condition.

If special category data is being processed, one of the above
must apply plus one of the following:

a) Consent: the data subject has given explicitconsentto
the processing of their personal data.

b) Employment and social security obligations: processing is
necessary for the purposes of carrying out obligations in
the field of employment and social security and social
protection law.

c) Vital interests: the processingis necessary to protect the
vital interests of the data subject, or another individual,
where they are incapable of giving consent

d) Legitimate activities (not for profit): processingis carried
out for the legitimate interests of a foundation, association
or not-for-profit organisation

e) Public information: the processing involves data which
are manifestly made public by the data subject

f) Legal claims: processing is necessary for the
establishment, exercise or defence of legal claims

g) Public interest: processingis necessary for reasons of
substantial public interest

h) Medical/ social care: processingis necessary for the
purposes of preventative or occupational medicine, for the
assessment of the working capacity of an employee,
medical diagnosis, the provision of health or social care or
treatment or the management of health or social care
systems

1) Public health: processingis necessary for reasons of
public interestin the area of public health
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]) Research: processingis necessary for archiving
purposes in the public interest, scientific or historical
research purposes or statistical purposes.

9. Fair processingnotices

9.1Individuals should be made aware of how and why their
personal information may be shared. Fair processing (or
privacy) notices are available on the NIAS website, on NIAS
vehicles and in leaflets provided to patients.

9.2 The ‘right to be informed’ is linked to the provision of fair
processing notices. Notices must contain the following
information, and be reviewed on a regular basis:

The following information must be provided:

e Thename and contact details of NIAS

e The contact details of the Data Protection Officer
The purposes for processing personal data

The legal basis for the processing

Recipients of the personal data

Details of any overseas transfers

Retention periods for personal data

Reference to the rights of individuals

How to withdraw consent to processing (if this was the
legal basis for processing)

e How to lodge a complaint

Further information can be found in the Data Protection
Rights procedure.

10. Information sharing

10.1 Data Protection does not prevent the sharing of
information, it Legislates for how this can be done lawfully.

10.2 Information sharing agreements are used to manage the
sharing Of information with partner organisations.
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10.3 Reference should be made to the Information Sharing
Policy for Guidance on how to share information
appropriately.

10.4 Personal information will be anonymised wherever
possible. If anonymisationis not possible, every attempt will
be made to contact the data subjectto obtain their consent
to share if the sharingis for non-direct healthcare purposes
or a legal basis is not available.

10.5 The IG and Compliance Team will manage and respond
to any patient queries around the use and sharing of their
information and will provide further explanations when
required.

11. Information sharing —safeguarding children and
adults

11.1 Section 11 of the Children Act 2004 places dutieson a
range of organisations and individuals to ensure their
functions and any services that they contract out to others
are discharged having regard to the need to safeguard and
promote the welfare of children.

Working Together (2015) provides clear guidance in line with
section 11 on an organisation and professional
responsibilities in relation to data protection and information
sharing. They expect that:

¢ all organisations should have arrangements in place
which set out clearly the processes and the principles for
sharing information between each other, with other
professionals and with the Local Safeguarding Children’s
Board (LSCB); and

e No professional should assume that someone else will
pass on information which they think may be critical to
keeping a child safe. If a professional has concerns
about a child’s welfare and believes they are suffering or
likely to suffer harm, then they should share the
information with local authority children’s social care.

Information Sharing: Advice for practitioners providing
safeguarding services to children, young people, parents
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and carers (2015) supports frontline practitioners working in
child or adult services who have to make decisions about
sharing personal information on a case by case basis. The
advice includes the seven golden rules for sharing
information effectively and can be used to supplementlocal
guidance and encourage good practice in information
sharing. All staff that suspectthat a child is being, or at risk
of being, abused should complete a safeguarding referral.

11.2 The Care Act 2014 is succinctin a provider’s role
regarding safeguarding adults at risk of abuse and an
organisations and professional’s responsibility in relation to
data protection.

Gaining consent for a referral is recognised as best practice
to ensure that information is shared safely and in line with
the making safeguarding personal principles.

There is an expectation that agencies will set up information
sharing agreements governing the sharing of information
and in line with the principles set out in the 2013 Caldicott
review that:

¢ information will only be shared on a ‘need to know’ basis
when it is in the interests of the adult

¢ confidentiality must not be confused with secrecy

¢ informed consent should be obtained but, if this is not
possible and other adults are at risk of abuse or neglect, it
may be necessary to override the requirement

e |t isinappropriate for agencies to give assurances of
absolute confidentiality in cases where there are concerns
about abuse, particularly in those situations when other
adults may be at risk.

Where an adult has refused consent to information being
disclosed for these purposes, then practitioners must
consider whether there is an overriding public interest that
would justify information sharing (for example, because there
Is a possibility that others are at risk of serious harm).

The decision about who needs to know and what needs to

be known about the suspected abuse must be made on a
case by case basis. All staff who suspectthat an adultis
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being, or at risk of being, abused should complete a
safeguarding referral.

12. Rights of individuals

Data Protection legislation provides several rights to data
subjects. Theserights are:

the right of be informed

the right of access by the data subject

the right to rectification

the right of erasure (‘rightto be forgotten’)

the right to restriction of processing

the right to data portability

the right to object

rights in relation to automated decision making and
profiling

0O OO0 OO O 0 0

Details of these rights and procedural guidance on how
these rights are to be processed in practice can be found in
the Data Protection Rights Procedure.

13. Data ProtectionImpact Assessments

13.1 Under Data Protection legislation there is an obligation to
implement technical and organisational measures to
demonstrate that data protection and security measures have
been considered at the outset of a project. Thisis known as
‘data protection by design and default’.

13.2 A Data Protection Impact Assessment (DPIA) is a process
designed to help identify any identity and minimise and data
protection risks.

13.3 Further information on DPIAs and the process can be found in
the Data Protection Impact Assessment Policy and Procedure.

14. Sanctions

168



14.1 Failure to comply with Data Protection legislation can expose
NIAS to a number of sanctions that can be imposed by the ICO.
The level of sanction will be dependent on the infringement:

Tier one — maximum financial penalty of €10,000,000 or 2% of
annual turnover

Tier two — maximum financial penalty of €20,000,000 or 4% of
annual turnover

The table in Appendix 1 shows which infringements fall under
which Tier (based upon the articles in the GDPR)

14.2 As well as financial penalties, the ICO has additional powers:

o Information Notice: this requires the organisation to provide
the ICO within specific information within a specified period
of time

) Audits: The ICO can conduct unannounced audits

o Enforcement Notice: This compels an organisation to take
the action specified in the notice to bring about compliance
with Data Protection. Failure to comply with an Enforcement
Notice can be a criminal offence.

15. Incidentreporting

15.1 Data Protection legislation dictates that serious data
breaches must be reported within 72 hours of discovery.
Failure to do so can attracta tier one fine.

15.2 Data breaches will be reported via the internal incident
reporting process with the Data Protection Officer assessing
the severity. Incidents identified as serious based upon the
Data Security and Protection Toolkit incident reporting tool
will be reported via that method.

16. Abuse of privilege
16.1 It is strictly forbidden for employees to access any

information relating to their own family, friends or
acquaintances without consent. Looking at patient or staff
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17.

171

records out of curiosity is totally unacceptable. Disciplinary
proceedings will be instigated should abuse of privilege be
discovered.

Additional assurances

NIAS will make further assurances relating to the fair and
lawful processing of personal datain order to provide
additional safeguards for the protection of this information.

An appropriately trained Data Protection Officer will be
appointed with a direct reporting line to the NIAS Board.

Everyone handling personal data is appropriately trained to
do so in accordance with the requirements of Data Protection
legislation. All aspects of IG, including data protection, are
covered in the essential learning and induction programmes
which form part of the NIAS mandatory training requirements

Everyone is fully aware of the need for strict confidentiality
with regard to the processing of personal data.

Everyone is aware of the importance of maintaining the
accuracy of the personal data held.

Policies are in place regarding the management of
information and the retention and disposal of records held,
including any legal obligations.

Everyone is aware of the NIAS IM&T Security Policy.

Anyone wishing to make an enquiry about the
handling/managing of personal data knows whatto do or
who to contact for assistance.

Everyone is aware of the need to limit information held to
that which is relevant and of the importance of not including
personal opinions about an individual.

Requests for personal information are handled promptly and

in accordance with the timescales detailed in Data Protection
legislation.
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18.

18.1

19.

19.1

19.2

19.3

19.4

19.5

19.6

19.7

Everyone is aware of the procedure for handling subject
accessrequests

Consultation

This policy will be presented to the IG Group for consultation.
The group has delegated authority to approve this document.

Monitoring compliance and effectiveness of the policy

This policy will be reviewed annually by the Head of IG and
approved by the IG Group, which reportsin to the Finance
and Performance Committee, a committee of the NIAS
Board.

This policy will meet the requirements of the Data Security
and Protection Toolkit, which is a component of the Care
Quality Commission Key Lines of Enquiry.

National guidance issued by the Information Commissioner’s
Office (ICO) will be monitored and included within this policy
should it be deemed relevant.

All requests made by individuals relating to their rights will be
logged and monitored to ensure that legal obligations are
adhered to.

Awareness training in Data Protection is included within the
essential education and corporate induction programmes.

The Data Protection notification will be maintained by the
Head of IG.

Patient queries around the use and sharing of information will

be logged and used as a learning tool to review publications
around the use of information.
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Tierone - €10,000,000 —or 2% of annual turnover

(article 8) conditions applicable to child’s consentin relation to
information society services (relate to providing web services to

children)

(article 11) processing which does not require identification
(using identifiable data when itis not necessary)

(article 25) data protection by design and default (see section 13)

(article 26) joint controllers (not agreeing onjoint responsibilities
to comply with legislation)

(article 27) representatives of controllers of processors not
established in the Union (not having sufficient safeguardsin
place when GDPR does not apply)

(article 28) processor (processor does not abide by agreement
with controller)

(article 29) processing under the authority of the controller or
processor (processing data outside of authorisedinstruction)

(article 30) records of processing activities (not having a log of
processing activitiesi.e. aninformation asset register)

(article 31) cooperation with the supervisory authority (not co-
operating withthe ICO)

(article 32) security of processing (not abiding by security
requirements)

(article 33) notification of a personal data breach to the
supervisory authority (not advising the ICO of a breach)

(article 34) communication of a personal data breach to the data
subject (not informing a data subject their information has been
the subject of a breach)

(article 35) data protection impact assessment (see section 13)

(article 36) prior consultation (not consultingthe ICO if
processingis considered high risk)

(article 37) designation of a Data Protection Officer (not
appointing a Data Protection Officer)

(article 38) position of the Data Protection Officer (not supporting
the Data Protection Officer in undertaking their duties)

(article 39) tasks of the Data Protection Officer (Data Protection
Officer not having correct tasks assigned)

(article 42) certification (relates to certification not yet in force)

(article 43) certification bodies (relates to certification notyetin
force)

Tiertwo - €20,000,000—-or 4% of annual turnover

(article 5) principles relating to processing of personal data (not
abidingby the principles — see section 6)
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(article 6) lawfulness of processing (not abiding by the conditions
for processing —see section 8)

(article 7) conditions for consent (not abiding by responsibilities
for obtaininglawful consent)

(article 9) processing of special categories of personal data (not
abiding by the conditions for processing — see section 8)

(article 12) transparentinformation, communication and
modalities for the exercise of the rights of the data subject (not
supporting the provision of information in accordance withthe
rights of individuals)

(article 13) information to be provided where personal data are
collected from the data subject (not having adequate privacy
notices — see section 9)

(article 14) information to be provided where personal data have
not been obtained from the data subject (not having adequate

privacy notices —see section 9)

(article 15) right of access by the data subject (not complying
with the rights of individuals — see section 12)

(article 16) right to rectification (not complying with the rights of
individuals —see section 12)

(article 17) rightto erasure (‘right to be forgotten’) (not complying
with the rights of individuals — see section 12)

(article 18) right to restriction of processing (not complyingwith
the rights of individuals — see section 12)

(article 19) notification obligation regarding rectification or
erasure of personal data or restriction of processing (not
complying with the rights of individuals — see section 12)

(article 20) right to data portability (not complyingwith the rights
of individuals — see section 12)

(article 21) right to object (not complyingwith the rights of
individuals —see section 12)

(article 22) automated individual decision-making, including
profiling (not complying with the rights of individuals — see
section 12)

(article 44) general principle for transfers (transfers made which
are not compliant with legislation)

(article 45) transfers on the basis of an adequacy decision
(transfers made without adequate consideration of risk)

(article 46) transfers subject to appropriate safeguards (transfers
made without sufficient safeguardsin place)

(article 47) binding corporate rules (not abiding by agreed
binding corporate rules)
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(article 48) transfers or disclosures not authorised by Union law
(court judgements only apply if based on international
agreement)

(article 49) derogations for specific situations (additional
infringements as identified by UK law)
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Appendix 2
Plan for Dissemination of Procedural Document

Title of Data Protection Policy
document:
Version V1.0 Dissemination
Number: lead:
P : N Print name, title
drewous 0 and contact

ocument_ details
already being
used?

. Essential All staff

(R;e;admg_ Reading

ategories Awarenessfor | All staff
Listwhich Reference

documentusers  Purposes
fall withineach | Awarenessto | All staff

category inform staff/
other
stakeholders

Tracy Avery,
Head of
Information
Governance &
Data Protection
Officer
Tracy.Avery@nia
s.hscni.net

Who doesthe | All staff need to be aware of the legalities of the

document Data Protection legislation and how it impacts on
needto be them and service users

disseminated

to?

Proposed methods of

dissemination: ¢ Information cascade by managers
e Notification via articles in bulletins

Including who will
disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
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Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for _ _ _ _
inclusionon the | The Data Protection Policy provides staff with

Class Publishing = the detail and guidance required on how the
Applications legalities of Data Protection impact on
system themselves and service users.

Note: Following approval of procedural documents itis imperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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DATAPROTECTION RIGHTS PROCEDURE

Links

The following documents are closely associated with this policy:

Data Protection legislation

Data Protection Policy

Information Disclosure and Transfer Policy
Clinical Record Keeping Policy

Data Quality Policy

Document Owner: I:S)(ierrevci:(t:c()arS of Planning, Performance and Corporate
Document Lead: Head Information Governance

Document Type: Information Governance Policy

For use by: NIAS Trust

This document has been published on the:

Name Date

SharePoint (Information Section)

Intranet
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Document Location
Version | If using a printed version of this document ensure it is the latest

Control | published version.
The latest version can be found on the Trust’s Intranet site.

, Date Publication | Approved
Version Approved | Date By Summary of Changes
1.0 New policy and
' procedure for NIAS
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1. Introduction

1.1 In order to operate, Northern Ireland Ambulance Service
HSC Trust (NIAS) needsto collectand use certain types of
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1.2

1.3

1.4

2.

2.1

2.3

3.

3.1

personal information about the people we deal with on a day-
to-day basis. Theseinclude current, past and prospective
employees, patients, suppliers, customers/clients and others
with whom we communicate. In addition, we may
occasionally be required, by law, to collect and use personal
information to comply with Government requirements. This
personal information must be handled properly howeveritis
collected, recorded and used and includes information held
either on paper or electronically.

The General Data Protection Regulation (GDPR) came into
full effect on 25 May 2018. This procedure details how NIAS
will comply with its legal obligations under the GDPR, and
supporting UK Data Protection legislation, relating to the
rights of individuals.

Data Protection legislation legislates for the protection of
personal information relating to living individuals. The
Access to Health Records Act 1990 will remain relevant for
information relating to the deceased.

The correct handling of personal information by NIAS is
considered very important. Failure to do so could undermine
the confidence felt in us by the general public, its
stakeholders and its employees. Tothis end, NIAS ensures
that personal information is treated lawfully, correctly and
with respect.

Objectives

The key objectives of this procedure are:

Toensure that the rights of individuals, under Data
Protection legislation, are respected.

To provide guidance on the procedural aspects of respecting
these rights.

Scope

This procedure, appliesto all NIAS employees, including

permanent, temporary, voluntary and contract staff, who come
into contact with personal information.
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3.2 All employees’ allocated responsibility for responding to
requests by data subjects to invoke their rights will be aware of
the legal obligation NIAS is under.

4. Definitions
4.1 Personalinformation

4.1.1 Personal information is information that can be used to
identify an individual.

4.2 Processing

4.2.1 Processing is carrying out any function on the data including
obtaining, amending, deleting and disclosing.

4.3 Datasubject

4.3.1 The data subjectis the individual who is the subject of the
personal information

4.4 Recipient

4.4.1 Someone other than the data subjectwho may receive the
personal information

4.5 Third party
4.5.1 Someone other than the subject of the personal information
4.6 DataProtectionlegislation

4.6.1 Legislation, including but not limited to, the GDPR and UK
Data Protection law

5. Responsibilities
5.1 DataProtection Officer
5.1.1 Responsibility for compliance with Data Protection

legislation falls under the remit of the Data Protection Officer. This
role is undertaken by the Head of Information Governance (IG).
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5.2 Corporate Services Manager

5.2.1 Corporate Services Manager is responsible for the
processing and management of requests by individuals to invoke
their rights under Data Protection legislation.

5.3 AIlI NIAS staff

5.3.1 All NIAS staff whether clinical or administrative, who come
into contact with personal information or receive a request
from an individual to invoke their rights, have a responsibility
to ensure this is processed in accordance with Data
Protection legislation and this procedure.

5.4  Duties relating to confidentiality and the protection of
personal data

5.4.1 All HSC bodies have a common law duty of confidence to
patients and staff alike. Everyone working for NIAS who
records, handles, stores or otherwise comes across patient
or personal information has a duty to maintain this
confidentiality.

6. Rightsunder Data Protection legislation

6.1 Data Protection legislation provides the following eight rights
to individuals:

The right to be informed

The right of access

The right to rectification

Theright to erasure

The right to restrict processing

The right to data portability

The right to object

Rights in relation to automated decision making and
profiling

6.2 Therefore, NIAS will:
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7.1

Ensure the rights of the individuals, who are the subjects of
the data held, are respected and can be fully exercised as
detailed in Data Protection legislation.

Proceduralguidance onrespecting individuals’ rights

The table attached at Appendix 1 provides an overview of
how requests can be made, any fees chargeable and time
limits to respond. Identification can be requested for rights 2
— 8 if there is any identity about the individual’s legality to
make the request.

All requests made under the following rights, and actions
taken must be recorded in the Data Protection Rights log.

Whatever action is taken in response to a request, the
individual must receive an explanation and also be advised
of their right to complain to the Information Commissioner’s
Office (ICO) or that they may seek to enforce their right
through a judicial remedy.

Therightto beinformed

Individuals have the rightto be informed about the collection
and use of their personal data. Individuals must be provided
with ‘privacy information’, ideally at the time the information
Is collected. However, due to the nature of emergency work
undertaken by NIAS, it is not feasible to provide information
in the form of a leaflet. Therefore, comprehensive
information will be provided on the NIAS website with
reference to the website made via other suitable means.
The information provided must be concise, transparent,
intelligible and easily accessible. Child friendly versions of
privacy information must be made available.

The following information must be provided:

The name and contact details of NIAS

The contact details of the Data Protection Officer
The purposes for processing personal data

The legal basis for the processing

Recipients of the personal data

Details of any overseas transfers
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7.2

Retention periods for personal data

e Referenceto the rights of individuals

e How to withdraw consentto processing (if this was the
legal basis for processing)

e How to lodge a complaint

Information will be provided via the NIAS website using a
layered approachi.e. an overarching notice supported by
links to other relevant/ appropriate information.

A printable leaflet will be available to individuals making a
request for a privacy notice who do not have access to the
website.

The IG Compliance Manager will regularly review the privacy
notices to ensure the content remains currentand
appropriate.

Theright of access

Individuals have the right of accessto their personal data.
This allows individuals to be aware of the lawfulness of the
processing.

They will have the right to obtain:

e confirmation that their data is being processed

e accessto their personal data

e other supplementary information (links to 7.1 — ‘right to be
informed’)

7.2.1 Process:

e When an individual submits a request for their personal
data, the individual handling the request must satisfy
themselves as to the identity of the requester. If thereis
any reasonable doubt over the identity of the requester,
additional information can be requested.

¢ |If clarification or additional detail is required to assistin

identifying the information being requested, the individual
must be contacted as soon as possible. The ‘clock’ will
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7.3

then start from the date of receipt of the clarification/
additional detail.

e Therequest must be responded to within one month of
receipt. If the requestis complex or numerous, this
deadline can be extended for another two months. The
requester must be informed of the decision to extend and
the reasons why within a month of receipt of the request
or any additional information / clarification requested in
order to process the request.

e If the requestis considered to be manifestly unfounded or
excessive, a reasonable charge can be made.

e Where a decisionis made to either charge for a manifestly
unfounded or excessive request or to refuse it, this must
be noted in the log.

¢ If the requestis submitted electronically, the response
should also be provided in a commonly used electronic
format.

Please note: anyone canreceive a requestfor information
under this right e.g. a paramedic could receive a verbal
request from the person they are treating. The details of the
request, along with ID verification if applicable, must be
passedto the IG Compliance Manager.

The process relating to ‘clarification’ and ‘extension of
deadline to respond’ noted in this section applies to other
rights where these are allowed.

The right to rectification

Individuals are entitled to have personal data rectified if it is
inaccurate or incomplete. Data can be inaccurate if it is
‘incorrect or misleading’.

If the data refers to a mistake that has subsequently been
rectified, it could be possible to argue that the record of the
mistake is, in itself accurate and should be kept. Thiswould
be particularly pertinentin the case of a medical record
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where an initial diagnosis, made in good faith, later provesto
be incorrect.

If the individual’s personal data has been disclosed to a third
party, they must be informed of the rectification wherever
possible. In addition, the individual must be informed about
the third parties to whom their personal data has been
disclosed.

7.3.1 Process:

e When an individual submits a request for rectification the
reason for the request must be provided. A correction can
only be made if thereis clear evidence to supportthe
request. If thereis any doubt about the identity of the
person making the request, more information can be
requested from them.

e Wherever possible, a note should be included within a file
clearly stating what correction has been made and for
what reason. The supporting evidence should also be
retained. A senior manager will be required to sign the
correction.

¢ Amendments made to electronic records should be clearly
annotated with who has made the amendment and why.

e A patientreport form (PRF) is a medical record, the
contents of which cannot be deleted. The original paper
PRF cannot be amended as they are scannedinto an
electronic system and then destroyed by shredding. If
rectification is appropriate, a copy of the original PRF
must be made showing exactly the same details. Details
of the correction must be noted in the free text notes
section and then signed by a senior manager. The
Caldicott Guardian will be required to sign the bottom of
the PRF. Thetop copy must be passedto Clinical Audit
for scanning and the second copy passed to the receiving
location (if transported) for inclusion within their record.

e Electronic PRFs cannot be amended once finalised. If a
correctionis required, details of the amendment can be
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7.4

appendedto the original record. The record will clearly
show who has made the amendment and for what reason.

If the requestis considered to be manifestly unfounded or
excessive, a reasonable fee can be made for the
administrative costs or the request can be refused.
Justification for the decision will need to be communicated
to the requester. The requestwill not have to be complied
with until the fee has been received.

If the requestis complex or you have received a number
of requests from the same individual, the time to respond
can be extended by two months.

Theright to erasure

Individuals have the rightto have personal data erased (or
forgotten). However, thisis not an absolute right and will
only apply in certain circumstances.

An individual has the right to have their personal data erased

it is no longer necessary for the purpose you originally
collectedit for

consent has been relied upon and the consentis
withdrawn

there is no longer a legitimate interest to continue its
processing

the data has been processed unlawfully

there is a legal obligation to comply

If the personal data has been disclosed to others, each
recipient must be contacted to inform them of the erasure
unless this is impossible or involves disproportionate effort.
The right to erasure does not apply for the following reasons:

e to exercise the right of freedom of expression and

information

e to comply with a legal obligation
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e for the performance of a task carried out in the public
interest

e for archiving purposes in the public interest or scientific or
historical research
for the establishment, exercise or defence of legal claims
if the processing is necessary for public health purposes
if the processingis for health-related purposes

7.4.1 Process:

7.5

e Each requestfor erasure will be considered on a case by
case basis with consideration being given to whether the
right of erasure applies to the request.

The right to restriction of processing

Individuals have the right to request the restriction or
suppression of their personal data where they have a
particular reason for doing so. Thiscan be seenas an
alternative to the right of erasure. Thisis not an absolute
right and only applies in certain circumstances. When
processing is restricted, it is permissible to store the data but
not use it.

An individual has the right to request the restriction of
processing of their personal data in the following
circumstances:

The accuracy of the data is being contested

e Thedata has been unlawfully processed
The data is no longer needed, however, the individual
needs to keep it in order to establish, exercise or defend a
legal claim

e Theindividual has objectedto the processing and a
decisionis being made as to whether legitimate interests
override those of the individual

It is important to note that if an individual has challenged the
accuracy of their data and asked for it to be rectified or if they
have objected to the processing, they also have the right to
request restriction while the matters are being investigated.
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‘Processing’ includes a broad range of operations including
collection, structuring, dissemination and erasure of data.

Restricting data can be done by temporarily moving it to
another processing system or making it unavailable to users.

7.5.1 Process:

e Each requestfor the restriction of processing will be
considered on a case by case basis with consideration
being given to whether the right of restrictionis valid.

¢ |If the restriction has been applied to the data while
another action is being investigated e.g. accuracy, a
decision must be taken as to whether the restrictionis
lifted on conclusion of the investigation

7.6 Theright to data portability

This right allows individuals to obtain and reuse their
personal data for their own purposes across different
services. It allows for them to move, copy or transfer their
data easily fromone IT environmentto another in a safe and
secure way without hindrance.

Thisright only applies to personal data an individual has
provided to an organisation, where it is based on consent or
as part of a contract or where processing is carried out by
automated means (no manual intervention).

7.6.1 Process:

e The personal data must be provided in a structured,
commonly used and machine-readable format e.g. CSV
files.

e Theinformation can be transmitted directly to another

organisation if this is technically feasible if this is at the
request of the individual.
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7.7 Therightto object

Individuals have the rightto objectto their personal data
being processed for the following reasons:

The processing is based on the legitimate interests or the
performance of a task in the publicinterest (including
profiling)

Direct marketing

The processing is for the purpose of scientific/historical
research and statistics

It is highly unlikely that NIAS will receive objection request
for the latter 2 points above.

7.7.1 Process:

Each requestto object will be considered on a case by
case basis as the objection must be relative to their own
particular situation.

Arrange for the processingto stop unless it can be
demonstrated that the legitimate grounds for processing
outweigh the interests of the individual or if the processing
Is for the establishment, exercise or defence of legal
claims

7.8 Rights in relation to automated decision making and
profiling

The right to object to automated decision making does not
relate to NIAS at the presenttime. The definition of
‘automated individual decision-making’ is ‘making a decision
solely by automated means without any human intervention.’

8. Consultation

8.1 This procedure will be presentedto the IG Group for
consultation. The group has delegated authority to approve
this document.
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9. Monitoring compliance and effectiveness of the policy

9.1 This procedure will be reviewed annually by the Head of I1G
and approved by the IG Group, which reportsin to the

Finance and Performance Committee, a committee of the
NIAS Board.

9.2 This procedure will meet the requirements of the Data
Security and Protection Toolkit, whichis a component of the
Care Quality Commission Key Lines of Enquiry.

9.3 National guidanceissued by the ICO will be monitored and
included within this procedure should it be deemed relevant.
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Please note: individuals must be advised of an extension to
deadline within one month. Additional information/ clarification
must be requested as soon as possible after receipt of request.
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Appendix 2

Plan for Dissemination of Procedural Document

Title of Data Protection Rights Procedure
document:
Version 1.0 Dissemination Tracy Avery,
Number: lead: Head of IG and
. : Data Protection

Previous No Z:gt;g%gi’ttltle Officer,
document - Tracy.Avery@n

: details ias.hscni.net
already being - :
used?

. Essential
Readmg_ Reading All staff
Categories
Awarenessfor

Listwhich Reference All staff

documentusers  Purposes
fall withineach | Awarenessto

category inform staff/ All staff
other
stakeholders
Who doesthe | All staff have a responsibility to ensure that requests

document for individuals to express their rights under the
needtobe GDPR are managed appropriately.
disseminated

to?

Proposed methods of _
dissemination: ¢ Information cascade by managers

e Notification via articles in bulletins

Including who will e Posting on the intranet

disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
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Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for The Data Protection Rights Procedure provides
inclusion on the | staff with the detail and guidance required on how
Class Publishing | to manage and process requests from individuals
Applications to exercise their rights under the GDPR.

system

Note: Following approval of procedural documents itis imperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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DATA QUALITY POLICY

Links

The following documents are closely associated with this policy:

Clinical Records Keeping Procedure

Information Lifecycle Management Policy

Data Protection Policy

Data Protection Rights Procedure

Data Protection legislation (see ‘definitions’ section 4)
Information Risk Management Policy

Quality Impact Assessment Policy

Document Owner:

Director of Planning, Performance and Corporate Services

Document Lead:

Head of Information Governance

Document Type:

Information Governance Policy

For use by:

All staff

This document has been published on the:

Name

Date

SharePoint (Information Section)

Intranet
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Document Location
version If usinga printed vergion of this document ensure it is the
Control latest publlsheq version.
The latest version can be found on the Trust’s Intranet
site.
Version Date Publication Approved By | Summary of Changes

Approved | Date

1.0

New Policy and Procedure
for NIAS
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1. Introduction

1.1 Northern Ireland Ambulance Service HSC Trust (NIAS) understands
that data quality is crucial to the safe and effective delivery of
services. The availability of complete, accurate and timely data is
important in supporting care delivery, clinical governance,
management of information, clinical audit and achieving service
targets.

1.2 Data and information collected by NIAS has many uses including,
patient care, commissioning, planning and auditing. Therefore, data
guality must be of a high standard to ensure NIAS can function
effectively. In addition, approved information sharing will be used to
support identified purposes, as inaccuracies in the information could
impact on other HSC Organisations.

1.3 The effective use of performance information depends on data that
is robust and accurate. Sufficient high quality information must be
available to allow confidence that performance can be monitored,
with remedial action taken when necessary.

2. Objectives
2.1 The key objectives of the policy are:

e NIAS will demonstrate its commitment to data quality and
ensure that all data is captured accurately and in a timely
manner

e Toensure that all staff are aware of and understand the
standards expected by NIAS with regard to data quality and its
wider implications

e Toembed the principle that data quality is fundamental in the
delivery of patient care and to support effective strategic
planning

e Todefine responsibilities relating to data management and
quality and to clarify the legal requirements

3. Scope

3.1 The scope of this policy covers information contained on all
information systems within NIAS. Reference should also be made to
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the ‘Clinical Records Keeping Policy and Procedure’ for specific
guidance on completing paper patient report forms.

3.2 This policy appliesto all NIAS employees, including permanent,
temporary, voluntary and contract staff who process data and
information.

4. Definitions

4.1 Data Protectionlegislation
Legislation including, but not limited to, the UK General Data
Protection Regulation 2021 and Data Protection Act 2018 which
legislates for the processing of and access to the personal
information of living individuals

4.2 Data
Facts and statistics collected for reference or analysis.

4.3 Information

Data that has been analysed, processed and organised, providing
knowledge.

5 Responsibilities

5.1 SeniorInformation Risk Owner (SIRO)
The Senior Information Risk Owner (SIRO) has overall responsibility
for data quality assurance withinthe Trust. The SIRO is within the
remit of the Director of Strategy and Transformation

5.2 Medical Director (Caldicott Guardian)

The Medical Director is responsible for clinical data quality
assurance within the Trust.

5.3 ExecutiveDirectors
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The Executive Directors are responsible for ensuring that all areas
they oversee have data quality as an overarching principle
embedded within them.

5.4 Information Governance Group
The IG group is responsible for providing assurance regarding data
guality through the receipt of records of business from the Data
Quality and Compliance Group.

5.5 Informatics Assurance Group

The Informatics Assurance Group is responsible for monitoring the
activities of the IG Group.

5.6 DataQuality and Compliance Group
The Data Quality and Compliance group receives updates on data

guality issues and changes to systems or processes that may impact
on data quality in accordance with the group’s terms of reference.

5.7 Head of Information Governance

The Head of IG will monitor the information asset audits and provide
reportsto the IG group.

5.8 Data Protection Officer

The Data Protection Officer will ensure NIAS can demonstrate its
compliance with Data Protection legislation

5.9 Information Asset Owners (IAO)

The Information Asset Owners (IAO) will have responsibility for
ensuring data quality is managed within the information system they
have responsibility for. They are also responsible for reporting the
levels of data quality compliance against agreed measures and
ensuring all new staff using ‘their’ system are trained prior to being
given access.
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5.10 Information Asset Administrators (IAA)
The Information Asset Administrators (IAA) will supportthe IAOs.
5.11 AIll NIAS staff

All NIAS staff have a responsibility to ensure that data they record is
accurate and timely.

6 General Policy
6.1 The following are widely recognised attributes of good data quality

Valid
Complete
Accurate
Timely
Clear/Concise
Appropriate
Relevant

6.2 IAOs are responsible for ensuring that documented data quality
checks of frameworks are in place for ‘their’ information system.

6.3 Validation processes will (where appropriate) reporton:

Missing data

Incomplete fields

Number of records validated
Verification process e.g. parameters
Number of errors

6.4 It is the responsibility of all staff using NIAS information systems to
ensure that data is recorded promptly and accurately in accordance
with the operating policies and procedures for those systems and
the ‘principles of good data quality’.

6.5 It is the responsibility of the IAOs, with supportfrom the IAAs, to

ensure that all new users of the information system are trained prior
to being allowed access.
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6.6 Staff will take due care and attention to ensure that the data they
enter into information systems supports the attributes of good data
quality.

6.7 Staff using data for secondary purposes will ensure that data
accessed is transferred accurately

6.8 All patient level data will be enteredin real time where possible and
where this is not possible as soon as reasonably practicable.

6.9 Staff will be held accountable by the relevant IAO for their
performance in relation to data quality

6.10Certain items of data will be identified as high priority by NIAS as
they feed the NIAS Integrated Board Report (IBR). It is the
responsibility of the relevant IAO to ensure the accuracy of this data
prior to its publicationin the IBR.

6.111A0s will take part in quality assurance audits as detailed in the
validation framework template (Appendix 2)

6.121A0s will undertake regular validation audits on their assetto ensure
the information remains current.

7 Information Governance and Quality Assurance
IG provides a consistent way of processing information. The
information quality assurance initiative of IG will establish and
maintain good data quality standards through best practice
guidelines and clear policies and procedures. Under this initiative:
7.1 All staff will be expected to abide by this policy

7.2 Regular audits will be undertaken around data quality using the 1AO
audit questionnaire

7.3 1AOs are expected to take ownership of, and seek to improve the
data quality within ‘their’ information system where necessary

7.4 Wherever possible, data quality should be assured at the time of
collection
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7.5 Data standards and minimum data sets will be set and align with
national standards where applicable

7.6 NIAS will promote data quality assurance through policies,
procedures, user manuals and training

8 Data Quality and Validation Framework

8.1 The processes providing assurances around data quality and
validation have beenincludedin the NIAS ‘Data Quality and
Validation Framework’ template which can be found at Appendix 2

9 Consultation

9.1 This policy will be presentedto the IG Group for consultation. The
group has delegated authority to approve this document.

10 Monitoring Compliance and Effectiveness of the Policy
10.11AO0s will be required to contribute to information asset audits, by
means of face to face interviews or questionnaires. The Head of IG

will compile a reportfor the IG Group. This will provide assurance
that data quality checks are being undertaken.
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Appendix 1

Plan for Dissemination of Procedural Document

Title of
document:;

Version
Number:

Previous
document
already being
used?

Reading
Categories

Listwhich
document users
fall within each
category

Who doesthe
document
needtobe
disseminated
to?

Data Quality Policy

V1.0 Dissemination
lead:
Print name, title

No and contact
details

Essential All staff

Reading

Awarenessfor | All staff

Reference

Purposes

Awarenessto | All staff
inform staff/

other

stakeholders

Tracy Avery,
Head of
Information
Governance
and Data
Protection
Officer
Tracy.Avery
@nias.hscni.
net

All staff needto be aware of the importancethat
data must be of the highest quality to support

the business
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Proposed methods of _
dissemination: e Information cascade by managers

e Articles in bulletins

Including who will ;
e Posting on the Intranet

disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

e Information cascade by
managers

e Communicationvia
Management/
Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins

e Briefingroadshows

e Posting on the Intranet

Summary for It is important for staff to be aware of the need
inclusionon the |to processdataof the highest quality to

Class Publishing | supportthe business

Applications

system

Note: Following approval of procedural documentsitis imperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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Appendix 2

Data Quality and Validation Framework

This framework is designed to assess the quality of data sets and/or
information systems and to identify areas for improvement. The answers
to the questions are either yes or no; if the answer to one of the
guestions below is 'no’ then actions to improve data quality should be
identified and implemented. If the answer to any of the questionsis 'don't
know' then this information should be found out. Please make any
additional comments and / or detail evidence in the space provided.

Nam e of
information
system:

Name and Job
title:
Signed:

Date:

‘ Systems and processes

‘ Yes No

1. Are you clear about why the information is being collected?

I. Is the information collected to meet statutory
requirements?

ii. If not, is the information used to meet clearly
identified needs?

Evidence/ comments:

2. Is there clear and up to date guidance for employees on how to
use the information system, including which data to use for reporting
purposes?
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Evidence/ comments:

accuracy?i.e.'sense checking'

3. Is the data validated for completeness, robustness and

Evidence/ comments:

how often

4. Are regular audits on validation undertaken? If yes, please state

Evidence/ comments:

5. Does the information system have adequate controls to minimise;

i. human error?

ii. Prevent erroneous data entry?

lii. Unauthorised data entry or manipulation?

Evidence/ comments:

the data?

6. Do you have adequate arrangements in place for the security of

Evidence/ comments:

. . Page: 13 of 20
Data Quality Policy -
Version: 1.0
Date of Approval: Status: Draft

Approved by:

Next Review Date:
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audit

7. If applicable, has action been taken to address the results of any
previous internal or external reviews of data quality? e.g. internal

Evidence/ comments:

People and skills

8. Is itclear who is responsible for updating the information
system?

Evidence/ comments:

9. Is it clear who is responsible for authorising;

I. changes to the information system?

ii. Communicating changes in the information system?

Evidence/ comments:

information system?

10. Is relevanttraining provided for you and/or employees using the

Evidence/ comments:

) ) Page: 14 of 20
Data Quality Policy -
Version: 1.0
Date of Approval: Status: Draft
Approved by: Next Review Date:
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11. Do you and/or appropriate employees understand the

data?

Importance of processing quality data and the consequences of poor

Evidence/ comments:

are involved in this task?

12. Is consistency ensured in recording data when several people

Evidence/ comments:

Data use and reporting

13. Is the data captured and reported in a timely manner?

Evidence/ comments:

format?

14. Is the information presentedin a clear/concise and relevant

Evidence/ comments:

15. Is the data subjectto appropriate levels of verification and
information asset owner approval?

) ) Page: 15 of 20
Data Quality Policy -
Version: 1.0
Date of Approval: Status: Draft
Approved by: Next Review Date:

213




Evidence/ comments:

Actionsidentified to addressissuesraised from using the

checklist
1. Are you clear about why the information is being collected?

I. Is the information collected to meet statutory
requirements?

ii. If not, is the information used to meet clearly identified
needs?

Actions:

Date for
completion

2. Is there clear and up to date guidance for employees on
how to use the information system, including which data to use
for reporting purposes?

Actions:

3. Is the data validated for completeness, robustness and
accuracy?i.e.'sense checking'

Actions:

) ) Page: 16 of 20
Data Quality Policy -
Version: 1.0
Date of Approval: Status: Draft
Approved by: Next Review Date:
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Actionsidentified to addressissuesraised from using the

checklist
4. Are regular audits on validation undertaken? If yes, please

state how often

Actions:

Date for
completion

5. Does the data system have adequate controls to minimise;
I. Human error?
Ii. Prevent erroneous data entry?
lii. Unauthorised data entry or manipulation?

Actions:

6. Do you have adequate arrangements in place for the
security of data?

Actions:

any previous internal or external reviews of data quality? e.g.
internal audit

7. If applicable, has action been taken to address the results of

Actions:
) ) Page: 17 of 20
Data Quality Policy -
Version: 1.0
Date of Approval: Status: Draft
Approved by: Next Review Date:
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Actions identified to address issuesraised from usingthe Date for

checklist completion

8. Is it clear who is responsible for updating the information
system?

Actions:

9. Is it clear who is responsible for authorising:

I. changes to the information system
li. communicating changes in the information system

Actions:

10. Is relevanttraining provided for you and/or employees
using the information system?

Actions:

11. Do you and/or appropriate employees understand the
importance of processing quality data and the consequences of
poor data?

) ) Page: 18 of 20
Data Quality Policy -
Version: 1.0
Date of Approval: Status: Draft
Approved by: Next Review Date:
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Actionsidentified to addressissuesraised from using the

checklist

Date for

Actions:

completion

12. Is consistency ensured inrecording data when several
people are involved in this task?

Actions:

13. Is the data captured and reported in a timely manner?

Actions:

14. Is the information presented in a clear/concise and
relevant format?

Actions:

15. Is the data subjectto appropriate levels of verification and
information asset owner approval?

Actions:

) ) Page: 19 of 20
Data Quality Policy -
Version: 1.0
Date of Approval: Status: Draft
Approved by: Next Review Date:
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FREEDOM OF INFORMATION POLCIY AND PROCEDURE
(INCLUDING ENVIRONMENTAL INFORMATION REGULATIONS)

Links

Freedom of Information Act 2000

Data Protection legislation

Environmental Information Regulations 2004
Information Lifecycle Management Policy

e Retention and Disposal of Information Schedule

e Employees Guide to Confidentiality and Security

e Department of Constitutional Affairs Codes of Practice
e Data Protection Policy

e Data Protection Rights Policy and Procedure Information
Governance Review 2013 (aka Caldicott2)
e Safe Haven Policy

e Data Protection Impact Assessment Policy and Procedure

Document Director of Planning, Performance and
Owner: Corporate Services

Document Head of Informatics and Information
Lead: Governance

Docum ent Information Governance Policy

Type:

For useby: NIAS Trust

This documenthas been published on the:

Name Date

SharePoint (Information Section)

Intranet
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Document Location

If using a printed version of this document
Version Control ensureit is the latest published version.

The latest version can be found on the Trust’'s
Intranet site.

Version Date Publication | Approved | Summary of
Approved | Date By Changes
10 Rewrittenin
' Corporate Template
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1.1

1.2

1.3

1.4

1.5

2.

Introduction

The Freedom of Information Act 2000 (FOIA) and
Environmental Information Regulations 2004 (EIR) are part of
the Government’s commitment to greater openness in the
public sector. This commitment is shared by Northern
Ireland Service HSC Trust (NIAS).

Both Acts came into full effect on 1°' January 2005 and
legislate for a general right of access (subjectto
exemptions/exceptions) to recorded information held by
public authorities. By establishing these legal rights of
members of the public, it will enable them to questionthe
decisions of public authorities more closely and ensure that
the services we provide is delivered efficiently and effectively.

All non-personal information may be accessible under the
Acts, including both electronic and paper versions. The Acts
are retrospective and include information held prior to 1%
January 2005.

The Acts clearly explain and define the interface between the
Acts and Data Protection legislation. This policy does not
overturn the common law of confidence or statutory
provisions (including the Human Rights Act 1998 and Data
Protection that prevent disclosure of personal identifiable
information. Theright to release personal information is
covered by the right of access under Data Protection
legislation.

The procedure to follow when handling requests for
information can be found in Appendix 1.

Objectives

2.1 The key objectives of this policy, and the associated procedure,

are:
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To ensure that non-personal information is processed in
accordance with the requirements of the FOIA and EIR

To provide guidance on the correct way to handle

requests for non-personal information

3. Scope

3.1 Thispolicy and procedure appliesto all NIAS employees,
including permanent, temporary, voluntary and contract staff,

who come into contact with non-personal information.

3.2 All employees allocated responsibility for responding to
Freedom of Information (FOI) and EIR requests will be aware

of the legal obligations NIAS is under.

4, Definitions

4.1 Applicant: Theindividual, group or organisation making the

request for information

4.2 Exemption: A valid reason for non-disclosure of information

under the FOIA

4.3 Exception: A valid reason for non-disclosure of information

under the EIR

4.4 Publication Scheme: A publication detailing all the
information routinely available from the organisation.

4.5 Public Interest Test: Determining whether the interests of
the public are better served by withholding or disclosing the

information

4.6 Personal Information: Information from which an
individual’s identity can be obtained

4.7 Third Party: Someone other than the applicant
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4.8

Data Protectionlegislation: Legislation including, but not
limited to, the General Data Protection Regulation and UK
Data Protection law.

5. Responsibilities

5.1 The Chief Executive Officer is the NIAS Accounting Officer
and has overall accountability and responsibility for IG

5.2 Advice may be soughtfrom Directors in cases where it is not
clear whether information can be disclosed

5.3 Senior Managers may be required to undertake an internal
review following an appeal made by the applicant

5.4 TheHead of Information Governance and Data
Protection Officer will provide assurance to the IG Group on
compliance with statutory obligations.

5.5 The mandatory role Data Protection Officer (DPO) will
ensure NIAS can demonstrate its compliance with Data
Protection legislation

5.6 ThelInformation Governance Coordinator willmanage
requests for information and provide assurance to the Head
of IG and DPO on compliance with statutory obligations
through key performance indicators.

5.7 All staff will have a responsibility to comply with legislation
and guidance relating to the FOIA and supportthe IG Officer
with providing information requested by applicants.

6. Legal Obligations —Freedom of Information Act 2000
Full implementation of the FOIA means that all public
authorities are required to meet a number of legal
obligations. The one specific to FOIA is:

Maintain a Publication Scheme
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6.1 The FOIA requires each public authority to produce and
maintain a Publication Scheme. This details all the
information readily accessible from the organisation, along
with additional information relating to any fees that may be
charged and contact details. It is the policy of NIAS to
publish as much information about NIAS as is reasonably
practical so that members of the public do not have to submit
a formal FOI request. The NIAS scheme is based on the
model developed by the Information Commissioner’s Office
(ICO) and is available on the NIAS web site
www.NIAS.nhs.uk. The scheme will be reviewed on a
regular basis. How to access information underthe EIR is
also included within the Publication Scheme.

7. Legal Obligations —Freedom of Information Act 2000 and
Environmental Information Regulations 2004

To respond to requests for information

7.1 FOIA —NIAS will publish as much information as possible on
its Publication Scheme. Any requests for information not
available via this media must be made in writing to the IG
Officer. ‘Writing’ includes letters, fax and emails but excludes
text messaging. All requests must be dealt with within 20
working days of receipt. However, if a fee is required or
additional information required to locate the required
information, the 20 days will be suspended and re-
commence from receipt of this or these.

EIR — NIAS will publish as much information as possible on
its Publication Scheme. Any requests for information not
available via this media must be made to the IG Officer.
Requests do not have to be made in writing. Wherever
possible, requests must be dealt with within 20 working days
of receipt. However, if the requestis considered complex
and voluminous, this can be extended to 40 working days.
The applicant should be informed of this as soon as possible.
If additional informationis required to locate the required
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information, the 20 days will be suspended and re-
commence from receipt of this.

To provide advice and assistance with regard to requests
under the Acts

7.2 Public authorities have a duty to provide advice and assistance

to applicants, or would-be applicants, for information. The
procedure for dealing with requests is published in the NIAS
Publication Scheme. The Publication Scheme will provide
comprehensive information to assist an individual with
locating the information they require. The IG Officer is also
available to provide advice.

7.3 NIAS is committed to meeting these obligations.

8. Classes of Information

8.1 The information in the Publication Scheme is grouped into

8.2

broad categories as follows:

Who we are and what we do

What we spend and how we spend it

What our priorities are and how we are doing
How we make decisions

Our policies and procedures

List and registers

The services we offer

No vk wbhe

Further details of what can be found within each class can
be found in Part 2 of the Publication Scheme. Any additions
to the scheme will be placed in the most appropriate class
and the Publication Scheme contents amended accordingly.

9. Charges and Fees

9.1 No charge will be made for information provided in the form of:
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downloads or information taken from the NIAS website,
although any charges for Internet Service provider and
personal printing costs would have to be met by the
individual

email — unlessiitis for information not routinely published in
the public domain

leaflets and brochures

accessto any public registers or lists of environmental
information

9.2 Charges may be incurred for the following:

information provided on CD Rom or similar medium

multiple copies of documents

archived copies of documents that are no longer available on
the NIAS website

any information held by NIAS that is not routinely published
in the public domain
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9.3 Chargeswill be advised in advance and payment will be
required before the informationis released. Standard
charges will be published on the Publication Scheme.

9.4 Chargeswill be reviewed regularly and be in line with The
Freedom of Information and Data Protection (Appropriate
Limit and Fees) Regulations 2004. Please note these
Regulations do not apply to the EIR.

10. Identifyingwhich Actto apply

The EIR specifically covers information on the state of the
environment, and can be summarised as follows:

- the state of the elements of the environment, such as air and
atmosphere, water, soil, land, landscape and natural sites and
the interaction between these elements

. factors such as substances, energy, noise, radiation or waste
affecting or likely to affectthe elements of the environment

« measures such as policies, legislation, plans, programmes,
environmental agreements, and activities affecting or likely to
affect or protect the elements of the environment

- reports on the implementation of environmental legislation

- cost-benefitand other economic analyses and assumptions
used within the framework of environmental measures and
activities

- the state of human health and safety, including the
contamination of the food chain, conditions of human life,
cultural sites and built structures in as much as they are or
may be affected by the state of the elements of the
environment.

All other requests for non-personal information should be
handled under the FOIA.
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11. Conditions for non-disclosure

111

11.2

11.3

11.4

11.5

There are certain conditions whereby NIAS are not obliged to
comply with an information request.

The duty to comply does not arise if the estimated cost of
supplying the information exceeds the appropriate limit
established in statutory Fees Regulations (£450.00 for HSC
Trusts). However, NIAS will work with the applicantto keep
costs to a minimum but reserves the right to refuse or charge
for the communication of information that exceeds the limit.
This does not apply to the EIR.

Under the EIR, thereis no cost limit. However, requests that
cost a disproportionate amount can be refused on the basis
they are ‘manifestly unreasonable’ (see Exceptions section
12.6)

NIAS does not have to comply with a requestif itis
considered vexatious. NIAS will log all requests for
monitoring purposes and will be able to identify repeated or
vexatious requests.

The duty to comply does not arise if a fees notice has been
issued to an applicant and said fees are not paid within three
months of the date of the notice.

NIAS will redact material which cannot be disclosed when it
appears within the content of an otherwise disclosable
document.

Both the FOIA and the EIR set out a series of exemptions
(FOIA) and exceptions (EIR) which amount to valid reasons
why information cannot be disclosed. The exemptions are
separated into ‘absolute’ and ‘qualified’, whilst the exceptions
are all ‘qualified’.
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12. Qualified Exemptions/Exceptions (FOIA & EIR)

These exemptions require the ‘public interest test’ to be

applied to them. Information that falls within this particular
category will have to be disclosed unlessit can be
successfully argued that the public interest in withholding it is
greater than the public interestin releasingit.

13. Absolute Exemptions (FOIA only)

13.1 These exemptions do not contain the above requirement.
Where information falls within the terms of an absolute
exemption, NIAS may withhold this without applying the

public interest test.

13.2 When information is withheld due to an exemption, the
applicant must be informed of this.

13.3 Thefull list of exemptions is as follows:

Qualified Exemptions (FOIA)

Section 22 Information intended for future publication

Section 22a Research
Section 24 National Security
Section 26 Defence

Section 27 International Relations

Section 28 Relations within the United Kingdom

Section 29 The economy

Section 30 Investigations and proceedings conducted by

public authorities
Section 31 Law enforcement
Section 33 Audit functions

Section 35 Formulation of government policy etc.
Section 36 Prejudice to effective conduct of public affairs
Section 37 Communications with Her Majesty, etc. and

honours
Section 38 Health and safety
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Section 40 Some Personal information
Section 42 Legal professional privilege
Section 43 Commercial interests

Absolute Exemptions (FOIA)

Section21 Information accessible to applicant by other

means

Section 23 Information supplied by, or relating to, bodies
dealing with security matters

Section32 Court records etc.

Section34 Parliamentary privilege

Section36 Prejudice to effective conduct of

public affairs

Section40 Personal Information

Section41 Information providedin confidence

Section44 Prohibitions on disclosure where a disclosure is
prohibited by an enactment or would constitute a
contempt of court.

Further details about these exemptions can be foundin the
relevant section of the Act as listed above.

Exceptions (EIR)

Regulation 12(4) (a) Does not hold that information when an

applicant’s requestis received

Regulation 12(4) (b) is manifestly unreasonable

Regulation 12(4) (c) Is formulated in too generala manner
(providing assistance has been given to the
applicant with a view to re-framing the
request)

Regulation 12(4) (d) Relates to unfinished documents or

incomplete data

Regulation 12(4) (e) Would involve disclosure of internal

communications

And if disclosure would adversely affect:
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Regulation 12(5) (a) International relations, defence, national

security or public safety

Regulation 12(5) (b) The course of justice, fair trial, conduct
of a criminal or disciplinary inquiry

Regulation 12(5) (c) Intellectual property rights

Regulation 12(5) (d) Confidentiality of public authority

proceedings when covered by law

Regulation 12(5)(e) Confidentiality of commercial or industrial

information, when protected by law to cover
legitimate economic interest

Regulation 12(5) (f) Interests of the person
who provided the information

Regulation 12(5) (g) Protection of the environment

Regulation 13  Personal data

14. Refusal of Requests and Right to Appeal

If a request for information has been refused or the applicant
Is not satisfied with the information disclosed to them, they
have the right to appeal. In the first instance, the applicant
should write to the IG Officer. The applicant may request an
internal review. Under EIR the applicant’s request for an
internal review must be made within 40 working days of the
date of the refusal letter. The appeal must then be dealt with
within 40 working days by NIAS. There are no such
timelines dictated under the FOIA. However, good practice
would be to follow the same timescales as underthe EIR. If
the applicant remains dissatisfied with the outcome, they
may refer the matter to the ICO who will investigate the issue
and advise accordingly. Thesesteps are in line with
guidance issued by the ICO. NIAS reservesthe right to seek
legal advice if deemed necessary.

15. Advice and Assistance

NIAS will endeavour to provide advice and assistance to
anyone requesting information when it is unclear what is
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requested or if there is a cost implication. If clarification of
the requestis needed, this must be requested promptly and,
in any event, no later than 20 working days. If the request
exceeds the Fees Regulations (FOIA) or is too complex or
large, NIAS should work with the applicantto try to explore
ways in making the request more reasonable.

16. Personal Information

16.1 Personal information contained within disclosures under the

FOIA and EIR should be redacted if they relate to the private
life of the individual detailed. Thisis in accordance with Data
Protection legislation. However, personal details pertaining
to an individual who is mentioned in their official capacity
may be released. Thisis in accordance with the ICO
Awareness Guidance (no.1).

16.2 Personal details should not be released if there is any

16.3

evidence that damage or distress may be caused to the
individual being named, or their safety may be compromised.
However, this does not include withholding details to prevent
potential embarrassment being caused because of the
disclosure.

Staff should be informed that information and documents
they may have contributed to in their professional capacity,
may be disclosable.

17. Consultation with Third Parties

17.1

Where information has been obtained from a third party in
confidence, NIAS will make every effortto consult with the
third party with a view to obtaining consent for disclosure.
However, if a third party does not respond or they refuse to
consent, this does not automatically mean information will
be withheld. The final decision as to whether the
information should be disclosed will lie with NIAS.
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18. Public Sector Contracts

18.1

In deciding whether any information may be exempt from
disclosure because it may involve a breach of confidentiality
imposed by a third party or it may breach a trade secret, or
it may prejudice the commercial interest of any party, NIAS
will consider current guidance issued by the ICO or the
Department of Constitutional Affairs. Contractors should be
advisedto include FOIA or EIR disclosure clauses within
their contracts.

19. Records Management

19.1

NIAS follows an Information Lifecycle Management Policy
and Retention and Disclosure of Information Schedule.
These comply with the Lord Chancellor’s Code of Practice
on the Management of Records (under Section 46 of the
Act) and the Records Management Code of Practice for
health and Social Care 2016. These policies will address
Issues of active records management, including the
creation, retention, maintenance and disposal of records,
according to the legal requirements placed upon NIAS.

20. Additional Assurances

NIAS will make further assurances in order to supportits
commitment to the obligations of the Acts.

- An appropriately trained individual or individuals will have
specific responsibility for FOIA and EIR within NIAS. The
management and maintenance of the Publication
Scheme, monitoring of compliance and the management
of responses to the majority of requests are the
responsibility of the IG Officer. A member of the
Communications Team will be involved in the drafting of
replies for FOI requests submitted by the media. The
final agreed response will be sent by the IG Officer.
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Everyone handling information is appropriately trained to
do so. All aspectsof IG, including FOI, are coveredin the
induction and essential training programmes.

Policies are in place regarding the management of
information and the retention and disposal of records
held, including any legal obligations.

Everyone is aware of the need to manage their
information in accordance with NIAS policiesand HSC
guidelines.

Requests for information are handled promptly and in
accordance with the timescales detailed in the FOIA and
EIR.

Everyone is aware of the procedure for handling requests
for information.

- All staff have accessto a copy of the ‘Confidentiality and

Security Handbook’.

- Applicants will be invited to provide feedback on how their

request for information was handled.

- TheIG Officer will liaise with other FOI colleagues when

requests are identified as ‘round robin’ i.e. sent to several
other HSC Trusts to ensure consistency in responses
made.

21. Consultation

21.2 This policy will be presentedto the IG Group for consultation.
The Group has delegated authority to approve this document

22. Monitoring Compliance and Effectiveness of the Policy
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22.1 The Head of IG and DPO will monitor the implementation of
this policy and procedure, and take an assurance reportto
the IG Group. Thisreportwill sent on an annual basis. In
addition, monitoring reports will be presented to the IG Group
periodically to advise of any compliance issues.

FOI requests and questions surrounding FOl issues can be
emailed to Informatics.Department@Nias.hscni.net
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Appendices
Appendix 1

Procedurefor Handling Requests for Information

This procedure follows the same path as the flowchart drawn up
to illustrate the information flow in diagrammatical format. The
flowchartis attached for reference at Appendix 2.

Although the official deadline for handling FOI and EIR requestsis
20 working days, it is considered prudentto work to a deadline of
15 days. Thisis to ensure that the final checking process can be
completed and any additional material/information gathered if
necessary. The IG Officer will request progress reports on the 5"
and 10" day.

A request for information s received.

1. ThelG Officer will assess whether the requestis valid (e.g.
written for FOI) and under which legislation the requestis to be
responded to.

2. If the requestis for personal information, this is passed to the
Corporate Services Manager and dealt with as a right of

access by the data subjectrequest under Data Protection
legislation.

3. ThelG Office will enter FOI and EIR requestsinto the FOI Log

4. ThelG Officer will assess whether any additional information is
required to respondto the request. If further details or
clarification are required, the applicant will be contacted as
soon as possible.

5. TheIG Officer will send an acknowledgement letter to the
applicant.

6. ThelG Officer will determine whether the non-personal
information requested can be disclosed.
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7. Yes,theinformation can be disclosed - the requestis passed
to the relevantindividual to gather the information. Continue
from step 11.

The responsibility for responding to the request remains with
the IG Officer (unless step 10 applies). For more complex
requests, the disclosures will be checked by the Corporate
Services Manager or Head of IG and DPO prior to release.

8. No, the information cannot be released — if the information
cannot be released at the present time, is it due to be released
at a later date? If so, a letter must be sent to the applicant
advising when the information will be available and to re-
contact NIAS at that time.

If the information cannot be released now or at any time in the
future, a letter must be sent to the applicant advising of this.
They must be given an explanation as to why the request has
been refused. If an exemption or exception has been relied
upon, this must be stated. (See Exemptions/Exceptions section
of Policy)

9. Unsure —If the IG Officeris unsure whether the information
requested can be released, advice will be sought from the
Corporate Services Manager or Head of IG and DPOin the
firstinstance. If still unsure, advice will be soughtfrom the
relevant Director. The procedure will then be followed as
describedin the ‘Director’s flowchart’ in Appendix 3.

10. A member of the Communications Team may be involved in
drafting the response, where appropriate.
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11.

12.

13.

14.

15.

16.

17.

The IG Officer will determine whether a fee is payable for the
information based on a pre-determined scale of charges and
set criteria (as stated in the Publication Scheme.)

If a fee is not required, the information can be released. This
must be done within 20 working days of receipt of the request.
A feedback formis available to applicants on the NIAS website
which can be used to identify any areas of concern/good
practice.

If afeeis required, the IG Officer will write to the applicantand
the information released only on receipt of this payment. The
deadline of 20 working days is suspended until the payment
has been received.

If the fee is not received within 3 months, the request can be
closed.

If the information being requested impacts on another HSC
organisation, the IG Officer will forward a requestto the FOI
lead of that Trust suggesting a meeting to discuss possible
implications. If this meeting is declined, a copy of the
disclosure will be sent to the Trust at the same time as it is sent
to the applicant.

If advice has been sought from a Director as to whether
information can be released, and the Director is unsure, further
advice can be taken fromthe Chief Executive. If a decisionis
reached at this stage, the procedure should continue from step
7 (‘yes the information can be released’) or step 8 (‘the
information cannot be released’).

If further advice is required by the Chief Executive, this should
be sought from the NIAS solicitors. A decision must be made
at this stage as to whether the information requested can be

Page: 21 0of 28
Freedom of Information Policy and Procedure (Including Version: 1.0
Environmental Information Regulations)
Date of Approval: Status: Draft
Approved by: 720 Next Review Date:




released or not. If it can, continue the process from step 7, if

not, continue from step 8.

It is important that the FOI spreadsheetis completed showing action

taken and dates in order that requests can be monitored for

compliance.

A set of standard response letters has been developed (following
Ministry of Justice guidelines) which should be used to respond to

applicants.

Further advice and assistance can be obtained from the Head of IG and

DPO, Corporate Services Manager or IG Officer—

Informatics.Department@hscni.net

Appendix 2
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Procedurefor Dealing with Requestsfor Information

NB - Remember
to complete the
FOI log throughout

Request for
information

rec'd

the process Request passed to IG .
bommmmmmommmmeee ' Coordinator to assess | _ Revised request -
validity < received <
X IG Coordinator to log
request
Data Protection Yes Is the requested No
issue — passed < information ‘personal >
toIG data'?
Compliance v
Manager
No Is additional
Send applicant < information/clarification
acknowledgement required?
Yes
y ¥
Pass request to Yes Can the information Write to applicant
relevant department [« be disclosed?
No Unsure
Return to I1G
Is fee payable for the Coordinator Can the information Seek advice from
information? » be disclosed in the Head of IG or
future? relevant Director
No (See Appendix 3)
Yes
. 4 3 Yes No
Return to 1G Release
Coordinator to write information h 4
to applicant within 20 days Write to Write to
requesting fee applicant applicant
advising when explaining why
the information information
¢ will be available cannot be
released
Has the fee been Yes
received within 3

months?

No

A 4
Close request

NB - Progress reports are to be
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discuss

NB - If information
release impacts on
another HSC Trust,
request meeting to

Appendix 3
Procedurefor Dealing with more Complex Requests
Can the information
be disclosed?
|

\’es NY)
Continue Continue Seek
as main as main advice
procedure procedure from
—step 7 —step 8 Director

Unsure
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l

Can the
informationbe
disclosed?
Yes [o] l
l Unsure
Continue asmain Continue asmain Seek further
procedure_ step procedure _ step advice from Exec
7 8 Team/Chief Exec
Can the
informationbe
disclosed?
Ies No Unsure
Continue asmain Continue asmain Request
procedure_ step procedure _ step professional
7 8 advice from
solicitors
Can the
informationbe
i disclosed?
Yes (o]
Continue asmain Continue asmain
procedure_ step procedure_ step
7 8
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Appendix 4

Plan for Dissemination of Procedural Document

Title of
document:
Version
Number:
Previous
document
already being
used?
Reading
Categories

Listwhich
document
users fall
within each
category

Who does the

Freedom of Information Policy and Procedure

1.0 Dissemination | Tracy Avery, Head
lead: Print of IG and Data

Yes name, title and | Protection Officer,
contact details | Tracy.Avery @NIAS.

Hscni.net

Essential

Reading All staff

Awareness

for All staff

Reference

Purposes

Awareness

to inform All staff

staff / other

stakeholders
Staff have a responsibility to ensure that any requests

document for information are handled in accordance with the
needto be relevant legislation. Although requests under the
disseminated | Freedom of Information Act for non-personal
to? information are managed centrally within the IM&T
Team, all staff must be aware of the processes
involved to ensure compliance is maintained.
Page: 26 of 28
Freedom of Information Policy and Procedure (Including Version: 1.0
Environmental Information Regulations)
Date of Approval: Status: Draft
Approved by: 244 Next Review Date:




Proposed methods of
dissemination: - Information cascade by managers
- Notification via articles in bulletins

Including who will : .
- Posting on the intranet

disseminate and when

Some examples of
methods of disseminating
information on procedural
documentsinclude:

- Information cascade by
managers

- Communicationvia
Management/
Departmental/Team
meetings

- Notice board
administration

- Articlesinbulletins

- Briefingroadshows

- Posting on the Intranet

Summary for | The Freedom of Information Policy and Procedure
inclusionon provides staff with the detail and guidance required

the Class on how a request for non-personal information is
Publishing managed in accordance with legislation and national
Applications | requirements.

system

Note: Following approval of procedural documentsitis imperative
that all employees or other stakeholderswho will be affected by
the document are proactively informed and made aware of any
changesin practice that will result.

Page: 27 of 28
Freedom of Information Policy and Procedure (Including Version: 1.0
Environmental Information Regulations)
Date of Approval: Status: Draft
Approved by: NG Next Review Date:
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INFORMATION ASSET POLICY

Links

The following documents are closely associated with this policy:

Information Risk Management Policy

Data Protection legislation (see ‘definitions’ section 4)
Data Security and Protection T oolkit

Data Protection Policy

Data Protection Rights Procedure

Data Quality Policy

Information Disclosure and Transfer Policy
Information Governance Policy

Document
Owner:

Director of Planning, Performance and Corporate
Services

Document Lead: | Head of Information Governance

Document Type: | Information Governance Policy

For use by:

All staff

This documenthas been published on the:

Name

Date

SharePoint (Information Section)

Intranet
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Document Location
versi If using a printed version of this document
ersion " : .
Control ensureit is the .Iatest published version.
The latest version can be found on the Trust’s
Intranet site.
versi Date Publication | Approved Summary
ersion! Approved Date By of
PP Changes
New
Policy and
1.0 Procedure
for NIAS
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1. Introduction

1.1

1.2

1.3

2.1

2.2

2.3

2.4

2.5

2.6

Northern Ireland Ambulance Service HSC Trust (NIAS) is
committed to meeting Information Governance requirements. A
fundamental aspect is to ensure that Information Assets (lA) are
managed appropriately to ensure the protection, confidentiality and
integrity of information.

The purpose of this policy is to provide assurance to the Senior
Information Risk Owner (SIRO) that appropriate frameworks are in
place to support robust information security, information risk,
business continuity and data quality.

This policy provides a mechanism by which NIAS IAs will be
managed and protected. All major IAs must be identified and an
Information Asset Owner (IAO) assignedto ensure the asset is
managed and any information contained adequately protected.

Objectives
Tomanage NIAS IAs

To protect NIAS, its patients, staff and stakeholders from
inappropriate access and poor-quality information

Toensure that all new IAs are identified and logged in the
Information Asset Register.

To provide assurance to the SIRO that IAs are being managed
appropriately and that all necessary safeguards are in place to
protectthem.

To meet the requirements of the DSP Toolkit thereby supporting
the Information Governance Assurance Statement.

To support the assurance provided through the Statement of
Internal Controls, that all risks, including those relating to
information, are effectively managed and mitigated.

3. Scope

3.1

This policy covers all aspects of information within NIAS including:
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e Patientinformation
e Staff information
e Organisational information

3.2 Thispolicy coverslAs utilised by NIAS, and the information
contained within.

3.3 Thispolicy and procedure applies to all NIAS employees, including
permanent, temporary, voluntary and contract staff, who may have
a responsibility for an IA.

4. Definitions

4.1 SeniorInformation Risk Owner (SIRO): ensures that identified
information security risks are identified and managed

4.2 Information Asset (IA): anidentifiable and definable asset which
is ‘valuable’ to the business.

4.3 Information Asset Owner (IAO): assignedowner of an
information asset who reports to the SIRO

4.4 Information Asset Administrator (IAA): will provide supportto

the IAO

4.5 Information Asset Register (IAR): a register of all information

assets

4.6 Critical Information System: a system that is critical to the core
business of NIAS i.e. CAD and telephony

4.7 Data Protectionlegislation: legislationincluding, but not limited
to, the General Data Protection Regulation (GDPR) and the Data
Protection Act 2018

5. Responsibilities

5.1 The Chief Executive Officeristhe NIAS Accounting Officer and

has overall accountability and responsibility for Information
Governance (IG).
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5.2

5.3

5.4

5.5

5.6

5.7

5.8

6

6.1

The Senior Information Risk Owner (SIRO) will oversee
information risk.

The Head of Information Governance and Data Protection
Officer will manage the day to day IG agenda and provide
assurance to the Board on compliance with the DSP Toolkit.

The mandatory role Data Protection Officer (DPO) will ensure
NIAS can demonstrate compliance with Data Protection legislation

The Information Security Manager ensures NIAS complies with
information security requirements and relevant legislation and
guidance relating to the security of information.

Information Asset Owners (IAO) are directly accountable to the
SIRO and will provide assurance that information risk is being
managed for their assigned information assets through quarterly
assessments.

Information Asset Administrators (IAA) will assistthe IAOs and
have day to day responsibility for the management of information
risks for their assigned information asset.

All staff will have a responsibility to comply with legislation and
guidance relating to IG and identify and report any risks or areas of
concern.

General Policy

Role Description and Requirements

6.1.1 The Trust Director of Planning, Performance and Corporate

Services has been assigned the role of Senior Information Risk
Owner (SIRO). The SIRO is responsible for overseeing
Information Risk.

The SIRO will take ownership of the risk assessment process for
information risk, including review of the annual information risk
assessmentto supportand inform the Statement of Internal
Control.
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The SIRO will review and agree actions in respect of identified
information risks as identified through quarterly 1A audits.

The SIRO will provide a focal point for the resolution and/or
discussion of information risk issues

The SIRO will ensure the NIAS Board is adequately briefed on
information risk matters.

6.1.2 An Information Asset Owner (IAO) will be identified for each
information asset.

The Cabinet Office ‘Guidance on the IAO Role’ identifies that, in
order to meet the requirement of the Security Policy Framework,
IAOs will:

e Lead and foster a culture that values, protects and uses
information for the public good

e Know whatinformation the asset holds, and what enters and
leaves it and why

e Know who has access and why, and ensure their use of the
asset is monitored

e Understand and address the risks to the asset, and provide
assurance to the SIRO

e Ensurethe asset is fully used for the public good, including
responding to access requests

Providing assurance to the SIRO on the security and use of the
asset will be via the IG Group at least annually.

The IAO will nominate an IAA to deputise in the event of the IAO
being unavailable due to long-termabsence and advise the Head
of IG and DPO of such.

6.1.3 One or more Information Asset Administrators (IAAs) will be
identified for each information asset. The IAAs will ensure that the
policies and procedures relevant to their asset are followed.

The IAA will report any potential or actual security incidents or
breaches.
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6.2 Audits

6.2.1 Regular audit reports will be completed by the IAOs and/or IAAs.
These will provide assurance to the IG Group that all IAs are
compliant with IG requirements

6.2.2 An annual report will be compiled by the Head of IG and DPO
using information from the regular audits. This will form part of the
evidence for the annual DSP Toolkit submission.

6.3 Information Asset Register

6.3.1 An Information Asset Register (IAR) will be maintained by the
Head of IG and DPO and contain information sufficient to provide
assurance that all informationis being processed within relevant
legislation.

6.4 New Information Assets

6.4.1 IAOs will be identified when a new IA is introduced within NIAS.
The Manager/ Project Team Leader responsible for procuring the
asset will also be responsible for identifying the 1AO.

6.4.2 The lAO will be responsible for advising the Head of IG and DPO
of the ‘new’ asset and will supply sufficient details to complete the
IAR.

6.5 Data Quality

6.5.1 Access to high quality data is essential for patient care and
effective performance management.

6.5.2 Each IAO will ensure that their IA can demonstrate adequate data
quality assurance.

6.5.3 IAOs or IAAs will provide evidence of data quality checks as part of
the audit process.

6.6 Business Continuity
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6.6.1 IAOs will ensure that their IA has a Business Continuity Plan
(BCP) in place to safeguard the information contained within.

6.6.2 BCPs will be tested on a regular basis and findings detailed in the
IAO audit.

6.7 Information Security

6.7.1 Information security exists to safeguard the confidentiality, integrity
and availability of information from threats whether deliberate or

accidental.

6.7.2 I1AOs will ensure that adequate access controls are in place for
their IA e.g. password protection

6.7.3 Access controls will be documented for each 1A

6.7.4 All breaches of information security will be reported to the
Information Security Officer

6.7.5 All breaches of IG will be reported to the Head of IG and DPO.

6.8 InformationRisk

6.8.1 The IAO is responsible for information risk management for their
IA, with support from the IAA, Information Security Officer and
Head of IG and DPO.

6.8.2 Identified information risks will be logged in an appropriate risk
register

6.9 Training

6.9.1 The SIRO will complete annual Information Risk Management/
SIRO, either by using material developed by HSC Digital or via
other approved material or provider.

6.9.2 The lIAOs and IAAs will complete annual Information Risk

Management training, either by using material developed by HSC
Digital or via other approved material or provider.
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6.9.3 IAOs will ensure that new users are trained before allowing access

10.

10.1

to the IA and the information contained within.
Financial risks

The Information Commissioner’s Office (ICO) has the power to
iImpose a financial penalty on an organisation for breaches of Data
Protection legislation. There are two tiers of fine with the level of
fine imposed dependent upon the breach. Tier one breaches can
attract a fine of up to €10 mill or 2% of turnover and tier two a fine
of up to €20 mill or 4% of turnover. Failing to manage information
assets and the information processed within could attract a tier two
fine. For furtherinformation on financial penalties, please refer to
the Data Protection Policy.

Consultation

This policy has been presented to the IG Group for consultation.
The group has delegated authority to approve this document

References

‘Guidance on the IAO Role’ (Cabinet Office, 2013) available from
https://www.gov.uk/government/uploads/system/uploads/attachme
nt_data/file/365742/Guidance_on_the IAO Role.pdf

Monitoring Compliance and Effectiveness of the Policy

This policy will be reviewed annually by the Head of IG and DPO

and approved by the IG Group, which reportsto Governance and
Audit Committee, a committee of the Board.
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Appendix

Plan for Dissemination of Procedural Document

Title of Information Asset Policy
document:
Version 1.0 Dissemination Tracy Avery,
Number: lead: Head of IG
Previous NoO Print name, title | and Data
doc\tljlmuent and contact Protection
alreadv bein details Officer,
used’?y 9 Tracy.Avery
' @nias.hscni.
net
Reading Ezzz?r:'al SIRO, Information Asset Owners,
Categories 9 Information Asset Administrators
: : Awarenessfor

Listwhich
AT SEE Eeference All staff
fall within each Awgr%sniz —
categor .

gory inform staff/ All staff

other

stakeholders
Who doesthe | All staff have a responsibility to ensure that any new

document processes, systems or changes are implemented

needtobe with regard to impact on personal information and

disseminated | confidentiality in accordance with legislation and

to? national guidance therefore, all need to be aware of

this policy.

Proposed methods of

dissemination: e Information cascade by managers
 Notification via articles in bulletins

Including who will _ _
disseminate and when e Posting on the intranet

Some examples of methods
of disseminating information
on procedural documents
include:

e Information cascade by
managers

e Communicationvia
Management/
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Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for The Data Protection Impact Assessment Policy

inclusionon the | and Procedure provides staff with the detail and

Class Publishing | guidance required on how to complete a DPIA at

Applications the beginning of a projectto ensure that privacy

system and confidentiality issues are identified and
addressed in accordance with legislation and
national requirements.

Note: Following approval of procedural documents itis imperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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INFORMATION DISCI OSIIRFAND TRANSFFR POI ICY

Links

The following documents are closely associated with this policy:
e Data Protection legislation (see ‘definitions’ section 4)
e Freedom of Information Act 2000
e Access to Health Records Act 1990
e Information and Information Governance Strategy
e Information Governance Policy
e Confidentiality Code of Conduct
e Data ProtectionPolicy
e Data Protection Rights Procedure
e Freedom of Information Policy and Procedure
e Information Lifecycle Management Policy
e Safe Haven Policy
e Information Sharing Policy
e Information Governance Review (aka Caldicott 2)
e Data ProtectionImpact Assessment Policy and Procedure

Document Director of Planning, Performance and Corporate
Owner: Services

Document Lead: | Head of Information Governance

Document Type: | Information Governance Policy

For useby: All staff

This documenthas been published on the:

Name Date

SharePoint (Information Section)

Intranet
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Version

Document Location
If using a printed version of this document ensure
it is the latest published version.

Control | 1q latest version can be found on the Trust’s
Intranet site.
Versi Date Publication | Approved summary
€SO Approved | Date By o
PP Changes
New Policy
and
1.0 Procedure
for NIAS
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1. Introduction

1.1

1.2

Northern Ireland Ambulance Service HSC Trust (NIAS) is
committed to handling personal and non-personal information
efficiently, securely, effectively and in accordance with
relevant legislation, with the objective of delivering the best
possible care and service. Information Governance (IG) gives
assurances that NIAS will uphold this commitment.

This policy will detail what type of information may be
disclosed and under what circumstances. This will provide all
NIAS staff with comprehensive guidance on this area of I1G
compliance.

2. Objectives

2.1 Openness

NIAS recognises the need to maintain an appropriate balance
between openness and confidentiality in the management and
use of information. By being open about our activities and
decision, making NIAS believes that stakeholders and the
public will have greater confidence in the work undertaken. In
addition, this may also lead to valuable feedback that may in
turn improve NIAS’s effectiveness.

2.1 Confidentiality

NIAS fully acknowledges its obligation to be publicly
accountable; however, we also place importance on the
confidentiality and safeguarding of personal information relating
to staff and patients and commercially sensitive information.
NIAS regards all patient identifiable information as confidential.
All staff personal information is considered confidential except
where statutory obligations exist to disclose for the purposes of
accountability.

NIAS will have clear procedures and arrangements for liaising
with the press and broadcasting media. Issues arising fromthis
aspect should be referred to the Deputy Director of
Communications and Engagement.
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3 Scope

3.1

3.2

3.3

3.4

This policy applies to all NIAS employees, including
permanent, temporary, voluntary and contract staff, who
access personal and non-personal information.

This policy covers all aspects of information within NIAS
including:

» Patientinformation
» Staff information
» Organisational information

All types of information are covered by this policy, including:

» Paper structured records
> Electronic structured records

This policy covers all systems utilised by NIAS, the information
contained within, and any individual employed, in any
capacity, by us.

4 Definitions

4.1 Personalinformation

Information that can identify an individual

4.2 Confidential information

Information that when provided was done so in the expectation
it would be treated in confidence

4.3 Data Subject

The data subject is the individual who is the subject of the
personal information

4.4 DataProtectionlegislation

Legislation, including, but not limited to the GDPR 2016 and
UK Data Protection Act 2018
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4.5 National Data Opt-Out
4.5.1 The national data opt-out was introduced on 25 May 2018,

enabling patients to opt out from the use of their data for
research or planning purposes

5 Responsibilities
5.1 Chief ExecutiveOfficer

The Chief Executive Officer is the NIAS accounting officer and
has overall accountability and responsibility for I1G.

5.2 SeniorInformation Risk Owner (SIRO)

The Senior Information Risk Owner will oversee information
risk.

5.3 Caldicott Guardian

The Caldicott Guardian will act as the ‘guardian’ of patient
identifiable information and will oversee the use and sharing of
patient information.

5.4 DataProtection Officer

The Data Protection Officer will ensure NIAS can demonstrate
its compliance with the Data Protection legislation

5.5 Headof Information Governance
The Head of IG will manage the day to day IG agenda and
provide assurance to the Board on compliance levels with
associated policies.
5.6 Corporate Information Team
The Performance Management Information Team (PMIT) will
work closely with the Head of IG to ensure information sharing

agreements are in place where necessary prior to sharing
information
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5.7 All staff

All staff have a responsibility to comply with legislation and
policy relating to IG and to identify and report any areas of

concern.

6 General Policy

6.1 Patient and Personal Information

6.1.1 Specific HSC guidance has been developed to control
the use of patient identifiable information (Pll). The
Information Governance Review (aka Caldicott 2) states
that PIl should be handled in accordance with the
following principles:

Justify the purpose(s)

Don’t use personal confidential data unless it is
absolutely necessary

Use the minimum necessary personal confidential
information

Access to personal confidential data should be on
strict need to know basis

Everyone with access to personal confidential data
should be aware of their responsibilities

Comply with the law

The duty to share information can be as important
as the duty to protect patient confidentiality

6.1.2 The processing of personal information, relating to living
individuals, is governed by the legislation. The
processing of personal information can only proceed if
one of the following conditions has been satisfied:

Processing with the consent of the data subject
Processing is necessary for the performance of a
contract

Processing is necessary for compliance with a legal
obligation

Processing is necessary to protect the vital interests
of the data subject

265



Processing is necessary for the performance of a
task carried out in the public interest

6.1.3 However, under the legislation, medical information is
classed as ‘special category data’ and affords even
greater protection. Therefore, one of the following
conditions will also need to be satisfied before
processing can take place:

Processing with the explicit consent of the data
subject

Processing is necessary for the purposes of carrying
out obligation in the field of employment and social
security and social protection law

Processing is necessary to protect the vital interests
of the data subject or another person, where it is not
possible to gain consent

Processing is carried out in the course of legitimate
activities by a non-profit making organisation
Processing relates to personal data which is
manifestly made public by the data subject
Processing is necessary for the purpose of, or in
connection with, legal proceedings

Processing is necessary for reasons of substantial
public interest

Processing is necessary for medical or social care
purposes and is undertaken by a health professional
or a person owing a duty of confidence equivalent to
that of a health professional.

Processing is necessary for reasons of public interest
in the area of public health.

Processing is necessary for archiving purposes in the
public interest, scientific or historical research
purposes

6.1.4 However, there may be circumstances when NIAS is
obliged by law to disclose personal information. As
listed in the legislation, these include:

National security
Defence
Public security
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The prevention, investigation, detection or
prosecution of criminal offences

Important public interests — economic/financial
interests (taxation matters), public health and
security

The protection of judicial independence and
proceedings

Breaches of ethics in regulated professions
Monitoring, inspection or regulatory functions
connected to the exercise of official authority
(security, defence, crime/ethics prevention)

The protection of the individual or the rights and
freedoms of others

The enforcement of civil law matters

6.1.5The Access to Health Records Act 1990 relates
specifically to records created by health professionals
and includes those of deceased patients.

6.1.6 If appropriate, every effort will be made to obtain consent
from the subject of the information prior to the disclosure.

6.2 Public Availability of Information

6.2.1 NIAS is committed to making general information public,
in accordance with the Freedom of Information Act 2000.

6.2.2 NIAS acknowledges that there are circumstances where
information will not be made publicly available. These
are:

If the disclosure is considered exempt under the
Freedom of Information Act 2000

If the disclosure contravenes staff confidentiality

If the disclosure contravenes patient confidentiality
If the disclosure contravenes third party
confidentiality

If the disclosure could endanger an employee or
partner of NIAS

If the disclosure of the information may significantly
affect NIAS’s ability to achieve an objective
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6.2.3 Where NIAS feels thatitis unable to disclose information
upon a requestto do so, an explanation will be provided.

6.3 Responding to Information Requests
6.3.1 Personal Information

Personal information can be accessed by submitting a
subject access request. This includes both staff and
patient information. Further details on how to submit a
request can be found in the Data Protection Rights
Policy. Requests can only be accepted from the
following:

e The data subjectthemselves
The data subject’s legal representative (with the data
subject’s consent)

¢ |f the data subjectis a minor, the legal guardian

¢ |f the data subjectis not capable of making a request,
the person appointed to manage the data subjects
affairs (power of attorney required)

e |If the data subject is deceased, their personal
representative, in accordance with the Health
Records Act 1990.

The request will be handled in accordance with the
subject access requirements as detailed in the
legislation.

6.3.2 Requests from the Police

Requests for personal information are often made by
external bodies, in particular the police. Under the
legislation, disclosure is appropriate if the information
required is to assist with:

e The prevention or detection of an unlawful act
e The prevention of fraud

Procedures are in place for these and requests for

patientinformation must be made on an official police
data protection form sent to NIAS.sd@nhs.net
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6.3.3 Non-Personal Information

Routine non-personal information can be obtained from
NIAS underthe Freedomof Information Act 2000.

Requests can be sent via email and a central email
addressis available:

Informatics.department@nias.hscni.net

6.4 Information Sharing Agreements

6.4.1 NIAS will sign up to information sharing agreements with
other HSC and non-HSC bodies if it is felt appropriate and
there is a legal basis to do so. These documents will clearly
state the purpose for the agreement and how the information
shared between the agencies will be managed and kept
secure. Copies of these documents will be made available via
the NIAS fair processing notices. A Data Protection Impact
Assessment may also be required if the disclosure involves
identifiable information. Reference should be made to the
Data Protection Impact Assessment Policy and Procedure.

5.8 Transfers

6.5.1 Transfers of personal and patient information must be
undertaken in a secure manner.

6.5.2 Emails — personal or patient information should not be sent
Via email unless the following conditions are met:
e An hscni.net
e Official government body e.g. psni, gov.uk

o Thefile is encrypted —recommended to AES 256 bit
6.5.3 Post — bulk personal or patient information should only be
sent through the post if the following conditions are met:

e Thedatais downloadedto a CD and encrypted
using 256 bit encryption.
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e The passwordis to be providedto the recipient upon
receipt of the CD
e TheCDis to be sent via recorded delivery

6.5.4 Fax — personal, patient or confidential information
should only be sent to a secure fax machine unless
additional steps are takento protectthe information.

e Telephonetheintended recipientto inform thema
fax is being sent

e Ask the recipientto wait by the fax machine while
the fax is sent and then confirm receipt.

e Double check the fax number — use pre-
programmable numbers wherever possible.

e Always use an NIAS fax cover sheet

6.5.5 Additional guidance on Safe Haven procedures can be
found in the Safe Haven Policy and Procedure

6.6 Training

6.6.1 Annual mandatory training in IG is included within the
Corporate Induction and in the essential training programme
for NIAS employees. This will ensure that staff are aware of
their responsibilities with regard to the disclosure of
information. In addition, this policy will be made publicly
available and publicised in NIAS wide publications.

7. Consultation

This policy will be presentedto the IG Group for consultation.
The group has delegated authority to approve this document

8. Monitoring Compliance and Effectiveness of the Policy

The Head of IG will monitor the implementation of this policy
and take assurance to the IG Group. This report will be sent
on an annual basis. However, if the on-going monitoring of
this policy shows that there are significantimplications for the
implementation of this policy, then it will be sent sooner. The
Head of IG will also monitor information sharing agreements
and instigate reviews when appropriate.
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Appendix 1
Plan for Dissemination of Procedural Document

Title of Information Disclosure & Transfer Policy
document:
Version 13.0 Dissemination Janette Kirk,
Number: lead: Head of IG

: Print name, title | and Data
dpg%\fjlr(r)ltje?]t Yes and contact Protection

: details Officer,
already being . :
ed? janette.kirk@

used: NIAS.nhs.uk

. Essential
Reenllig, Reading Al staff
Categories

Awarenessfor

Listwhich Reference All staff

documentusers | Purposes
fall withineach | Awarenessto

category inform staff/ All staff

other

stakeholders
Who doesthe | All staff have a responsibility to ensure information is
document disclosed and transferred appropriately and in
needto be accordance with legislation and national guidance
disseminated | therefore, all need to be aware of this policy.

to?

Proposed methods of

dissemination: ¢ Information cascade by managers
Including who will e Notification via articles in bulletins
disseminate and when e Posting on the intranet

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
Departmental/Team
meetings

e Notice board
administration
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e Articlesinbulletins
e Briefingroadshows
e Posting on the Intranet

Summary for The Information Disclosure & Transfer Policy
inclusion on the | provides staff with the detail and guidance required
Class Publishing | on how and when to disclose and transfer
Applications information in accordance with legislation and
system national requirements.

Note: Following approval of procedural documents it is imperative
that all employees or other stakeholders who will be affected by the

document are proactively informed and made aware of any changes
in practice that will result.
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Intranet
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1. Introduction

1.1.

1.2.

1.3.

2.1

2.2

2.3

2.4

3.1

3.2

Northern Ireland Service HSC Trust (NIAS) recognises the
importance of reliable information, both in terms of the clinical
management of individual patients and the efficient management
of services and resources. Information plays a vital part in clinical
governance, service planning and performance management.

Information Governance (IG) gives assurances that NIAS handles
personal and non-personal information efficiently, securely,
effectively and in accordance with relevant legislation, with the
objective of delivering the best possible care and service.

NIAS will establish and maintain policies and procedures to ensure
compliance with Information Governance requirements.

Objectives
The key objectives of this policy are:

To provide assurance to the NIAS Board that we have a robust IG
systemin place.

To minimise the risks associated with the incorrect processing and
management of information.

Toensure that NIAS meets its statutory obligations with regard to
the processing and management of information.

To set out the responsibilities of NIAS staff with regard to IG.
Scope
This policy covers all aspects of information within NIAS including:

e Patientinformation
e Staff information
e Organisational information

All aspects of handling information are covered by this policy,
including:
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e Paper and electronic structured record systems
e Thetransmission of information via mail, e-mail, fax, instant
messaging, video conferencing and telephone

3.3 Thispolicy covers all information assets utilised by NIAS.

3.4 Responsibility for IG is contained within the remit of the Head of IG
and overseen by the Director of Strategy and Transformation.
However, complying with the requirements of IG is an organisation
wide responsibility.

3.5 Thispolicy appliesto all employees of NIAS, including permanent,
temporary, voluntary and contract staff, who come into contact with
personal and non-personal information.

4. Definitions

4.1 Information Governance (IG)

4.1.1 Provides assurance that information, both personal and non-
personal, is processed and managed in accordance with relevant
guidance and legislation.

4.2 FreedomofInformation Act 2000

4.2.1 Provides the legal basis for responding to requests for non-
personal information from Public Authorities.

4.3 Data Protection Legislation

4.3.1 Legislation including, but not limited to, the General Data
Protection Regulation (GDPR) and UK Data Protection Act 2018.

4.4 Information Asset
4.5.1 Are assets that are owned or contracted by NIAS which have
value. They are likely to include computer systems, information,

software and staff.

5 Responsibilities
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5.1 Chief ExecutiveOfficer

5.1.1 The Chief Executive Officer is the Accounting Officer of NIAS and
has overall accountability and responsibility for 1G.

5.2 SeniorInformation Risk Owner (SIRO)

5.2.1 The Senior Information Risk Owner (SIRO) will oversee the
development of the Information Risk Management Policy and take
ownership of the risk assessment process for information risk. The
SIRO is the Director of Strategy and Transformation.

5.3 Caldicott Guardian

5.3.1 The Caldicott Guardian will act as the ‘guardian’ of patient
identifiable information and will oversee the use and sharing of
patientinformation. The Caldicott Guardianis the Medical
Director.

5.4 HeadofInformation Governance

5.4.1 The Head of IG will manage the day to day IG agenda and provide
assurance to the Board on compliance.

5.5 Corporate Services Manager

5.5.1 The Corporate Services Manager will manage requests for
information and provide assurance to the Head of IG on the
records management function

5.6 InformationAsset Owners (IAO)

5.6.1 The Information Asset Owners (IAO) are directly accountable to
the SIRO and will provide assurance that information risk is being
managed for their assigned information assets to the IG Group.

5.7 Information Asset Administrators (IAA)

5.7.1 The Information Asset Administrators (IAA) will assistthe IAOs and

have day to day responsibility for the management of information
risks for their assigned information asset.
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5.8 All staff

5.8.1 All staff will have a responsibility to comply with legislation and
guidance relating to IG and identify and report any risks or areas of
concern.

6 Policy
6.1 Openness

6.1.1 NIAS fully acknowledges its obligation to be publicly accountable;
however, we also place importance on the confidentiality and
safeguarding of personal information relating to staff and patients
and commercially sensitive information while maintaining an
appropriate balance between openness and confidentiality.

6.1.2 NIAS will have clear procedures and arrangements for liaison with
the press and broadcasting media.

6.1.3 Patients will have access to information relating to their own health
care, and there will be a clear procedure for handling personal
information requests. Reference should be made to the Data
Protection Rights Procedure.

6.2 Legal Compliance

6.2.1 NIAS regards all identifiable personal information relating to
patients as confidential, and all identifiable personal information
relating to staff as confidential except where national policy on
accountability and openness requires otherwise.

6.2.2 Non-personal, non-confidential information on NIAS and its
services should be available through a variety of media in line with
our Freedom of Information Publication Scheme.

6.2.3 NIAS will establish and maintain policies to ensure compliance
with the Freedom of Information Act 2000, the Data Protection
legislation and other relevant legislation relating to the security and
use of both personal and non-personal information.
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6.2.4 NIAS will ensure that any transfers of personal information outside
of the European Economic Area are only affected when sufficient
security exists within the receiving country.

6.2.5 NIAS will establish and maintain policies for the controlled and
appropriate sharing of information with other agencies, taking
accountof relevantlegislation (e.g. Health and Social Care Act,
Crime and Disorder Act, Protection of Children Act etc.)

6.2.6 NIAS will undertake or commission regular audits to assessiits
compliance with legal requirements.

6.3 Information Security

6.3.1 NIAS will establish and maintain policies for the effective and
secure management of its information assets and resources.

6.3.2 NIAS will undertake or commission regular audits to assess
information and security arrangements.

6.3.3 NIAS will promote effective confidentiality and security practice to
its staff through policies, procedures and training.

6.3.4 NIAS’s incident reporting system will be used to report, monitor
and investigate all breaches of confidentiality and security.
Reference should be made to the Untoward Incident Reporting
Policy.

6.4 Information Quality Assurance

6.4.1 NIAS will establish and maintain policies for information quality
assurance and the effective management of records.

6.4.2 IAOs will be expected to take ownership of, and seek to improve,
the quality of information within their services.

6.4.3 Wherever possible, information quality will be assured at the point
of collection.

6.4.4 NIAS will promote data quality through policies, procedures/ user
manuals and training.
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6.5 Records Management

6.5.1 NIAS will establish and maintain policies and procedures for the
effective management of both clinical and corporate records,
encompassing the whole process from creation to disposal

7  Yearly Assessment

7.1 A self-assessment of compliance with requirements will be
undertaken annually.

A number of requirements will be externally audited on an annual
basis to ensure that submission rates are supported by adequate
and appropriate evidence.

8 Caldicott Function

8.1 The Caldicott functionis overseen by the Caldicott Guardian.

8.2 Thekey responsibilities of the Caldicott function are to:

Supportthe Caldicott Guardian

Ensure the confidentiality and data protection work
programmes are implemented and monitored

Ensure that staff are aware of their responsibilities through
policy, procedure and training

Provide routine reports to the IG Group on confidentiality and
data protectionissues or areas of concern

Support appropriate sharing of patient information in
accordance with the National Data Guardian’s consultation
response review (Caldicott 3)

9 Training

9.1 IGisincludedinthe NIAS induction and essential learning
programmes. Training can be requested at the discretion of a
manager, or by an individual wanting personal development.

9.2 Further guidance and information relating to IG issues will be
distributed periodically via various media including pay slip
bulletins and NIAS newsletters.
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10 Consultation

10.1 This policy will be presented to the IG Group for consultation. The
Group has delegated authority to approve this document.

11 Monitoring Compliance and Effectiveness of the Policy

12.1 The Head of IG will monitor the implementation of this policy and
take an assurance reportto the IG Group. Thisreportwill be sent
on an annual basis. However, if the on-going monitoring of this
policy shows that there are significantimplications for the

implementation of this policy, then it will be sent to the Group
sooner.
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Plan for Dissemination of Procedural Document

Title of
document:

Version
Number:

Previous
document
already being
used?

Reading
Categories

Listwhich
document users
fall within each
category

Who does the
document
needtobe
disseminated
to?

Information Governance Policy

Appendix 1

1.0 Dissemination Tracy Avery,
lead: Head of IG
Yes Print name, title | and Dat_a
and contact Protection
details Officer,
Tracy.Avery
@nias.hscni.
net
Essential
Reading All staff
Awarenessfor
Reference All staff
Purposes
Awarenessto
inform staff/ All staff
other

stakeholders

All staff have a responsibility to ensure information is

managed and processed in accordance with

legislation and national guidance therefore, all need

to be aware of this policy.

Data Quality Policy

Page:

11 of 14

Version:

1.0

Date of Approval:

Status:

Draft

Approved by:

Next Review Date:
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Proposed methods of _
dissemination: e Information cascade by managers

e Notification via articlesin bulletins

Including who will ) _
e Posting on the intranet

disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins

e Briefingroadshows

e Posting on the Intranet

Summary for The Information Governance Policy provides staff
inclusionon the | with the detail and guidance required on how to
Class Publishing | manage and process information in accordance
Applications with legislation and national requirements.
system

Note: Following approval of procedural documentsitis imperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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Appendix 2

National Data Guardian Data Security Standards

1.

All staff ensure that personal confidential data is handled, stored
and transmitted securely, whether in electronic or paper form.
Personal confidential data is only shared for lawful and appropriate
purposes.

. All staff understand their responsibilitiesunder the National Data

Guardian’s Data Security Standards, including their obligations to
handle information responsibly and their personal accountability for
deliberate or avoidable breaches.

. All staff complete appropriate annual data security training and

pass a mandatory test, provided through the revised Information
Governance Toolkit.

Personal confidential data is only accessible to staff who need it
for their current role and accessis removed as soon as it is no
longer required. All accessto personal confidential data on IT
systems can be attributed to individuals.

Processes are reviewed at least annually to identify and improve
processes which have caused breaches or near misses, or which
force staff to use workarounds which compromise data security.

Cyber-attacks against services are identified and resisted and
CareCERT security advice is respondedto. Action is taken
immediately following a data breach or a near miss, with a report
made to senior management within 12 hours of detection.

. A continuity planis in place to respond to threats to data security,

including significant data breaches or near misses, and it is tested
once a year at a minimum, with a reportto senior management.

No unsupported operating systems, software or internet browsers
are used within the IT estate.

Data Quality Policy

Page: 13 of 14

Version: 1.0

Date of Approval: Status: Draft

Approved by: Next Review Date:
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9. A strategy is in place for protecting IT systems from cyber threats
which is based on a proven cyber security framework such as
Cyber Essentials. Thisisreviewed at leastannually.

10 IT suppliers are held accountable via contracts for protecting
the personal confidential data they process and meeting the
National Data Guardian’s Data Security Standards.

. . Page: 14 of 14
Data Quality Policy X
Version: 1.0
Date of Approval: Status: Draft
Approved by: Next Review Date:
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INFORMATION LIFECYCLE MANAGEMENT POLICY

Links
The following documents are closely associated with this policy:

e Data Protection legislation (see ‘definitions’ section 4)
e Freedom of Information Act 2000

e Records Management Code of Practice for Health and Social Care 2016
e ThelInformation Governance Review (AKA Caldicott 2)
e NIAS Retention & Disposal of Information Schedule

e PublicRecords Act 1958

e NIAS Confidentiality Code of Conduct

e Archive Procedure

e NIAS Disciplinary Procedure

e Policies, Strategies and Procedures Policy

e Information Sharing Policy

e Data Protection Policy

e Data Protection Rights Procedure

e Freedom of Information Policy and Procedure

Document Owner: [S)grei/ci:;%; of Planning, Performance and Corporate
Document Lead: Head of Information Governance

Document Type: Information Governance Policy

For use by: NIAS Trust

This documenthas been published on the:

Name Date

SharePoint (Information Section)

Intranet
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Document Location
Version If usinga print_ed version_ of this document ensure it is
Control the latest publl_shed version.
The latest version can be found on the Trust’s
Intranet site.
Version Date Publication | Approved Summary of
Approved Date By Changes
New policy.
Combines previous
Records
Management Policy,
1.0 Retention and
Disposal of
Information Policy
and Archive Policy
and Procedure
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1. Introduction

1.1 Information Lifecycle Management (ILM) expands upon records
management as it encompasses the whole process from the
creation of records through to their ultimate disposal, and includes
the security, disclosure, retention and archiving aspects.

A record can be defined as:

‘A permanent account of something that is kept for evidence or
information’(source Oxford English Dictionary)

The key elements of ILM are:

Record creation

Record keeping

Record maintenance

Information quality

Information disclosure and transfer
Information storage

Retention of information

Archiving of information

Disposal of information

1.2 Recordsare a valuable resource because of the information they
contain, and high-quality information underpins the delivery of a
high-quality service. Information is of the greatestvalue whenit is
accurate, up to date and accessible when it is needed. Effective
records management ensures that information is properly
managed and available when required:

to support the day to day business of NIAS

to support patient care

to support evidence based clinical practice

to meet legal requirements

to support administrative and management procedures and

decision making

e to assist clinical and other audits

e to supportimprovements in clinical effectiveness

e to support accessto records (e.g. for Freedom of Information
requests)

e to support archival functions
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1.3

1.4

¢ to ensure external compliance with awarding bodies

As all HSCrecords are categorised as publicrecords, NIAS has a
duty under the Public Records Act 1958 to plan for the
safekeeping and eventual disposal of all types of records. Data
Protection legislation and the Freedom of Information Act 2000
(repealed 5 of the Public Records Act 1958) also place statutory
obligations on the processing of information.

The destruction of recordsis an irreversible act that must not be
taken lightly. However, the fifth principle of the Data Protection
legislation (Article 5 1(e)) states personal data shall be:

‘Kept ina form which permits identification of data subjects
for no longer thanis necessary for the purposes for which
the personal data are processed....."’

The minimum retention periods for records can be found in the
‘Retention and disposal of information schedule’

1.5

1.6

The process for archiving records can be found in the ‘Archiving
procedure’

NIAS is committed to the practice of effective information lifecycle
management.

2. Objectives

2.1 Thekey objectives of this policy document are:

e Toensure that all staff are aware of the importance of effective
records management and its associated components.

e Toensure the legal obligations of the Public Records Act 1958
(excl. S5), Data Protection legislation and the Freedom of
Information Act 2000 are adhered to.

e Toprovide a consistent approach to the way personal and
non-personal information is processed, from creation through
to destruction.

e Toprovide a consistent approach to the way records are kept
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3. Scope

3.1 Thispolicy appliesto all NIAS employees, including permanent,
temporary, voluntary and contract staff, who come into contact with
personal and non-personal information.

4. Definitions

4.1 NIAS

4.1.1 Northern Ireland Ambulance Service HSC Trust

5. Typesof Information

5.1 This policy covers the following types of information and records:

e Patient Report Forms (PRFs & ePRFs) — both electronic and
paper-based

¢ Incidentlogs (obtained from the Computer Aided Dispatch
(CAD) system — both electronic and paper-based

¢ Non-emergency patient transport records — both electronic
and paper-based

¢ Administrative records (including personnel, estates, finance,

complaints etc.

Audio and video tapes, cassettes, CD-ROM etc.

E-mails

Digital records

Computerised records

Scanned records

CCTVimages

This list is not exhaustive and will include any media where information,
either personal or non-personal, is recorded electronically or in paper
format.

6. Data Protectionlegislation

6.1 Legislationincluding, but not limited to, the UK General Data
Protection Regulation (UK GDPR) and the Data Protection Act 2018

7. Responsibilities
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7.1 Chief ExecutiveOfficer

7.1.1 The Chief Executive Officer has overall responsibility for
Information Lifecycle Management (ILM).

7.2 SeniorInformation Risk Owner (SIRO)

7.2.1 The Senior Information Risk Owner (SIRO) is the accountable
officer for NIAS and is responsible for ensuring appropriate
mechanisms are in place to supportthe ILM function.

7.3 Head of Information Governance

7.3.1 The ILM function should be recognised as a specific corporate
responsibility within NIAS. The Head of Information Governance
(IG) has been designated as the member of staff with lead
responsibility for this function.

7.4 DataProtection Officer

7.4.1 The DPO is a mandatory role that will ensure NIAS can
demonstrate its compliance with Data Protection legislation.

7.5 Information Asset Owner (IAO)

7.5.1 An Information Asset Owner (IAO) will be identified for each
information asset (system). These will have overall responsibility
for managing the risks to the assets. Assurance will be provided,
via the self-assessment checklist, to the IG Group.

7.6 Information Asset Administrators (IAA)

7.6.1 Information Asset Administrators (IAA) will be identified for
information assets (systems). IAOs may delegate responsibility for
managing the information risks to the IAAs, however, overall
responsibility remains with the IAO.

7.7 Medical Director

7.7.1 Overall responsibility for the management of clinical records lies
with the Medical Director.
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7.8 Corporate Services Manager

7.8.1 The Corporate Services Manager is responsible for providing
advice on the records management process and for conducting
records audits.

7.9 All NIAS staff

7.9.1 All NIAS staff, whether clinical or administrative, who create,
receive and use records have responsibilities for ILM. In particular
all staff must ensure that they keep appropriate records of their
work in NIAS and manage those records in keeping with this policy
and any legal requirements.

7.10 Operational staff

7.10.1 Operational staff, both A&E and PTS, are responsible for the safe
and secure keeping of PRFs and ePRFs and patient journey logs
while in their possession or in station. They have a duty to ensure
these records remain secure and confidential.

7.11 Information Governance Team

7.11.1 The Governance teamwill be responsible for ensuring the policy
library is kept up to date with the latest version of each NIAS
policy, standing operating procedure etc.

7.12 Duties Relatingto Confidentiality and Data Protection:

7.12.1 All HSC bodies have a common law duty of confidence to
patients and staff alike. Everyone working for NIAS who records,
handles, stores or otherwise comes across patient or personal
information has a duty to maintain this confidentiality. This
includes selecting a method of storage and ultimate disposal that
will uphold this obligation.

8. Legal Obligations
8.1 All staff must be aware of the need to manage records in

accordance with legislation and guidance produced. These
include:

294



8.2

8.3

The Data Protection Act 2018
UK GDPR 2021

Freedom of Information Act 2000
Human Rights Act 1998

Public Records Act 1958
Caldicott Principles 2013

NIAS operates separate policies in the areas of Data Protection
and Freedom of Information and The NIAS Code of Conduct for
Confidentiality incorporates Caldicott guidance. Referenceshould
be made to these documents.

It is a legal requirementthat HSC records, which have been
selected as archives, should be held in a repository that has been
approved for the purpose by the National Archives. The document
‘Records Management Code of Practice for Health and Social
Care 2016 contains details on these recommended repositories.

9. Information Quality Assurance

9.1

Effective information is that which is of the highest quality. It is
essential that all staff responsible for the creation of records are
fully aware of their obligation to ensure their integrity is maintained.
Therefore, records should be:

e factual, consistentand accurate

e recorded as soon as possible after an event has occurred,
therefore providing current information

¢ Recordedin such a way that any alterations, deletions or
additions are annotated with details of when these were
done and by whom.

e recordedin such a way that any inaccuracies, as indicated
by the data subject, can be corrected in a timely manner with
details of any amendments annotated

e free of jargon, abbreviations (unless officially accepted),
meaningless phrases, offensive language or comments,
irrelevant speculation or unsupported opinions
readable on any scanned or photocopied images

e Filed in a way that supports the ability to readily identify and
retrieve information where and when it is needed.
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10.

Record Creation

Record creation is one of the most important processes in records
management, and the aim should be to create good records in an
effective system.

10.1

10.2

10.3

10.4

10.5

11.

111

11.2

11.3

12.

12.1

12.2

Reference should be made to the Policies, Strategies and
Procedures Policy when creating corporate records.

Records should be created in a manner that reflects the corporate
style and HSC branding, using corporate templates where
appropriate, and standard version control used.

Records should be filed in a way that allows for them to be
tracked. Thisincludesthe archiving process.

A protective mark should be applied if appropriate.

The record should be allocated a meaningful name which closely
reflects the records contents, allowing for easy location.

Naming Records

Records should be given meaningful names reflecting the content
A record should be given a unique name

Records that are linked should be given similarly structured and
worded names e.g. earlier and later versions

Record Keeping

Each directorate will ensure that records are kept and maintained
effectively. Sufficientinformation should be logged to ensure that
records can be retrieved, archived and disposed of as necessary.
The record keeping system should include a set of rules for
referencing, titing and indexing, and if appropriate, the protective
marking of documents. The movement and location of records
should be controlled to provide an auditable trail.

PRFs will be delivered to the Information Governance Department
where they will be scanned and verified.
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13.

13.1

14.

14.1

14.2

15.

15.1

15.2

Tracking and Tracing

There should be tracking and tracing procedures in place that
enable the movement and location of records to be controlled and
provide an auditable trail of record transactions. The tracking
system should include:

¢ An identifier for the record e.g. name, unique number

e A description of the record

e The personwho has requested the record, and who has been
provided with that record

e The date the record was accessed and returned (if physically
removed)

e For paper records, a location card should be placed in the
space where the record has been removed from.

Reviewof Records

Review dates should be allocated to all policies and procedures. It
is essential thatthese are adhered to in order to meet the
Governance requirements. Details of all policies, including their
review dates, will be contained in a central electronic file
accessible by all staff.

Following review, superseded policies will be placed in a limited
access electronic file by the Governance Team, to facilitate
possible future claims, coroners’ requests or to support other legal
obligations.

Accessto Copies of PRFs

Access to electronic PRFs (ePRFs) is controlled via Position
Based Access Control (PBAC) codes allocated to an individual’s
Smartcard.

Printing unanonymised ePRFs s strictly prohibited. Web viewer
allows a member of staff, with the required access rights, to print
an anonymised copy of an ePRF. Unauthorised copying is deemed
a breach of confidentiality and a disciplinary offence (as per the
NIAS Disciplinary Procedure). Accessto ePRFswill be monitored
as will any unauthorised printing.

297



15.3 Photocopying unanonymised paper PRFs s strictly prohibited.
Unauthorised copying is deemed a breach of confidentiality and a
disciplinary offence (as per the NIAS Disciplinary Procedure).
Copies of these records can be requested in writing from the
Clinical Audit Department using the recognised request form CL3.

16. Disclosure and Transfer of Records

16.1 Thedisclosure, or non-disclosure, and transfer of
information/clinical records is subjectto legislation. Reference
should be made to the following:

e All information — Information Disclosure and Transfer Policy/
Information Sharing Policy
Personal information — Data Protection Policy

¢ Non-personal information — Freedom of Information Policy and
Procedure

e Specificinformation — Code of Conduct for Confidentiality

17. Storage and Retention of Records

17.1 Toensure compliance with this policy, each department should
have in place an effective records management system. This
should cover filing, archiving and disposal and should enable staff
to access records, archive when necessary and ultimately dispose
of them (in line with the Retention and Disposal of Information
Schedule). It is essential that records are easily accessible (both
Computerised and manual) for the purposes of access requests
under Data Protection legislation and the Freedom of Information
Act 2000.

17.2 Records should be stored securely, when not in use, in lockable
desk drawers, cabinets or safes within a locked room. The
accommodation should comply with health and safety
requirements have proper environmental controls and adequate
protection against fire, flood and theft. Please refer to the IM&T
Security Policy for further information.

17.3 Retention periods for records are detailed in the Retention and
Disposal of Information Schedule. The schedule takes account of
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17.4

17.5

17.6

18.

18.1

18.2

18.3

the retention periods as detailed in the Records Management
Code of Practice for Health and Social Care 2016.

Patient Report Forms (PRFs), once scanned, will be destroyed
securely by cross shredding. Scanned images will be copied on to
virtual WORM (Write Once Read Many) media. This ensures that
the information contained cannot be altered. These images will be
backed up on a monthly basis. Retention of these records will be
in accordance with the Retention and Disposal of Information
Schedule. Reference should also be made to the NIAS “Clinical
Record Keeping Policy’

Back-up Tapes - NIAS IT information systems will be backed up
daily and stored on-site in a secure access controlled safe.
Monthly back-ups will be undertaken, and the tapes storedin a
secure safe off-site, but still on NIAS premises. Retention of the
records contained on the tapes will be retained in accordance with
the Retention and Disposal of Information Schedule.

Additional Guidance

e Theminimum retention periods should be calculated from the
beginning of the year after the last date on the record

e The provisions of Data Protection legislation must be complied
with

e Once the appropriate minimum period has expired, the need
to retain records further for local use should be reviewed
periodically. Local business requirements/instructions must be
considered before activating retention periods as detailed in
the Retention and Disposal of Information Schedule.

Archiving Paper Records

Records destined for archiving must be done so in accordance
with the NIAS Archiving Procedure.

The archiving process will be managed by the Corporate Services
Manager, who will oversee the archive and retrieval of paper
records.

The archive process will be fully auditable.
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19.

19.1

19.2

19.3

20.

20.1

20.2

20.3

20.4

Retrieval of Records

Retained records must be created and stored in a manner that
allows for ease of retrieval whilst ensuring the records remain
secure.

A tracking system should be in place for all paper records, and
electronic systems should have audit facilities.

PRFs will be scanned into a Clinical Audit system with a unique
identifier automatically allocated.

Rules on Disposal

Disposal does not necessarily mean destruction. For example, a
record considered to have historical value may be disposed of by
storing it at an off-site archival facility.

As most HSC records, including administrative ones, contain
sensitive or confidential information, those that are destroyed must
have their confidentiality safeguarded. Therefore, the method
used to dispose of the records must be fully effective in securing
their illegibility. Further guidance can be obtained from the
Corporate Services Manager.

PRFs - PRFs retained in paper format will be destroyed by
shredding once their retention period has passed. The shreddings
are then to be disposed of in a confidential waste sack.
Confidential waste boxes should not be used to dispose of these
records unless the record has been shredded first. Those that
have been scanned to non-re-writable media will be destroyed by
shredding once the scanning and save process has been
completed.

NB Clinical Audit use Canon confidential waste sacks whereby
records do not require pre-shredding.

Identifiable and Confidential Information - Records containing
sensitive personal details e.g. medical, should be disposed of by
shredding. Information considered able to identify its subject, both
patientand staff, should be disposed of by using the confidential
waste bins (situated at some NIAS sites) or confidential waste
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20.5

20.6

20.7

20.8

20.9

21.

21.1

21.2

sacks. Likewise, non-personal information consideredto be
confidential must be disposed of in this way.

Non-ldentifiable and Non-Confidential Information - Paper records
containing no person identifiable information or that is considered
to contain no confidential non-personal information can be
disposed of in the paper recycling bins situated at some NIAS
sites, or in the everyday waste bins.

Information held on Computer Hard Disks - Information held on the
hard disk of a computer must be disposed of by an approved
specialistcompany. A confidentiality agreement must be signed
by the destruction company and a ‘certificate of proof of
destruction’ obtained on completion of the ‘cleaning’ of the
computer equipment.

Note — the destruction of any computer hardware can only be
authorised by the IM&T Department.

CCTV Images - Guidance on the overwriting of CCTVtapes can
be found in the NIAS Policy on the Use of CCTV Systems.

Internet and Intranet - Information on the NIAS Internet and
Intranet is also covered by this policy and documents retained on
these media should be disposed of in accordance with the
Retention and Disposal of Information Schedule.

Any queriesin relation to retention periods or disposal methods
should be directed to the Corporate Services Manager.

Freedom of Information Requests

If a record due for destructionis knownto be the subject of an
information request, destruction should be delayed until disclosure
has taken place. However, if NIAS has decided not to release the
information, the record should be retained until any resultant
complaint and/or appeal has been concluded.

If a record has been accidentally destroyed, priorto its
recommended disposal date, the individual concerned should be
offered advice on this policy and records management procedures.
If it is found that records have been destroyed inappropriately,
unlawfully or maliciously, disciplinary action may be initiated.
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21.3

22.

22.1

22.2

22.3

22.4

22.5

22.6

22.7

Should the destroyed information become the subjectof a
Freedom of Information request the applicant should be advised of
the complaints procedure to follow.

Additional Assurances

The creation of clinical records will be done so in accordance with
the Clinical Record Keeping Policy

An appropriately trained individual will have specific responsibility
for the ILM function.

Everyone handling information will be appropriately trained to do
so in accordance with legal requirements and national guidance.
All NIAS staff must comply with the essential training matrix
requirementin connection with the training and education on IG,
including Records Management. Training will be included within
the Essential Education programme and in the Induction training
for new starters.

It is important that everyone is aware of the need to manage their
information in accordance with relevant legislation, NIAS policies
and HSC guidelines. NIAS publications will be used to embed the
policies, procedures etc.

Standard version control will be used on all policy and procedure
documents.

All staff have been provided with or have accessto a copy of the
‘Confidentiality and Security Handbook’

Everyone creating records is aware of the standards expected.

23 Consultation

23.1

This policy will be presented to the Information Governance Group
for consultation. The group has delegated authority to approve
this document.

24 Monitoring Compliance and Effectiveness of the Policy
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24.1 The Head of IG and DPO will monitor the implementation of this
policy, and take an assurance reportto the IG Group. Thisreport
will be sent on an annual basis. However, if the ongoing
monitoring of this policy shows that there are significant
implications for the implementation of this policy, then it will be
sent to the group sooner.
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Plan for Dissemination of Procedural Document

Appendix 1

Title of Information Lifecycle Management Policy
document:

Version 1.0 Dissemination Tracy Avery,
Number: lead: Head of IG and

Print name, title

grewrcr)]usm No and contact
ocument details
already being
used?

_ Essential
Reading Reading All staff
Categories

Awarenessfor

Listwhich Reference All staff
documentusers A Purposes
fall withineach | Awarenessto
category inform staff/ All staff

other
stakeholders

Who does the

Data Protection
Officer,
Tracy.avery@NI
AS.hscni.net

ggggrpoegé Staff have a responsibility to ensure that any
disseminated information is appropriately managed from creation
to? to disposal in accordance with the relevant

legislation.

Proposed methods of

dissemination: ¢ Information cascade by managers
e Notification via articles in bulletins

Including who will
disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
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Departmental/Team
meetings

e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for The Information Lifecycle Management Policy

inclusion on the | provides staff with the detail and guidance required

Class Publishing | on how to manage information from creation of a

Applications record through to its ultimate disposal in

system accordance with legislation and national
requirements.

Note: Following approval of procedural documentsitisimperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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INFORMATION RISK MANAGEMENT POLICY

Links

The following documents are closely associated with this policy:

e Data Protection legislation

e Freedom of Information Act 2000

e Health Records Act 1990

e Information and Information Governance Strategy
¢ Information Governance Policy

e Risk Management Policy

e Information Asset Policy
e Information Asset Owners and Administrators Handbook

Document Director of Planning, Performance and Corporate
Owner: Services

Document Lead: | Head of Information Governance

Document Type: | Information Governance Policy

For useby: All staff

This documenthas been published on the:

Name

Date

SharePoint (Information Section)

Intranet
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1. Introduction

1.1

1.2

1.3

2.1

2.2

2.3

2.4

Northern Ireland Ambulance Service HSC Trust (NIAS) is
committed to handling personal and non-personal information
efficiently, securely, effectively and in accordance with relevant
legislation, with the objective of delivering the best possible care
and service. Information Governance (IG) gives assurances that
we will uphold this commitment.

NIAS has approved the introduction and embedding of information
risk management into approval processes and business functions.
This reflects the high level of importance placed upon minimising
information risk and safeguarding the interests of patients, staff
and NIAS itself.

Information risk is inherentin all functions undertaken by NIAS and
everyone working for them continuously manages this risk. It is
widely accepted that the aim of information risk is not to eliminate
risk, but rather to provide a structural means to identify, prioritise
and manage these risks.

. Objectives

Tomanage the information risks identified through day to day
functions, approval, change and review processes and audit
programmes.

To protect NIAS, its patients and staff from information risks that
may have a significant consequence or likelihood of occurrence.

To provide a consistent risk management framework whereby
information risks can be identified and addressed in approval,
change, review and audit processes.

To meet legal or statutory requirements

2.5 Toassistin safeguarding NIAS’s information assets
3. Scope
3.1 This policy covers all aspects of information within NIAS including:
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Patient information
e Staff information
¢ Organisational information

3.2 All types of information are covered by this policy, including:

e Paper structured records
e Electronic structured records

3.3 Thispolicy covers all systems utilised by NIAS, and the information
contained within.

3.4 Thispolicy appliesto all employees of NIAS, including permanent,
temporary, voluntary and contract staff, who may come into
contact with information.

4. Definitions

4.1 Risk

4.1.1 The chance of something going wrong; that danger, injury or
damage will occur. Uncertainty of outcome, whether positive
opportunity or negative threat.

4.2 Consequence

4.2.1 The outcome of an eventor situation, being a loss, injury,
disadvantage or gain. There may be a range of possible outcomes
associated with an event.

4.3 Likelihood

4.3.1 A qualitative description for probability or frequency

4.4 Risk Assessment

4.4.1 The evaluation of risk with regard to the impact if the risk is
realised and the likelihood of the risk being realised.

4.5 Risk Management
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4.5.1 All the processes involved in identifying, assessing and judging
risks, assigning ownership, taking actions to mitigate or anticipate
them, and monitoring and reviewing progress.

4.6 Information Asset

4.6.1 An identifiable and definable asset which is ‘valuable’ to the
business.

4.7 Data Protectionlegislation

4.7.1 Legislation including, but not limited to, the General Data
Protection Regulation 2016 and Data Protection Act 2018

5. Responsibilities
5.1 Chief ExecutiveOfficer

5.1.1 The Chief Executive Officer is the Accounting Officer of NIAS and
has overall accountability and responsibility for IG.

5.2 SeniorInformation Risk Owner (SIRO)

5.2.1 The Senior Information Risk Owner (SIRO) will oversee the
development of the Information Risk Policy and Strategy and take
ownership of the risk assessment process for information risk. The

SIRO is the Director of Planning, Performance and Corporate
Services.

5.3 Head of Information Governance (IG)

5.3.1 The Head of Information Governance (IG) will manage the day to
day IG agenda and provide assurance to the Board on
compliance.

5.4 DataProtection Officer

5.4.1 The Data Protection Officer (DPO) will ensure NIAS can
demonstrate its compliance with Data Protection legislation

5.5 Information Asset Owners (IAO)
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5.5.1 Information Asset Owners (IAO) are directly accountable to the
SIRO and will provide assurance that information risk is being
managed for their assigned information assets through quarterly
assessments.

5.6 Information Asset Administrators (IAA)

5.6.1 Information Asset Administrators (IAA) will assistthe IAOs and
have day to day responsibility for the management of information
risks for their assigned information asset.

5.7 All staff

5.7.1 All staff will have a responsibility to comply with legislation and
guidance relating to IG and identify and report any risks or areas of
concern.

6. Role Description and Requirements

6.1 The NIAS Director of Planning, Performance and Corporate
Services has been assigned the role of SIRO. The SIRO is
responsible for overseeing the development of the Information
Risk Management Policy.

The SIRO will take ownership of the risk assessment process for
information risk, including review of the annual information risk
assessmentto supportand inform the Statement of Internal
Control.

The SIRO will review and agree action in respect of identified
information risks.

The SIRO will provide a focal point for the resolution and/or
discussion of information risk issues

The SIRO will ensure the NIAS Board is adequately briefed on
information risk matters.

6.2 An IAO will be identified for each information asset.
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6.3

6.4

6.5

7.

The Cabinet Office ‘Guidance on the IAO Role’ identifies that, in
order to meet the requirement of the Security Policy Framework,
IAOs will:

e Lead and foster a culture that values, protects and uses
information for the public good

¢ Know whatinformation the asset holds, and what enters and
leaves it and why

e Know who has access and why, and ensure their use of the
asset is monitored

e Understand and address the risks to the asset, and provide
assurance to the SIRO

e Ensurethe asset is fully used for the public good, including
responding to access requests

Providing assurance to the SIRO on the security and use of the
asset will be via the IG Group at least annually.

One or more 1AAs will be identified for each information asset.
The IAAs will ensure that the policies and procedures relevantto
their asset are followed.

The IAA will report any potential or actual security incidents or
breaches.

The Head of IG will develop the Information Risk Management
Policy.

The Head of IG will monitor and maintain the IG risk register and
provide reports to the IG Group on risks identified and actions
taken and provide assurance to the SIRO that these have been
assessed and addressed appropriately.

The Information Security Manager will work closely with the IM&T
infrastructure team to ensure that all information assets are
protected through technical solutions e.g. virus protection,
firewalls, encryption etc. The Information Security Manager will
also support the Business Continuity function thereby ensuring
continuity of service.

Information Governance Risk Register
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7.1

7.2

8.

8.1

8.2

8.3

8.4

8.5

8.6

9.

9.1

9.2

10.

A dedicatedrisk register is used to log, assess and manage
information risks. This will be managed by the Head of IG. The
Finance and Performance Committee will receive assurance on
the management of the identified risks.

A risk matrix is used to assessthe level of risk. The matrix can be
found in the Risk Management Policy.

Information Assets

Although likely to include computer systems and network hardware
and software, an information assetis not limited to technical
solutions. Other categories of information asset could include:

Information - Includes: Database, system documents and
procedures, paper records etc.

Software — Includes: Application programs, system development
tools and utilities

Physical — Includes: Infrastructure, equipment, furniture etc.

Services — Includes: Computing and communications, heating,
lighting, power, air conditioning used for data processing

People — Includes: Qualifications, skills and experience in use of
information systems

Intangibles — Includes: Public confidence in NIAS’s ability to
ensure the confidentiality, integrity and availability of personal data

Information Asset Register

NIAS will maintain an up to date information asset register, to
include the details of the IAO and IAAs for each.

The information asset register should link all the relevant
components as listed in section 8 thereby giving a complete
picture of each asset, its owner, policies etc.

Information Asset Audits
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10.1

Information assets will undergo regular audits to ensure they are
compliant with IG arrangements and to minimise risk. Information
will be gathered via templates and results reported to the IG
Group.

11. Information Risk Assessment and Management Programme

111

11.2

11.3

11.4

11.5

11.6

11.7

11.8

Information risks can be identified by any member of staff.
However, IAOs and IAAs will have responsibility for identifying
risks within their ‘own’ information asset.

Information risks are included within the IG risk register. Reports
are providedto the IG Group (bi-monthly) on the current status of
these risks. Theirlevel of risk will be assessed and agreed by the
SIRO.

The Finance and Performance Committee receives a report from
the SIRO on the risks within the IG risk register.

Information risks that are identified as having a greater impact on
NIAS, as a whole, will be escalated to the corporate risk register.

Spot check security audits are undertaken by the Information
Security Manager, with support from the Head of IM&T to ensure
the following:

the integrity of the informationis upheld
access controls are in operation for electronic files

The results of the spot check audits are presented to the
Information Security Group to provide assurance around the level
of security for information and information assets.

Information security concerns and issues are reported to the
Information Security Group

The Head of IG will work closely with the IAOs to ensure that the
information assets remain compliant with IG requirements.

12. Training
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12.1 The SIRO is required to complete information risk management
training on an annual basis.

12.2 ThelAOs, IAAs and Head of IG should complete information risk
management training regularly

13. Consultation

13.1 Thispolicy will be presentedto the IG Group for consultation.
The Group has delegated authority to approve this document

15. References

‘Guidance on the IAO Role’ (Cabinet Office, 2013) available from
https://www.gov.uk/government/uploads/system/uploads/attachme
nt data/file/365742/Guidance on the IAO Role.pdf

16. Monitoring Compliance and Effectiveness of the Policy

16.1 The Head of IG will monitor the implementation of this policy, and
take an assurance reportto the IG Group. Thisreportwill be sent
on an annual basis.

16.2 In addition, monitoring reports will be presentedto the IG Group to
advise on currentand new information risks identified.
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Proposed methods of _
dissemination: e Information cascade by managers

e Notification via articlesin bulletins

Including who will ) _
e Posting on the intranet

disseminate and when

Some examples of methods
of disseminating information
on procedural documents
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INFORMATION SHARING POLICY

Links
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ICO: Data Sharing Code of Practice (May 2011)
Complaints Policy

Research, Management and Governance Policy
Induction Policy
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1. Introduction

1.1.

1.2.

1.3.

1.4.

2.1

2.2

2.3

2.4

2.5

Northern Ireland Ambulance Service HSC Trust (NIAS) recognises
the importance of sharing information for the purposes of direct
care, if it is in the vital interests of the patient or if statute dictates.
However, NIAS is also mindful of its responsibilities with regards to
complying with relevant legislation and national guidance.

This policy links closely to the Information Commissioner’s ‘Data
Sharing Code of Practice’ (May 2011), and good practice taken
from this document has been included.

This policy will ensure that information sharing is undertaken in
accordance with the law.

This policy should be read in conjunction with the Information
Disclosure and Transfer Policy to ensure that information is shared
in a secure manner.

Objectives

The key objectives of this policy are:

To provide assurance to the Board that NIAS has a managed
information sharing process in place.

To minimise the risks associated with the incorrect or unlawful
sharing of information.

Toensure that NIAS meets its statutory obligations with regard to
the sharing of information.

To set out the responsibilities of NIAS staff with regard to
information sharing.

To ensure that flows of personal confidential data (PCD) are
underpinned by a legal basis

3. Scope

3.1

This policy covers all types of information within NIAS including:

e Patientinformation
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3.2

3.3

4.1

4.2

4.3

4.4

4.5

4.6

e Staff information
e Organisational information
e Statistical information

Information sharing is covered in the Information Governance (IG)
agenda, responsibility for which is contained within the remit of the
Head of IG and Data Protection Officer (DPO) and overseen by the
Director of Strategy and Transformation. However, complying with
the requirements of this policy is an organisation wide
responsibility.

This policy applies to all NIAS employees, including permanent,
temporary, voluntary and contract staff, who come into contact with
personal and non-personal information.

Definitions

Information Sharing: The disclosure of information from one
organisation to another third-party organisation, or the sharing of
information between different parts of an organisation.

Systematic Information Sharing:routine sharing of data sets
between organisations for an agreed purpose

Ad hoc or ‘one off’ Information Sharing: Sharing of information
not covered by an information sharing agreement.

Information Governance: Provides assurance that information,
both personal and non-personal, is processed and managed in
accordance with relevant guidance and legislation.

Freedom of Information Act 2000: Provides the legal basis for
responding to requests for non-personal information held by Public
Authorities.

Data Protection Legislation:Legislation including, but not limited
to, the General Data Protection Regulation (GDPR) 2016 and Data
Protection Act 2018, which provides the legal basis for the
processing of and accessto personal information of living
individuals.
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4.7 Data Security and Protection Toolkit: Provides assurance ata
national level that NIAS is complying with pre-set requirements
(further detail in section 9.0)

4.8 Human Rights Act 1998; Provides the legal basis for ensuring
specified human rights are respected.

4.9 Consent: ‘Any freely given specific, informed and unambiguous
indication of the data subject’s wishes by which he or she, by a
statement or by a clear affirmative action, signifies agreementto
the processing of personal data relating to him or her.” (GDPR)

4.10 Data ProtectionImpact Assessment: A processto help you
identify and minimise the data protection risks of a project.

5. Responsibilities

5.1 TheChief Executive Officer isthe NIAS Accounting Officer and
has overall accountability and responsibility for 1G.

5.2 The SeniorInformation Risk Owner (SIRO) will oversee the
development of the Information Risk Policy and Strategy and take
ownership of the risk assessment process for information risk.

5.3 TheCaldicott Guardian will act as the ‘guardian’ of patient
identifiable information and will oversee the use and sharing of
patientinformation.

5.4 TheHead of Information Governance and Data Protection
Officer willmanage the day to day IG agenda, including
information sharing and provide assurance to the Board on
compliance with the Data Security and Protection Toolkit (DSPT).

5.5 The mandatory role of Data Protection Officer will ensure NIAS
can demonstrate its compliance with Data Protection legislation

5.6 Thelnformation Governance and Compliance Manager will
manage requests for information, both personal and non-personal,
and provide assurance to the Head of IG and DPO that legislation
is being complied with.

5.7 Information Asset Owners (IAO) are directly accountable to the
SIRO and will provide assurance, via the self-assessment
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5.8

5.9

6.1

6.2

7.1

7.2

8.

8.1

checklist, that information risk is being managed for their assigned
information assets, including ensuring information sharing is
appropriate. Assurance will be given at the IG Group.

Information Asset Administrators (IAA) will assistthe IAOs and
have day to day responsibility for the management of information
risks for their assigned information asset, including ensuring
information sharing is appropriate.

All staff have a responsibility to comply with legislation and
guidance relating to information sharing and identify and reportany
risks, non-compliance or areas of concern.

The Information Commissioner’s Data Sharing Code of
Practice (May 2011)

The code was developed by the Information Commissioner and
explains how Data Protection legislation applies to the sharing of
personal data. It also provides good practice advice to assist
organisations when considering sharing information.

The Information Commissioner published the code under section
52 of the Data Protection Act 1998, however, its application and
principles still apply to current Data Protection legislation.

Data Sharing and the Law

Before sharing any personal data, it is importantto consider all the
legal implications, and to identify and document the legal basis for
doing so. As well as the requirements of the Data Protection
legislation, there may be other considerations to take account of,
e.g. copyrightrestrictions or a duty of confidentiality.

The Human Rights Act 1998, Article 8, gives everyone the right to
respectfor his private and family life, his home and
correspondence. This has particular relevance to the sharing of
personal data.

Factors to Consider before Sharing

There are several factors to consider before entering into any
information sharing in order to assess the objective and any
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8.2

8.3

8.4

9.1

10.

potential benefits or risks of deciding to share the information or
not:

What is the sharing meant to achieve?

What information needs to be shared?

Who requires access to the shared personal information?
How will the information be shared?

What is the legal basis for sharing? (if PCD)

What, if any, risks does sharing the information pose?
Could the objective be achieved without sharing personal
information?

o Will any of the information being shared be transferred to an
area without adequate Data Protection legislation?

Consideration should be givento whether a Data Protection
Impact Assessment (DPIA) is required. Thiswould need to be
completed if the sharing is likely to result in a high risk to
individuals. Further guidance can be found in the Information
Commissioner’s guidance and in the NIAS Data Protection Impact
Assessment Policy and Procedure

Before sharing information, refer to the checklists found in
Appendix 2 (Systematic Data Sharing) and Appendix 3 (one off
requests).

A data sharing flow chart can be found in Appendix 4

Information Sharing for Direct Care

The Information Governance Review 2013 (aka Caldicott 2)
identified an additional principle: ‘The duty to share information can

be as important as the duty to protect patient confidentiality’

Consent

10.1 Consentis one of the conditions for processing within the Data

Protection legislation which allows for the legitimate sharing of
personal information. Whilst consentwill provide a basis for
sharing information, it is recognised that this is not always
achievable or desirable. There are a number of other conditions
for processing that should be looked at before opting for consent.
Reference should be made to the Data Protection Policy.
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10.2 Due to the following considerations, relying on consent as the legal
basis for processing can prove difficult.

. Consent means offering individuals real choice and control

o Consentrequires a positive and recorded opt-in

o Explicit consentrequires a very clear statement as to what the
individual is consenting to and who their information may be
shared with

o Consentshould be made easy to withdraw

11. Fair Processing Notices

11.1 Data Protection legislation requires that individuals are informed of
the reasons why their personal information may be processed.
Specifically, it says that the information you provide to people
about how you process their personal data must be:

e Concise, transparent, intelligible and easily accessible

e Writtenin clear and plain language, particularly if addressed to a
child

e Free of charge

11.2 Fair Processing Notices (FPNs) must contain information including
details about what information is processed, for what purpose and
who it may be shared with. Please refer to the Data Protection
Policy for a comprehensive list of requirements.

11.3 Whenever possible, individuals should be informed about how their
information could be shared at the point it is collected. It is
accepted that it not feasible to provide this information to
emergency patients. However, FPNs should be made available to
the public via the website and other means considered suitable.

12. Security

12.1 GDPR Article 5 1(f) states: ‘personal data shall be processedina
manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing
and againstaccidental loss, destruction or damage, using
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12.2

appropriate technical or organisational measures (‘integrity and
confidentiality’).’

In order to support good practice, the following measures should
be taken in respect of information being shared with others and
information others are sharing with NIAS:

13.

Review what information is being shared with other
organisations to ensure that there is an appropriate sharing
agreement or a statutory obligation in place.

Regular information mapping exercises will be conducted to
establish information flows both to and from NIAS and to
show the legal basis for any flows involving PCD. 1AOs will
be involved in this process.

‘Need to know’ principles need to apply — as per Caldicott2 —
to ensure only those requiring legitimate access are given
this. Access controls should be in place for all information
assets.

Abide by the Safe Haven Policy and Information Disclosure
and Transfer Policy when deciding on a method of
disclosure.

Data Sharing Agreements

13.1 Data sharing agreements (DSAs) should include details of the
following:

13.2

The purpose(s) of the sharing

The legal basis for sharing

The potential recipients of the information
The data to be shared

Data quality

Data security

Method of sharing

Retention period of the shared information
Individuals rights — in particular subject access requests
Termination of the agreement

Sanctions for failure to comply

Information sharing agreements will be monitored and reviewed
annually by the Head of IG and DPO.
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14. Right of Access by the Data Subject

14.1 Individuals have the right of access to their personal information
held by an organisation. Thisrightcan also be used by a third
party if they are acting on behalf of the individual (with their written
consentor alegal power of attorney) or if they are the parent or
legal guardian of a minor.

14.2 Further guidance on Subject Access Requests can be found in the
Data Protection Rights Policy and Procedure.

15. Specific Information Sharing

15.1 Thefollowing are a number of specific situations whereby personal
information may be shared in accordance with Data Protection
legislation:

Right of Access by the Data Subject— see section 14.0
Requests from the Police — allowed under the crime and
taxation exemption in the Data Protection legislation.
Requests must be made on the official police Data Protection
form and signed by a senior officer.

¢ Requests from Solicitors (non-claims) — allowed if the subject
of the information has provided written consent

¢ Requests from Solicitors (claims) — are allowed under Article
6 of the GDPR as follows:
(c) Legal obligation: processing is necessary for you to
comply with the law.

¢ Information can be sharedif there is a suspected child
safeguarding issue — allowed under the Children Act 2004

¢ Information can be sharedif there is a suspectedrisk to
someone’s life as follows:
(d) Vital interests: the processing is necessary to protect
someone’s life

There is other legislation that allows for the sharing of PCD.
Examples can be found in Appendix 5. The Head of IG and DPO
should be consulted if unsure as to whether to share or not.

16. Issuesto Avoid
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16.1 The following practices must be avoided as they could lead to
regulatory action being taken (see section 17.0):

17.

Not informing individuals you intend to share their personal
data as you think they may object.

Sharing information that is excessive or not relevant to the
purpose for which the information is being shared.

Sharing personal information when there is no need to do so
e.g. when anonymised statistical information is sufficient.
Not taking reasonable steps to ensure that the information is
accurate before it is shared.

Using an incompatible method of sharing the information,
possibly resulting in a loss or degradation of the information
Having inappropriate or inadequate security measuresin
place.

Information Commissioner’s Powers and Penalties

17.1 The Information Commissioner (ICO) has several powers and
penalties it can impose on organisations who do not comply with
Data Protection legislation:

18.

Information Notice: this requires the organisation to provide
the ICO within specific information within a specified period
of time

Audits: The ICO can conduct unannounced audits
Enforcement Notice: This compels an organisation to take
the action specified in the notice to bring about compliance
with Data Protection. Failure to comply with an Enforcement
Notice can be a criminal offence.

Monetary Penalty Notice: The ICO has the power to impose
a monetary penalty of a maximum of either €10,000,000 (2%
of annual turnover) or €20,000,000 (4% of annual turnover)
dependent on the level of non-compliance / breach. Details
of the infringements can be found in the Data Protection
Policy

Caldicott Function

18.1 The Caldicottfunctionis overseen by the Caldicott Guardian. The
Caldicott Guardian for NIAS is the Medical Director.
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18.2

The key responsibilities of the Caldicott function are to:

o Supportthe Caldicott Guardian

o Ensure the confidentiality and Data Protection work

programmes are implemented and monitored

o Ensure that staff are aware of their responsibilities through

policy, procedure and training

o Provide routine reports to the Information Assurance Group

19.

19.1

on confidentiality and Data Protection issues or areas of
concern

Training
IG is included in the NIAS induction programme. Training can also

be requested at the discretion of a manager, or by an individual
wanting personal development.

19.2 In addition, IG training is included within the essential education

19.3

20.

20.1

21.

mandatory training programme which all staff are required to
undergo on an annual basis. Thetraining is provided via the
national training tool available on the HSC Digital hub. In addition,
a hardcopy workbook is available for staff with limited access to
the online material. Completion of this training is monitored by the
Head of IG and DPO.

Further guidance and information relating to IG issues will be
distributed periodically via various media including NIAS
newsletters.

Consultation

This policy has been presented to the IG Group for consultation.
The Group has delegated authority to approve this document.

References

Information Commissioner’s Office Data Sharing Code of Practice
(2011) available from:
http://www.ico.org.uk/for_organisations/data protection/topic_quid
es/data_sharing
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http://www.ico.org.uk/for_organisations/data_protection/topic_guides/data_sharing
http://www.ico.org.uk/for_organisations/data_protection/topic_guides/data_sharing

Information Commissioner’s Guide to Data Protection Impact
Assessments:
https://ico.org.uk/for-organisations/qguide-to-data-protection/guide-
to-the-general-data-protection-requlation-gdpr/data-protection-
Impact-assessments-dpias/

22. Monitoring Compliance and Effectiveness of this Policy

22.1 The Head of IG and DPO will monitor the implementation of this
policy, including the minimum requirements for the DSP Toolkit,
and take an assurance report to the IG Group. Thisreportwill be
sent on an annual basis. However, if the on-going monitoring of
this policy shows that there are significantimplications for the
implementation of this policy, then it will be sent to the group
sooner.
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Appendix 1

Plan for Dissemination of Procedural Document

Title of Information Sharing Policy

document:

Version 1.0 Dissemination Tracy Avery,

Number: lead: Head of IG and
: . Data Protection

Previous No gglgzgﬁgi’tmle Officer,

document details Tracy.Avery@n

already being ias.hscni.net

used?

: Essential
Reading Reading Al staff
Categories
Awarenessfor
Listwhich Reference All staff

documentusers A Purposes

fall withineach | Awarenessto

category inform staff/ All staff
other
stakeholders

Who doesthe

ggglérpoegé Staff have a responsibility to ensure that any
disseminated requests to share information are handledin
to? accordance with the relevant legislation.

Proposed methods of _
dissemination: e Information cascade by managers

e Notification via articlesin bulletins

Including who will e Posting on the intranet

disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
Departmental/Team
meetings
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e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for The Information Sharing Policy provides staff with
inclusion on the | the detail and guidance required on how to handle
Class Publishing | requests to share information in accordance with
Applications legislation and national requirements.

system

Note: Following approval of procedural documents itis imperative that all
employees or other stakeholders who will be affected by the document
are proactively informed and made aware of any changesin practice
that will result.
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Appendix 2

Data Sharing Checklist = Systematic Data Sharing

Scenario: You wantto enter into an agreement to share personal data
on an on-going basis

Is the sharing justified?
Key points to consider:

o What is the sharing meant to achieve?

. Have you assessed the potential benefits and risks to individuals
and/or society of sharing or not sharing?

Is the sharing proportionate to the issue you are addressing?
Could the objective be achieved without sharing personal data?
Is there a legal basis to share?

Is a Data Protection Impact Assessment required?

Do you have the powertoshare?
Key points to consider:

o The type of organisation you work for

o Any relevant functions or powers of your organisation

. The nature of the information you have been asked to share (for
example was it givenin confidence?)

. Any legal obligations to share information (for example a statutory
requirement or a court order)

If youdecideto share

It is good practice to have a data sharing agreement in place. As wells
as considering the key points above, your data sharing agreement
should cover the following issues:

. What information needs to be shared

. The organisations that will be involved

. What you need to tell people about the data sharing and how you
will communicate that information

. Measures to ensure adequate security is in place to protectthe
data

. What arrangements need to be in place to provide individuals with
accessto their personal data if they request it

. Agreed common retention periods for the data

. Processesto ensure secure deletion takes place
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Appendix 3

Data Sharing Checklist—one off requests

Scenario: You are asked to share personal data relating to an individual
or ‘one off circumstances

Is the sharing justified?
Key points to consider:

o Do you think you should share the information?

o Have you assessed the potential benefits and risks to individuals
and/or society of sharing or not sharing?

. Do you have concerns that an individual is at risk of serious harm?

. Do you need to consider an exemption in the Data Protection
legislation to share?

o Is there a legal basis to share?

o Has consent been obtained?

. Has a DPIA been completed and approved if required

Do you have the powerto share?
Key points to consider:

o The type of organisation you work for

. Any relevant functions or powers of your organisation

. The nature of the information you have been asked to share (for
example was it givenin confidence?)

o Any legal obligation to share information (for example a statutory
requirement or a court order)

If youdecideto share
Key points to consider:

. What information do you need to share?
- Only share what is necessary
— Distinguish fact from opinion
o How should the information be shared?
- Information must be shared securely
- Ensure you are giving information to the right person
o Consider whether it is appropriate /safe to inform the individual that
you have shared their information

Record your decision
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Record your data sharing decision and your reasoning — whether or not
you shared the information.

If you share information you should record:

What information was shared and for what purpose

Who it was shared with

When it was shared

Your justification for sharing

Whether the information was shared with or without consent
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Information Sharing Flow Chart —deciding the legal basis
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Appendix5

Examples of legislation supporting sharing of PCD

The Children Act 2004

Education Act 2002

Learning and Skills Act 2000

Education (SEN) Regulations 2001

Children Leaving Care Act 2000

Mental Capacity Act 2005

Mental Capacity Act 2005 — Code of Practice
Immigration and Asylum Act 1999

Local Government Act 2000

Criminal Justice Act 2003

Crime and Disorder Act 1998

The Police and Justice Act 2006 and the Crime and Disorder
(Overview and Scrutiny) Regulations 2009

Criminal Justice and Court Service Act 2000

National Health Service Act 2006

The Adoption and Children Act 2002

Localism Act 2011

Welfare Reform Act 2012

The Care Act 2015

Health and Social Care, Safety and Quality, Act 2015

NB — this list is not exhaustive

342



343



RETENTION AND DISPOSAL OF INFORMATION
SCHEDULE

Links

The following documents are closely associated with this document:

Records Management Code of Practice for Health and Social Care
(2016)

Information Lifecycle Management Policy

Data Protection Act 2018

General Data Protection Regulation (2016/679)

Freedom of Information Act 2000

Personal File Management Policy

Document Owner: Director of Planning, Performance and Corporate Services
Document Lead: Head of Information Governance

Document Type: Records Management Policy

For use by: All staff

This document has been published on the:

Name

Date

SharePoint (Information Section)

Intranet
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Version
Control

Document Location
If using a printed version of this document ensure it is the latest published

version.

The latest version can be found on the Trust’s Intranet site.

Version

Date
Approved

Publication
Date

Approved By

Summary of Changes

1.0

Retention and Disposal of
Information Schedule rewrittenin

corporate format.
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1. Introduction

1.1

1.2

1.3

1.4

1.5

1.6

Records are a valuable resource because of the information
contained withinthem. An effective records management
system ensures that information is available:

e to support patient care
to support the day to day business which underpins
delivery of patient care

e to support sound administrative and managerial decision
making

e to meet legal requirements, including accessto
information as laid down in Government legislation

e to assist clinical and financial audits

e to ensure external compliance with awarding bodies

NIAS operates an Information Lifecycle Management Policy,
which advises how information should be processed and
managed.

The destruction of records is an irreversible act that must not
be taken lightly. However, UK General Data Protection
Regulation (UK GDPR) states:

‘Kept in a form which permits identification of data
subjects for no longer thanis necessary for the
purposes for which the personal data are processeqd’

This schedule sets out the minimum retention periods as
approved by the National Archives and as listed in Records
Management Code of Practice for Health and Social Care
2016.

All HSC bodies have a statutory duty to plan for the
safekeeping and eventual disposal of their records.

This schedule should be read in conjunction with the
Information Lifecycle Management Policy

2. Objectives

2.1

The key objectives of this policy are:
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e to ensure that all staff are aware of the importance of
effective records management, including their final
destruction/ disposal

e to ensure the legal obligations of the Data Protection
legislation, the Freedom of Information Act 2000 and other
relevant Acts of Parliament are adhered to regarding the
retention and disposal of records

e to provide a consistent approach to the way records are
retained and disposed of

3. Scope
3.1 Thispolicy appliesto all NIAS employees including

permanent, temporary, voluntary and contract staff, who
access personal and non-personal information.

4. Definitions
4.1 Data Protection Legislation
4.2.1 Legislation including, but not limited to, the General Data
Protection Regulation 2016/679 (GDPR) and Data
Protection Act 2018 (DPA).
5. Responsibilities

5.1 Chief ExecutiveOfficer

5.1.1 The Chief Executive Officer is the Accounting Officer of NIAS
and has overall accountability and responsibility for IG.

5.2 SeniorInformation Risk Owner (SIRO)

5.2.1 The Senior Information Risk Owner (SIRO) will take
ownership of the risk assessment process for information
risk. Thisrole is within the remit of the Director of Strategy
and Transformation.

5.3 Caldicott Guardian

5.3.1 The Caldicott Guardian will act as the ‘guardian’ of patient
identifiable information and will oversee the use and sharing
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5.4

of patient information. This role is within the remit of the
Medical Director.

Head of Information Governance

5.4.1 The Head of Information Governance will manage the day-

5.5

to-day IG agendaand provide assurance to the Board on
compliance.

Data Protection Officer (DPO)

5.5.1 The Data Protection Officer will ensure NIAS can

6.1

6.2

6.3

6.4

6.5

7.1

demonstrate its compliance with Data Protection legislation.
Thisrole is included in the remit of the Head of IG

. Schedule

The minimum retention periods should be calculated from
the beginning of the year after the last date on the record

The provisions of the Data Protection legislation must be
complied with

Once the appropriate minimum period has expired, the need
to retain records further for local use should be reviewed
periodically. Local business requirements/instructions must
be considered before activating retention periods as detailed
in Appendix 2.

It is a legal requirementthat HSC records which have been
selected, as archives should be held in a repository that has
been approved for the purpose by the National Archives.
The document ‘Records Management Code of Practice for
Health and Social Care 2016 contains details on these
recommended repositories.

Schedule — see Appendix 2

. Consultation

This policy will be presented to the Information Governance
Group for consultation. The Group has delegated authority to
approve this document.
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8. References

e Records Management Code of Practice for Health and
Social Care 2016. Available from:
https://digital.HSC.uk/data-and-information/looking-after-
information/data-security-and-information-
governance/codes-of-practice-for-handling-information-in-
health-and-care/records-management-code-of-practice-
for-health-and-social-care-2016

9. Monitoring Compliance and Effectiveness of the Policy

9.1 TheHead of IG will monitor the implementation of this policy,
including the minimum requirements for the DSPT, and take
an assurance report to the IG Group. Thisreportwill be sent
on an annual basis. However, if the ongoing monitoring of
this policy shows that there are significantimplications for the
implementation of this policy, then it will be sent to the Group

sooner.
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APPENDIX1

Plan for Dissemination of Procedural Document

Title of Retention and Disposal of Information Schedule
document:

Version 1.0 Dissemination Tracy Avery,
Number: lead: Head of IG and

Print name, title | D&@ Protection

i Officer,
(Ij(g?:\l/,llr?]uesnt ves and (_:OntaCt tracy.avery@ni
already being details as.hscni.net
used?

. Essential
Reading Reading Al staff
Categories

Awarenessfor
Listwhich Reference All staff
document users | Purposes
fall withineach | Awarenessto
category inform staff/ All staff
other
stakeholders
Whom does All staff may be required to dispose of information
the document | therefore; all need to be aware of the correct
needtobe procedure to follow.
disseminated
to?

Proposed methods of
dissemination:

Including who will
disseminate and when

Some examples of methods
of disseminating information
on procedural documents
include:

¢ Information cascade by
managers

e Communicationvia
Management/
Departmental/Team
meetings

¢ Information cascade by managers
e Notification via articles in bulletins
e Posting on the intranet
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e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for The Retention and Disposal of Information
inclusion on the | Schedule provides staff with the detail and

Class Publishing | guidance required on how and when to retain and /
Applications or dispose of information to ensure that legal
system obligations are adhered to.

Note: Following approval of procedural documents, itis imperative that
all employees or other stakeholderswho will be affected by the
document are proactively informed and made aware of any changesin
practice that will result.
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Record Type Retention Start | Retention | Action at | Notes
Period end of
Retention
Period
Care records with standard retention periods
Adult health Discharge or 8 years Review, Basic health and social care retention period — check for any
records not patient last seen and if no | other involvements that could extend the retention. All must be
covered by any longer reviewed prior to destruction taking into account any serious
other section in needed, incident retentions. This includes medical illustration records
this schedule destroy such as x-rays and scans as wells as video and other formats
Electronic See notes See notes Destroy Where the electronic system has the capacity to destroy records
Patient in line with the retention schedule, and where a metadata stub
Records can remain demonstrating that a record has been destroyed, then
System the code should be followed in the same way for electronic
records as for paper records with a log being kept of the records
destroyed. If the system does not have the capacity, then once
the records have reached the end of their retention periods, they
should be inaccessible to users of the system and upon
decommissioning, the system (along with audit trails) should be
retained for the retention period of the last entry related to the
schedule.
Pharmacy
Information Creation See notes Review HSC England and HSC BSA guidance for controlled drugs can
relating to and if no | be found at:
controlled longer http://www.HSCba.HSC.uk/PrescriptionServices/1120.aspx and
drugs needed, https://www.england.HSC.uk/wp-content/uploads/2013/11/som-
destroy cont-drugs.pdf The Medicines, Ethics and Practice (MEP)

guidance can be found at the link (subscription required)
http://www.rpharms.com/support/mep.asp#new Guidance from
HSC England is that locally held controlled drugs information
should be retained for 7 years.
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HSC BSA will hold primary data for 20 years and then review.
HSC East and South East Specialist Pharmacy Services have
prepared pharmacy records guidance including a specialised
retention schedule for pharmacy. Please see:
http://www.medicinesresources.HSC.uk/en/Communities/HSC/S
PS-E-and-SE-England/Reports-Bulletins/Retention-of-pharmacy-
records/

Event and Transaction Records

Clinical Audit

Creation

5 years

Review
and if no
longer
needed,
destroy

Chaplaincy
Records

Creation

2 years

Review
and
consider
transfer to
a place of
deposit

See also Corporate Retention

Clinical
Protocols

Creation

25 years

Review
and
consider
transfer to
a place of
deposit

Clinical protocols may have archival value. They may also be
routinely captured in clinical governance meetings, which may
form part of the permanent record (see Corporate Records).

Equipment
Maintenance
Logs

Decommissionin
g of the
equipment

11 years

Review
and
consider
transfer to
a place of
deposit
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Inspection of Decommissionin | 11 years Review
Equipment g of equipment and if no
Records longer

needed,

destroy
Telephony Systems & Services (999 phone numbers,111 phone numbers, ambulance, out of hours, single point of contact
centres)
Recorded Creation 3 years Review The period of time cited by the HSC Litigation Authority is 3 years
conversation and if no
which may later longer
be needed for needed,
clinical destroy
negligence
purpose
Recorded Creation Store as a | Review It is advisable to transfer any relevant information into the main
conversation health and if no | record through transcription or summarisation. Call handlers may
which forms record longer perform this task as part of the call. Where it is not possible to
part of the needed, transfer clinical information from the recording to the record the
health record destroy recording must be considered as part of the record and retained

accordingly

The telephony | Creation 1 year Review This is the absolute minimum specified to meet the HSC
systems record and if no | contractual requirement
(not recorded longer
conversations) needed,

destroy
Clinical Trials & Research
Research data | End of research | Not more Review http://tools.jiscinfonet.ac.uk/downloads/bcs-rrs/managing-
sets than 20 and research-records.pdf

years consider

transfer to

place of

deposit
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Research End of research |5 years Review Or details please see:
Ethics and http://www.htra.HSC.uk/resources/research-legislation-and-
Committee’s consider governance/governance-arrangements-for-reseach-ethics-
documentation transfer to | commikttees/
for research place of
proposal deposit Data must be held for sufficient time to allow any questions about
the research to be answered. Depending on the type of
research, the data may not need to be kept once the purpose has
expired. For example, data used for passing an academic exam
may be destroyed once the exam has been passed and there is
no further academic need to hold the data. For research that is
more significant a place of deposit may be interested in holding
the research. It is best practice to consider this at the outset of
research and orphaned personal data can inadvertently cause a
data breach
Research Year to which Before 20 Review
Ethics they relate years and
Committee’s consider
minutes and transfer to
papers place of
deposit
Corporate Governance
Board Creation Before 20 Transfer
meetings years but to a place
as soon as | of deposit
practically
possible
Board Creation May retain | Transfer Although they may contain confidential or sensitive material, they
meetings for 20 to a place | are still a public record and must be transferred at 20 years with
(closed boards) years of deposit | any FOI exemptions noted or duty of confidence indicated.
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Chief Executive | Creation May retain | Transfer This may include emails and correspondence where they are not
records for 20 to a place | already included in the board papers and they are considered to
years of deposit | be of archival interest
Committees Creation Before 20 Transfer
listed in the years bust | to a place
Scheme of as soon as | of deposit
Delegation or practically
that report into possible
the Board and
major projects
Committees / Creation 6 years Review Includes minor meetings/projects and departmental business
Groups / Sub and if no | meetings
committees not longer
listed in the needed,
Scheme of destroy
Delegation
Destruction Destruction of 20 years Consider | The Public Records Act 1958 limits the holding of records to 20
certificates or record or transfer to | years unless there is an instrument issued by the Minister with
Electronic information place of responsibility for administering the Public Records Act 1958. If
metadata deposit records are not excluded by such an instrument they must either
destruction and if no | be transferred to a place of deposit as a public record or
stub or record longer destroyed 20 years after the record has been closed.
of information needed to
held on destroy
destroyed
physical media
Incidents Date of incident | 20 years Review
(serious) and
consider
transfer to
a place of
deposit
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Incidents (not Date of incident | 10 years Review
serious) and if no
longer
needed,
destroy
Non-clinical End of year to 12 years Review
Quiality which the and if no
Assurance assurance longer
Records relates needed,
destroy
Patient Advice | Close of financial | 10 years Review
and Liaison year and if no
Service (PALS) longer
Records needed,
destroy
Policies, Creation Life of Review
strategies and organisatio | and
operating n plus 6 consider
procedures years transfer to
including place of
business plans deposit
Communications
Intranet site Creation 6 years Review
and
consider
transfer to
a place of
deposit
Patient End of use 6 years Review
information and
leaflets consider

transfer to
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a place of
deposit

Press releases
and important

internal

communication

S

Release date

6 years

Review
and
consider
transfer to
a place of
deposit

Press releases may form a significant part of the public record of
an organisation which may need to be retained

Public

consultations

End of
consultation

5 years

Review
and
consider
transfer to
a place of
deposit

Website

Creation

6 years

Review
and
consider
transfer to
a place of
deposit

Staff Records & Occupational Health

Duty roster

Close of financial
year

6 years

Review
and if no
longer
needed,
destroy

Exposure
monitoring
information

Monitoring
ceases

40 years / 5
years from
the date of
the last
entry made
in it

Review
and if no
longer
needed,
destroy

A) Where the record is representative of the personal exposures
of identifiable employees, for at least 40 years or
B) In any other case, for at least 5 years
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Occupational Staff member Keep until Revie and
Health records | leaves 75t if no
birthday or | longer
6 years needed,
after the destroy
staff
member
leaves
whichever
iS sooner
Occupational Staff member Keep until Review
Health report of | leaves 75th and if no
staff member birthday longer
under health needed,
surveillance destroy
Occupational Staff member 50 years Review
Health report of | leaves from the and if no
staff member date of the | longer
under health last entry or | needed,
surveillance until 75t destroy
where they birthday,
have been whichever
subject to is longer
radiation doses
Staff Record Staff member Keep until Create This includes (but is not limited to) evidence of right to work,
leaves 75th staff security checks and recruitment documentation for the successful
birthday summary | candidate including job adverts and application forms. May be
(see notes) | then destroyed 6 years after the staff member leaves or the 75th
review or | birthday, whichever is sooner, if a summary has been made
destroy
the main
file
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Staff Record 6 years after the | 75t Place of Please see Appendix 3 for an example of a Staff Record
summary staff member birthday deposit summary used by an organisation
leaves should be
offered for
continued
retention
or destroy
Timesheets Creation 2 years Review
(original) and if no
record) longer
needed,
destroy
Staff Training Creation See notes Review Records of significant training must be kept until 75% birthday or 6
Records and years after the staff member leaves. It can be difficult to
consider | categorise staff training records as significant as this can depend
transfer to | upon the staff member’s role. The IGA recommends: 1 - Clinical
a place of | training records —to be retained until 75t birthday or 6 years after
deposit the staff member leaves, whichever is the longer, 2 - statutory
and mandatory training records — to be kept for 10 years after
training completed, 3 - Other training records — keep for 6 years
after training completed
Procurement
Contracts End of contract | 6 years Review
sealed or and if no
unsealed longer
needed,
destroy
Contracts — End of contract | 15 years Review
financial and if no
approval files longer
needed,
destroy
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Contracts — When supplier 11 years Review
financial finishes work and if no
approved longer
suppliers needed,
documentation destroy
Tenders End of contract | 6 years Review
(successful) and if no
longer
needed,
destroy
Tenders Award of tender | 6 years Review
(unsuccessful) and if no
longer
needed,
destroy
Estates
Building plans | Completion of Lifetime of | Review Building plans and records of works are potentially of historical
and records of | work the building | and interest and where possible be kept and transferred to a place of
major building or disposal | consider | deposit
works of asset transfer to
plus 6 a place of
years deposit
CCTV See ICO Review ICO code of practice: https://ico.org.uk/media/for-
Code of and if no | organisations/documents/1542/cctv-code-of-practice.pdf
Practice longer The length of retention must be determined by the purpose for
needed, which the CCTV has been deployed. The recorded images will
destroy only be retained long enough for any incident to come to light
(e.g. for a theft to be noticed) and the incident to be investigated
Equipment Completion of 40 years Review
monitoring and | monitoring or and if no
testing and test longer
maintenance
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work where needed,
asbestos is a destroy
factor
Equipment Completion of 10 years Review
monitoring and | monitoring or and if no
testing and test longer
maintenance needed,
work destroy
Inspection End of lifetime of | Lifetime of | Review
reports installation installation
Leases Termination of 12 years Review
lease and if no
longer
needed,
destroy
Minor building Completion of Retain for 6 | Review
works work years and if no
longer
needed,
destroy
Photographic Close of Retain for Consider | The main reason for maintaining photographic collections is for
collections of collection not more transfer to | historical legacy of the running and operation of an organisation.
service than 20 a place of | However, photographs may have subsidiary uses for legal
locations and years deposit enquiries.
events and
activities
Surveys End of lifetime of | Lifetime of | Review
installation or installation | and
building or building | consider
transfer to
place of
deposit
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Finance

Accounts

Close of financial
year

3 years

Review
and if no
longer
needed,
destroy

Includes all associated documentation and records for the
purpose of audit as agreed by auditors

Benefactions

End of financial
year

8 years

Review
and
consider
transfer to
place of
deposit

These may already be in the financial accounts and may be
captured in other records / reports or committee papers. Where
benefactions endowment trust fund / legacies — permanent
retention

Debtor records
cleared

Close of financial
year

2 years

Review
and if no
longer
needed,
destroy

Debtors
records not
cleared

Close of financial
year

6 years

Review
and if no
longer
needed,
destroy

Donations

Close of financial
year

6 years

Review
and if no
longer
needed,
destroy

Expenses

Close of financial
year

6 years

Review
and if no
longer
needed,
destroy
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Final annual
accounts report

Creation

Before 20
years

Transfer
to place of
deposit if
not
transferre
d with the
board
papers

Should be transferred to a place of deposit as soon as practically
possible

Financial
records of
transactions

End of financial
year

6 years

Review
and if no
longer
needed,
destroy

Petty cash

End of financial
year

2 years

Review
and if no
longer
needed,
destroy

Private Finance
Initiative (PFI)
files

End of PFI

Lifetime of
PFI

Review
and
consider
transfer to
place of
deposit

Salaries paid to
staff

Close of financial
year

10 years

Review
and if no
longer
needed,
destroy

Superannuatio
n records

Close of financial
year

10 years

Review
and if no
longer
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needed,
destroy
Legal, Complaints & Information Rights
Complaints Closure of 10 years Review http://www.nationalarchives.gov.uk/documents/information-
case file incident (see and if no management/sched complaints.pdf
notes) longer The incident is not closed until all subsequent processes have
needed, ceased including litigation. The file mustnot be kept on the
destroy patient file. A separate file must always be maintained.
Fraud case file | Case closure 6 years Review
and if no
longer
needed,
destroy
Freedom of Closure of FOI 3 years Review Where redactions have been made it is important to keep a copy
Information request and if no | of the redacted disclosed documents or if not practical to keep a
(FOI) requests longer summary of the redactions
and responses needed,
and any destroy
associated
correspondenc
e
FOI requests Closure of 6 years Review
where there appeal and if no
has been a longer
subsequent needed,
appeal destroy
Industrial Close of financial | 10 years Review Some organisations may record these as part of the staff record
relations year and but in most cases they will form a distinct separate record either
including consider held by the staff member / manager or by the payroll team for
tribunal case transfer to | processing
records a place of
deposit
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Litigation Closure of case | 10 years Review
records and
consider
transfer to
place of
deposit
Patents / End of lifetime of | Lifetime of | Review
trademarks / patent or patent or 6 | and
copyright / termination of years from | consider
intellectual licence / action end of transfer to
property licence / place of
action deposit
Software End of lifetime of | Lifetime of | Review
licences licence software and if no
longer
needed,
destroy
Subject Access | Closure of SAR | 3 years Review
Requests and if no
(SAR) and longer
disclosure needed,
correspondenc destroy
e
SARs where Closure of 6 years Review
there has been | appeal and if no
a subsequent longer
appeal needed,
destroy
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Staff record summary

Where a summary of a staff record is made, it must contain as a minimum:

e A summary of the employment history with dates

e Pension information including eligibility

e Any work-related injury

e Any exposure to asbestos, radiation and other chemicals which may cause
illness in later life

e Professional training history and professional qualifications related to the delivery
of care

e List of buildings where the member of staff worked and the dates worked in each
location

Example of good practice for a staff summary record:

e Name

Previous names
Assignment number

Pay bands

Date of birth

Addresses

Positions held

Start and end dates
Reason for leaving
Building or sites worked at
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Terms of Reference

Title:

Informatics Assurance Group

Date Approved:
Next review:

Reporting to:

The Governance and Audit Committee (Trust Committee)

Accountability:

Purpose:

The IAG (Informatics Assurance Group) is a delegated authority group
accountable to the Governance and Audit Committee.

Its purpose is to supportand drive the Trust wide informatics assurance
agenda, and provide the Trust Board with the assurance that effective

policies and processes are in place within NIAS in relation to the
following discreet specialisms:

e Data Quality and compliance.

¢ Information Governance, including data protection, records
management, Freedom of Information and UK GDPR.

¢ Information security, including cyber security.
¢ Information Management and Technology.

It will consider and approve proposed changes to the technical controls
in place to appropriately secure and manage the Trust's information

Assets, the processing of data via those assets, and review compliance
with national and local requirements relevantto the digital agenda and
reporting requirements.

It will also determine appropriate actions in respect of the Trusts
strategic approach to informatics assurance as outlined in the ‘Caring
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today, planning for tomorrow’ NIAS transformation strategy 2020-2026.
In particular the digital enablers as defined within the strategy.

Manage all risks associated with Information Assets on behalf of NIAS.
Proactively seek to develop and implement cultural awareness if
Information Governance issues within the Trust.

Three sub-groups; the Information Governance Group (IGG), Clinical
Data Group (CDG) and the Information Technology Security Group
(ITSG) will support the IAG. The purpose of these groups is to deal with
the detail of each specialism, allowing the IAG to remain strategically
focused.

Membership

Director of Planning, Performance & Corporate Services, SIRO, Chair
Head of Informatics, Chair of IGG, Deputy Chair of IAG

Assistant Director of IT, Chair of ITSG

Assistant Clinical Director (Paramedicine)

Medical director — Caldicot Guardian

Assistant Director Operations (Control Rooms)

Assistant Director Operations (Areas)

Emergency Planning Manager

Risk Manager

Assistant Director HR

Deputies

Attendance at meetings is mandatory by a member or nominated
deputy.

Deputies should only attend in exceptional circumstances. Deputies
should have a full understanding of the group’s terms of reference and
papers being presented. Deputies shall be expected to make decisions
in accordance with the terms of reference as may be appropriate

Authority

The IAG is authorised to:

¢ Ratify policy, procedure and supporting strategies and action plansin
the area of information management, data quality, information
governance and information security and make recommendations to
Governance and Assurance Committee for agreement/ approval
where required.

e Report compliance in relation to information governance, information
security and data quality to the Governance and Audit Committee.

e Review learning outcomes from specific Informatics assurance
related incidents requiring investigation and to ensure the
implementation of any necessary remedial actions.

e Provide assurance regarding information security matters that may
affect NIAS; note that any matters having an implication for National
Security or that relate to the CNI (Critical National Infrastructure) may
take place in a closed session for the purposes of confidentiality.
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While the group will be updated accordingly, they will not be subject
to full disclosure.

e Ensure that annual returns are identified and submitted within the
agreed timeframes.

e In association with HSCNI, review controls utilised in England and
implement best practice. i.e., DPST (Data Protection & security
Toolkit).

¢ Receive assurance from the IGG regarding compliance in terms of
data quality, FOI, UK GDPR, and aligned information management
issues. Via the IGG, approve any changes to the reporting and
recording of data, and ensure compliance with national and local
requirements for data recording.

e Receive assurance fromthe ITSG Group regarding compliance in
terms of all IT and cyber security matters. Thisincludes currentthreat
assessment, security controls (firewalls etc), patchlevels.

¢ Receive assurance from the CDG Group regarding compliance in
terms of terms of data quality, FOI, UK GDPR, and aligned clinical
data issues.

e Make recommendations for improvements that require out of budget
funding, executive support or policy change.

¢ Receive and approve / reject system accreditation statements.

e Manage all associated information risks and ensure associated
action plans are developed and progressed. Coordinate with Trust
risk register.

e Present meeting minutes to the Governance and Audit Committee.

¢ Bi-Annually provide an assurance report, via the Governance and
Audit Committee to the Trust Board.

Frequency Bi-Monthly, coordinated to provide as timely reporting to the
Governance And Audit Committee as possible.

The sub-groups will meet on a monthly basis.

Standing General items:
Agenda Items

¢ Introductions and Apologies for absence
e Declarations of interest
¢ Minutes of the last meeting
e Action log
Policies and decision making

e Asrequired
Performance monitoring:

¢ Information Governance report
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¢ Information Security report

Clinical Data Report

Caldicott updates and log
Risks

Issues

Records of business / escalations
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Terms of Reference

Title:

Information Governance Group

Date Approved:
Next review:

Reporting to:

The Informatics Assurance Group

Accountability:

Purpose: The IGG (Information Governance Group) is a delegated authority
group accountable to the Governance and Audit Committee.
lts purpose is to support and drive the information management and
information governance agendas and provide the Trust Board with the
assurance that effective policies and processes are in place within NIAS
in relation to these fields.
It will consider and approve proposed changesto the processing of data
and review compliance with national and local requirements relevant to
data processing

Membership Head of Information, Chair of IGG,
Corporate Services Manager
Risk Manager
HR Manager

Authority The IGG may make decisions within the remit set out in these terms of

reference, as specified by the Trust's Scheme of Delegation or as
delegated by the Trust Board.
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Specific areas of responsibility:

e Develop policy, procedure and supporting strategies and action
plans in the area of information management and information
governance for approval by the Governance and Audit Committee

e Report compliance and areas of concern in relation to information
governance to the Governance and Audit Committee

e Make recommendations to Governance and Audit Committee or
other appropriate committee for improvements that require out of
budget funding, executive supportor policy change.

e As required, provide assurance regarding any national IG
submissions

e Manage and reportinternal and external audits relating to
information management and information governance.

e Promote a consistency of approach and share best practice
between departments within NIAS in terms of compliance with
information management and information governance

e Ensure that an appropriate comprehensive information governance
framework and systems are in place throughout NIAS, in line with
national standards and guidelines

e Manage and monitor the information governance policies and
associated strategy and action plans

e Ensure that the NIAS approach to information handling is
communicated effectively to all staff and made available to the
public where appropriate

e Coordinate the activities of staff given information governance
responsibilities including Data Protection, Freedom of Information,
Data Quality and Records Management

e Supportand advise NIAS on the Caldicott and Data Protection
functions and monitor compliance

e Ensure specialistinformation governance training is provided for key
staff including, Senior Information Risk Owner (SIRO), Caldicott
Guardian, Information Asset Owners (IAO) and Information Asset
Administrators (IAA) when required

e Become the focal point for the discussion and resolution of
information governance related issues

e Performthe risk management function acrossthe information
governance agenda

e Receive reports on themes and trends in information governance
related incidents. Ensuring that appropriate mitigating actions are
identified and implemented, and policies / procedure reviews
undertaken where appropriate.
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e Provide a written report to each Governance and Audit Committee
meeting

Frequency Meetings will occur monthly, coordinated to provide as timely reporting
to the Governance and Audit Committee as possible.
Standing Updates from the last meeting

Agenda Items

Review of the Action Log
Security Incident reporting

Policy Review - Policies will be listed on the agenda, including
review dates.

New IT systems

FOIA update/issues

Data Quality update/issues
Data Protection updatefissues
Risks

Record of Business/Escalations Risks
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Terms of Reference

Title:

IT Security Group

Date Approved:
Next review:

Reporting to:

The Informatics Assurance Group

Accountability:

Purpose: The ITSG (Information Technology Security Group) will act as the
management group for NIAS IT Security and provide specialist
adviceto the IAG (Informatics Assurance Group). The ITSG will work
to recognised standards in the identification and management of all
IT security related risks.

Membership Assistant Director of IT, Chair of ITSG
IT Manager
IT Security Manager
IT Network Manager
Risk Manager

Authority The ITSG may make decisions within the remit set out in these terms

of reference, as specified by the Trust’s Scheme of Delegation or as
delegated by the Trust Board.

Specific areas of responsibility:
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Consider all risks and issues impacting IT Security and decide
appropriate course of action

Produce IT security policies and processes aligned to ISO 27001
and present to IAG for approval

Take actions in relation to established policy

Make recommendations to IAG or other appropriate committee
for improvements which require out of budget funding, executive
support or policy change

Consult on IT related policies and procedures

Receive and approve/reject system accreditation statements and
risk assessments.

Manage & monitor IT risks and issues

Receive reports on themes and trends in information security
related incidents ensuring that appropriate mitigating actions are
identified and implemented, and policies / procedure reviews
undertaken where appropriate

As required, provide assurance regarding any national IT
submissions

Manage and report internal and external audits relating to IT
security

Provide documented assurance on IT security controls in
particular:

e Firewalls
e System patch levels
e Anti-virus implementation

Ensure that the NIAS approach to IT Security is communicated
effectively to all staff and made available to the public where
appropriate

Manage security incidents in line with the HSCNI Cyber Security
Incident Response Action Plan

Provide a written report to each IAG meeting

Frequency Meetings will be held on a monthly basis, coordinated to provide as
timely reporting to the IAG as possible.
Standing Updates from the last meeting

Agenda Items

Review of the Action Log
Security Incident reporting

Policy Review - Policies to be listed in the agenda, including
review dates.

New IT systems
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Risks
NIS update
Record of Business/Escalations Risks
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SAFEHAVEN POLICY

Links

The following documents are closely associated with this policy:

e Data Protectionlegislation (see ‘definitions’ section 4)
e Confidentiality Code of Conduct

e Information Governance Review (aka Caldicott 2) 2013
e Freedom of Information Act 2000

e Information Sharing Policy

e |M&T Security Policy

Document Owner:

Director of Planning, Performance and Corporate Services

Document Lead:

Head of Information Governance

Document Type:

Information Governance Policy

For use by:

All staff

This document has been published on the:

Name

Date

SharePoint (Information Section)

Intranet
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Version Control

Document Location

If using a printed version of this document
ensureit is the latest published version.
The latest version is available on the Trust's

Intranet site.
Version Date Publication | Approved | Summary of
Approved | Date By Changes
10 New Policy and
' Procedure for NIAS
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1. Introduction

1.1

1.2

1.3

1.4

1.5

‘Safe Haven'’is a term recognised throughoutthe HSC to
describe the administrative arrangements in place to
safeguard the transfer of patient/personidentifiable and other
confidential information. In effect, a ‘Safe Haven'is
anywhere in the Trust where confidential information can be
held and communicated safely.

Northern Ireland Ambulance Service HSC Trust (NIAS), as
with all HSC organisations, has a duty of confidentiality to
patients, this document aims to supportthis.

This document will detail the procedures for handling
iIncoming and outgoing confidential information through any
of the following means:

= Fax

= Post

= Emall

= Telephone

When transferring personal and confidential information,
adequate safe haven procedures should be in operation at
the receiving point.

The Caldicott Guardian is ultimately accountable for the safe
transfer of patientidentifiable information (PIl). However,
each member of staff has a duty of confidence to patients,
and contracts of employment contain details of their
obligation to maintain this confidentiality.

2. Objectives

2.1

The key objectives of this policy, and the associated

procedure, are:

Toensure that Pll is handled in accordance with the
Caldicott Principles 2013:

e Justify the purpose(s)

e Don’t use personal confidential data unless it is absolutely
necessary
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e Use the minimum necessary personal confidential
information

e Access to personal confidential data should be on strict
need to know basis

e Everyone with accessto personal confidential data should

be aware of their responsibilities

o Comply with the law

e Theduty to share information can be as important as the
duty to protect patient confidentiality

e Toensure that the legal obligations of Data Protection
legislation are adhered to

e Toprovide a consistent approach to the way confidential
information is handled

3. Scope

3.1

This policy and procedure applies to all NIAS employees
including permanent, temporary, voluntary and contract
employees, who have accessto personal and non-personal
information.

4. Definitions

4.1

4.2

4.3

4.4

Patient Identifiable Information

Information that can identify an individual patient
Person ldentifiable Information

Information that can identify an individual.
Confidential Information

Information that when provided was done so in the
expectation that it would be treated in confidence.

Data Protectionlegislation

Legislation, including, but not limited to the UK GDPR and
UK Data Protection Act 2018.
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5. Responsibilities
5.1 Chief ExecutiveOfficer

The Chief Executive Officer is the NIAS accounting officer and
has overall accountability and responsibility for 1G.

5.2 SeniorInformation Risk Owner (SIRO)

The Senior Information Risk Owner will oversee information
risk.

5.3 Caldicott Guardian
The Caldicott Guardian will act as the ‘guardian’ of patient
identifiable information and will oversee the use and sharing of
patientinformation.

5.4 Headof Information Governance
The Head of Information Governance will manage the day-to-
day IG agenda and provide assurance to the Board on
compliance levels with associated policies.

5.5 DataProtection Officer

The Data Protection Officer will ensure NIAS can
demonstrate its compliance with data protection legislation

5.6 All staff
All staff have a responsibility to comply with legislation and
policy relatingto IG and to identify and reportany areas of
concern.
6. General Procedure
All staff when handling Pll and other confidential
information should follow the procedures detailed within this

section.

7. Fax Communications
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7.1 Outgoing

7.1.1 A safe haven fax machine would be one situated in a
secure location e.g. a locked office. When sendinga
fax containing Pl or confidential information, a safe
haven fax machine should be used. When this is not
possible, additional steps should be taken to uphold
the security of the information as follows:

e Telephone the intended recipient of the fax to let them
know that you are going to send a fax containing
confidential information

e Ask the recipientto wait by the fax machine while the
fax is sent

e Ask the recipientto immediately acknowledge receipt
of the fax

e Ensurethe fax cover sheet clearly states the intended
recipients name and contains a confidentiality
disclaimer.

e Double check the fax number before pressing the
‘send’ button — use pre-programmable numbers for
regular recipients

e Requesta report sheet to confirm the transmission was
successful

7.1.2 Do not send a fax to a destination that is not
supervised. Additionally, you must ensure your
presence while information is being transmitted.

7.2 Incoming

7.2.1 Fax machines are situated at various locations
throughout NIAS, where transmissions can be received
for staff. As with outgoing messages, incoming ones
must also be subjectto secure handling procedures.

e Theintended recipient of a fax should be contacted
immediately a fax is received for them

e Whilst awaiting collection, the fax should be placed
away from public view
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8.1

e |f afaxis not collected within the same day, it should
be placed in a sealed envelope, marked ‘confidential’
and sent to the intended recipient.

7.2.2 Occasionally, confidential faxes will be received where
the intended recipientis not clear. In these cases, they
should be passedto a nominated person within each
location. It is suggested that a senior manager should
assume this responsibility within non-operational
premises and the duty paramedic team leader on
stations.

Please note: faxes are being phased out within the HSC and
have been subjectto removal within NIAS. However, it
Is considered prudentto included guidance on this
method of communication.

Postal Communications
Outgoing

8.1.1 Wherever possible, Pl or confidential information
should be sent through the internal mail system,
delivered personally or collected in person.

8.1.2 If itis necessary to send PIlI or confidential information
via the Royal Malil, the following steps should be taken:

e Confirmthe name, department (if applicable) and
address of the intended recipient.

e Ensure the contents of the letter cannot be seen
through the envelope

e Ensurethe envelopeis properly sealed

e Mark the envelope ‘Private and confidential — to be
opened by addressee only’

e Where possible PIl should be sent via Recorded
Delivery

e Bulk transfers of Person and Patient Identifiable
Information must be sent via Recorded Delivery.

e Prior to sending bulk transfers via Royal Mail, contact
the intended recipientto ensure they will be available
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8.2

9.1

to sign for the Recorded Delivery communication when
received.

e Request confirmation of receipt from the recipient.

e Electronic media should be encrypted with the
password provided to the intended recipient via
telephone or email separately from the information.

8.1.3 NB Information required by the police must not be
sent via the Royal Mail.

Incoming

8.2.1 Incoming mail should be opened away from public
areas. Under no circumstances should the staff
responsible for opening NIAS post open items
addressed to an individual and marked ‘Private and
Confidential’.

8.2.2 ltems marked to a Department, and not an individual,
should be passedto the Head or Manager of that
Department.

8.2.3 ltems not marked with a name or department, and are
not labelled ‘Private and Confidential’, should be
opened by the post staff to establish to whom it
belongs.

8.2.4 Any unmarked items that contain PII or confidential
information should be placed in a sealed envelope and

passed to the individual with Safe Haven responsibility
(see 8.2.2).

Email Communications

Outgoing

9.1.1 PII or confidential information must not be transferred
via external email unless sufficient encryptionis in

place. Another means of secure transfer must be used.

9.1.2 Emails containing confidential information must be
clearly marked ‘Confidential’.
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9.2

9.1.3 Ensure the email is sent to recipients strictly on a ‘need
to know’ basis

Password protect attachments if they contain PII or
confidential information

9.1.5 Personal identifiers should be removed whenever
possible

9.1.6 Personalidentifiers should not be displayed in the
email subject box

9.1.7 Email messages should contain a disclaimer in the
event that they reach someone other than the intended
recipient. A message is automatically attachedto all
NIAS email communications.

9.1.8 Emails sent between NIAS .nhs.uk addresses are
deemed secure. However, the points mentioned in
9.1.2 —9.1.6 should still be followed.

9.1.9 Emails sent between ‘nhs.net’ addresses are deemed
secure.

9.1.10 Emails sent between hscni.netaddresses and
the following email addresses are deemed secure (as
per BSO):
gov.uk

Please note that clinical information should only be
sent to nhs.net or gsi addresses.

9.1.11 Please note: emails sent from NIAS .nhs.uk to nhs.net
or one of the identified secure addresses as noted in
9.1.10 are not secure.

Incoming

9.2.1 Although NIAS has little control over emails they

receive, staff should remain aware of the dangers of
opening messages from unknown or untrusted
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10.

10.1

10.2

sources. Pleaserefer to the IM&T Security Policy for
further guidance on email use.

9.2.2 Emails containing PIl or confidential information,
received in error, should be forwarded on to the correct
location, if known, as soon as possible and deleted
from the mailbox of the original receiver. The sender
should be informed that this has happened.

9.2.3 If the intended recipient is not known to the receiver,
the sender should be informed that the message has
not reached its intended destination and has been
deleted.

9.2.4 Enquiries received from members of the public, via
email, requiring personal or confidential information,
should almost certainly be replied to in writing — not
electronically, asit is not possible to be certain the
sender is who they say they are. If they still wish to
receive a reply by email, the recipient should be fully
informed of the possible risks and confirm their
acceptance.

Telephone Communication

PIl or confidential information should not be discussed on
telephone’s that have ‘hands free’ capability unless they are
situated in a single user office or car, and only those persons
who need the information are present. Headsets should be
used in the Emergency Operations Centre (EOC) so that
only EOC staff are aware of the information being passed.

When taking a telephone call, be aware of the information
that cannot be divulged over the telephone:

e Requestsfor information the Freedom of Information Act
2000 cannot be accepted over the telephone. The caller
must be asked to make their requestin writing.

¢ Information requested by the police must not be given
over the telephone. Specific police procedures are in
operation and requests must be made in writing using
official paperwork. The requestcan be faxed through to
a secure safe haven fax machine.
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e Requests for information from the press or media must
be forwarded on to an NIAS Communications Manager.

10.3 The following steps should be taken when PII or confidential
informationis requested over the telephone:

e Confirmthe name of the person making the request
along with their job title, department and organisation (if
applicable).

e Establishthe reason for the request.

e Take a contact telephone number. This should be a
main switchboard number not a mobile or directline
number.

e If you are in any doubt of the caller’s identity, call them
back.

e If in doubt, checkthe information can be released and
telephone the caller back. The Head of Information
Governance will be able to provide advice.

e Provide the information only to the person making the
request— do not leave a message with somebody else
or on an answering machine.

11. Pseudonymisation

11.1 Pseudonymisation is concerned with enabling the HSC to
undertake secondary use of patientdata in a legal, safe and
secure manner. The need to ‘effectively anonymise’ patient
data can be found in the HSC policy and good practice
guidance document ‘Confidentiality: the HSC Code of
Practice’.

11.2 Thisapproach has been adopted in order to support the
increasing direct flows between provider organisations and
commissioners necessary for business purposes.

11.3 If it can be demonstrated that patientidentifiable datais
necessary for business purposesi.e. to resolve data quality
issues, a ‘safe haven’ must be in place at the commissioning
organisation. This must have restrictions and access
controlsin place where a limited number of staff will have
access.
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11.4

12.

12.1

13.

13.1

14.

14.1

NIAS must be satisfied that the Safe Haven function is
satisfactory prior to patientdata being sent. The
commissioning organisation will then be responsible for
pseudonymising the data prior to it being used for purposes
other than direct care for the patient.

Informing Staff

It is essential that all staff who access PIl or confidential
information remain aware of the procedures contained within
this document.

Consultation

This policy will be presented to the Information Governance
Group for consultation. The group has delegated authority to
approve this document

Monitoring Compliance and Effectiveness of the Policy

The Head of Information Governance will monitor the
implementation of this policy and take an assurance reportto
the Information Governance Group. Thisreportwill be sent
on an annual basis. However, if the on-going monitoring of
this policy shows that there are significantimplications for the
implementation of this policy, thenit will be sent to the group
sooner.
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Annandiy
Plan for Dissemination of Procedural Document

Title of Safe HavenPolicy
document:
Version 1 Dissemination | Tracy Avery
Number: lead: Head of IG and
i : Data Protection
Previous No PI’I(;]t naTe,ttltIe Officer,
document and contac Tracy.Avery@h
already being sl scni.net
used?
: Essential

seRadling Reading Al staff
Categories

Awarenessfor
Listwhich Reference All staff
documentusers | Purposes
fall withineach | Awarenessto
category inform staff/ All staff

other

stakeholders
Whom does All staff have a responsibility to ensure information is
the document | disclosedand transferred appropriately andin
needto be accordance with legislation and national guidance

disseminated | therefore, all need to be aware of this policy.
to?
Proposed methods of

dissemination: ¢ Information cascade by managers
Including who will e Notification via articles in bulletins

disseminate and when e Posting on the intranet

Some examples of methods
of disseminating information
on procedural documents
include:

e Information cascade by
managers

e Communicationvia
Management/
Departmental/Team
meetings
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e Notice board
administration

e Articlesinbulletins
e Briefingroadshows
e Postingon the Intranet

Summary for Safe Haven Policy provides staff with the detail
inclusionon the | and guidance required on how and when to
Class Publishing ' disclose and transfer information in accordance
Applications with legislation and national requirements.

system

Note: Following approval of procedural documents, itis imperative
that all employees or other stakeholderswho will be affected by
the document are proactively informed and made aware of any
changesin practice that will result.
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IF YOU ARE NOT SENDING YOUR FAX TO A SECURE MACHINE, PLEASE
FOLLOW THESE GUIDELINES:

Telephone the intended Ensure the fax cover sheet
recipient of the faxto let states who the information
them know a confidential is for, and contains a

faxis being sent — ask confidentiality disclaimer
themto wait by the fax

| Ask the recipient to |
acknowledge receipt of the

fax by return

Request a report sheet to
confirm the transmission
was successful

Double check the fax
number before sending —
use pre-programmable
numbers whenever

possible

ANY FAXES RECEIVED THAT ARE NOT ADDRESSED TO A SPECIFIC
PERSON THAT CONTAIN PERSONAL/CONFIDENTIAL INFORMATION,
SHOULD BE PASSED TO THE HEAD OF INFORMATION GOVERNANCE

The intended receiver of a

fax should be contacted The fax should be placed
immediately a fax is received away from public view,

awaiting collection that day

If the fax is not collected it
should be placed in a sealed
envelope and sent to the
intended recipient marked
‘Confidential’

Any questions, contact EMAS Head of Information Goverﬁ%e, janette kirk@emas.nhs.uk Tel: 0115 8845127



mailto:janette.kirk@emas.nhs.uk

GUIDANCE ON SHARING
PERSONAL AND CONFIDENTIAL
INFORMATION BY POST

Confirmthe name,

department (if applicable)
and address of the intended

recipient

Request a confirmation of
receipt from the recipient

When possible, send the
information by Recorded
Delivery

Mark the envelope ‘Private
and confidential — to be
opened by addressee only’

Ensure that the contents of
the letter/communication
cannot be seen throughthe
envelope

Ensure the envelope is
properly sealed

Electronic media should be
encrypted

These guidelines are in accordance
with Data Protection legislation and

Caldicott2 Principles.

Any questions, contact EMAS Head of Information Governance janette kirk@emas.nhs.uk Tel: 0115 8845127
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GUIDANCE ON SHARING
PERSONAL AND CONFIDENTIAL

INFORMATION BY TELEPHONE

Requests for information under the Freedom of Information Act cannot be accepted
over the phone. The caller must be asked to put their request in writing.

Confirmthe name, job title,
department and organisation
of the person requesting the

information

Establish the reason for the
request (please see note
above)

If in doubt, contact the Head
of Information Governance
for advice.

Provide the information only
to the person making the
request—do not leave a

message

Take a contact telephone

number. This should be a

main switchboard number

not a mobile or direct line
number

If you are in any doubt about
the caller’s identity, call them
back.

Check the information can
be released. If in doubt, tell
the caller you will call them

These guidelines are in accordance
with Data Protection legislation and
Caldicott2 Principles.
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Terms of Reference

Title:

Clinical Data Development Group

Date Approved:
Next review:

Reporting to:

Informatics Assurance Group

Accountability:

Informatics

Assurance Group

Clinical Data
Development
Group

Purpose:

Act as an oversight governance group for the developmentand use of
clinical data across the service. This meeting will feed into the wider
clinical governance framework and will report into the NIAS clinical
governance group.

Three main developmentareasfocusfor the group:

Data collection

Provide oversight for the maintenance and development of the EPR
software. Act as the decision making group for change and proposal
review.

Data measurement

Develop the NIAS clinical measurement framework, balancing the
clinical request with technical challenges. Approve new large clinical
measurement or external data requests. Oversight of collaborative
documents between clinicians and data analystteam; EG clinical
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m Northern Ireland Ambulance Service
/.

Health and Social Care Trust

definitions document (defined numerators and denominators for
clinical conditions).

Data presentation and sharing

Develop how this data is made available for use and feedback for
the purposes of accountability and improvement. Investigate
dashboard technology to allow for review of regional, sub region,
station and ultimately individual level clinical data.

Membership Name Function
Neil Sinclair Chair
Tracey Avery Information AD
Chris Clarke AQl lead
David McCartney EPR lead
Marianne Johnston Business Manager
Data analyst TBC
Project manager TBC
Deputies Attendance at meetings is mandatory by a member or nominated
deputy.
Deputies should only attend in exceptional circumstances. Deputies
should have a full understanding of the group’s terms of reference and
papers being presented. Deputies shall be expected to make decisions
in accordance with the terms of reference as may be appropriate
Authority
Frequency Monthly, coordinated to provide as timely reporting to the Governance
And Audit Committee as possible.
Standing = Data Collection - EPR Issues, maintenance and development

Agenda ltems

= Data Measurement — CQl and professional standards
framework - define, maintain and develop

= Data Sharing — Internal and external data sharing for
accountability, improvementand research/development.
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Return to Agenda

MINUTES OF THE AUDIT COMMITTEE HELD ON

THURSDAY 29 OCTOBER 2020 AT 10AMBY ZOOM

PRESENT:

IN
ATTENDANCE:

APOLOGIES:

(DUETO COVID-19)

Mr W Abraham
Mr D Ashford

Mr B Clerkin
Ms C McKeown

Mr S Knox

Mr M Bloomfield
Mr P Nicholson
Ms R O’Hara

Dr N Ruddell
Mr A Phillips
Ms T Steele
Ms N Lappin
Mrs L Mitchell
Mrs C Mooney

Ms R Byrne
Mr A Cardwell
Ms L Charlton

Ms M Lemon

Mr B McNeill
Ms M Paterson

Ms A Quirk

Non-Executive Director (Chair)
Non-Executive Director

ASM (External Auditors)

Head of Internal Audit, BSO Internal
Audit

Northern Ireland Audit Office

Chief Executive

Interim Director of Finance
Programme Director Strategic
Workforce Planning

Medical Director

Assistant Director of Finance
Financial Accounts Manager
Chair (observer)

Independent Adviser to Committee
NIAS Board Secretary

Director of Operations

Non-Executive Director

Director of Quality, Safety &
Improvement

Interim Director of Human Resources
& Corporate Services

CRM Programme Director

Director of Planning, Performance &
Corporate Services

Board Apprentice

Welcome, introduction and format of meeting

The Chair welcomed everyone to the meeting and extended a particular
welcome to the Trust Chair who would observe the meeting. The Chair

NIAS Audit Cttee —29/10/20
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also welcomed Mrs Lesley Mitchell and said he would explain Mrs
Mitchell’s attendance later in the meeting.

33/20 Apologies

Apologies were noted as listed above.

34/20 Declaration of Potential Conflict of Interest & Confirmation of

Quorum

The Trust Chair advised that she was also Chief Commissioner
for the Charity Commission, and, as a result, declared a potential
conflict of interestin the discussion around the External Audit
Final Report To Those Charged With Governance which referred
to NIAS Charitable Trust Funds.

The Chair also stressed the confidentiality of information
presented.

35/20 Previous Minutes (AC29/10/20/01)

It was noted that the minutes of the previous meeting held on
Thursday 2 July 2020 had been APPROVED by e-mail and
reported to Trust Board on 27 August 2020.

36/20 Matters Arising

The Chair referred to the questions he had posed at the
Committee meeting on 2 July 2020 and said that, while he
appreciated the responses to the questions were included within
the minutes, his preference would be to have a separate paper
setting out the response against each question. He asked that
this would be prepared for the next Committee meeting.

The Chair also referred to agenda items 7.2 and 7.3 and the
guestions posed within these documents to be considered by
Audit Committees. He asked that Mr Nicholson prepare
responses and suggested that it might be prudentto arrange an
interim meeting to consider this depending upon Covid-19
concerns.

NIAS Audit Cttee —29/10/20
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37/20 Committee Chair’s Business

(i) Supportfor Audit Committee

The Chair welcomed Mrs Lesley Mitchell to the meeting and
explained that she would act as an Independent Adviser to the
Audit Committee. He confirmed that, following discussions
with the Trust Chair and Chief Executive, it had been felt that
it would be helpful to bring in additional skills and experience
to advise the Committee as provided for in the Terms of
Reference.

The Chief Executive advised that, as the Trustrevised its
Committee structures, it would be importantto ensure that the
Committees had the necessary skills and experience to
discharge their responsibilities as effectively as possible. He
indicated that a similar arrangement had been put in place
within the Safety Committee for a Senior Clinical Adviser with
significant clinical background to provide support. Mr
Bloomfield said that he very much looked forward to working
with Mrs Mitchell.

Echoing the Chief Executive’s comments, the Trust Chair said
that Mrs Mitchell’s background would be of significant value to
the Committee. She added that it was not unusual to have an
independent accountantin an advisory role on Audit
Committees to assist members in discharging their functions.
The Trust Chair advised that the DoH had also been keento
have additional independent accountancy experience on the
Committee.

Mrs Mitchell provided members with a brief summary of her
career to date and said the involvement of independent
members only strengthened the importance of Audit
Committees from a governance perspective. She added that
she looked forward to working with members in the coming
months.

(ii) Audit Committee Terms of Reference (AC29/10/2020/02)

The Chair drew members’ attention to the Committee Terms
of Reference and, taking account of the establishment of the

NIAS Audit Cttee —29/10/20

407



People Committee, emphasised the importance of ensuring
they all dovetailed. He suggested it would be helpful to
consider the Terms of Reference and determine that they
remained comprehensive and covered all elements of the
Committee’s business; whether any aspects of Committee
business could be improved and identify any gaps/liaison
items with other Committees.

The Chair also suggested that it would be important to take
account of the Audit and Risk Assurance Committee
Handbook (NI) 2018 while considering the Terms of
Reference. At the Chair’s request, Mrs Mooney undertook to
circulate the Handbook and the Terms of Reference to
members. He suggested thatthe interim meeting to be
arranged could also consider revisions to the Terms of
Reference.

The Chair indicated that Mrs Mitchell had identified some
points for future discussion and he noted that he would
circulate these to Committee members for information in due
course.

Mr Ashford agreed with this approach and emphasised the
importance of ensuring meaningful consideration of the
various aspects of risk and where that risk sits. He stressed
the importance of the Committee dischargingits
responsibilities and functions effectively and was of the view
that Terms of Reference could be amended as necessary
over time.

38/20 Internal Audit

(i) Progress Report (AC29/10/20/03)

At the Chair’s request, Ms McKeown took members through
the detail of the Progress Report. She advised that, at the
end of September, Internal Audit had completed 25% against
the normal SLA figure. However she reminded the meeting
that Internal Audit had stood down normal assurance workin
Quarter 1 and had offered its services on an advisory basis.
Ms McKeown pointed out that an element of this time had
been under-utilised in NIAS. Therefore, taking into account
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adjusted figures, Internal Audit had delivered 31% of SLA
audit days to the end of Sept 2020.

Ms McKeown drew the Committee’s attention to page 4 of the
Reportwhich set out progress against individual audit
assignments approved by the Committee for the year.

She advised that the Risk Management Audit had received a
satisfactory assurance with no significant findings identified
and described the four key findings.

Mr Bloomfield welcomed the satisfactory assurance and said
that the Trustwould continue to work to progress the audit
findings. He highlighted the challenge of staff, in particular
Operational staff, undertaking e-learning over the coming
months when one took account of the additional learning
required in the context of Covid-19 around increased IPC
requirements for example and believed it would be important
to manage expectations.

Mr Ashford said that he would ensure the finding in relation to
the reporting process of key risks to the Safety Committee
was included in the next agenda. He referred to the revisions
to the Committee structure and stressed the importance of
ensuring the Framework to consider risk was improved where
necessary.

Ms McKeown explained that page 11 of the Report concluded
with a short briefing note on the advisory work carried out by
Internal Audit across the six Truststo develop a high level
template around corporate Fraud Risk Assessment. She
advised that the template, which had been agreed with Trust
Assistant Directors of Finance, would assist Trustsin
determining how directorate/service area level fraud risk
assessments would be incorporated into the existing
Directorate Risk Registers, or developed as a stand-alone
Directorate Fraud Risk Assessment.

The Chair thanked Ms McKeown for her report which was
NOTED by the Committee.
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(ii) Mid-Year Follow-up Review of Outstanding Internal Audit
Recommendations 2020-21 (AC29/10/2020/04)

Ms McKeown reported that, during September, Internal Audit
had reviewed the implementation of the 132 outstanding audit
recommendations and had determined that 65% of the total
had now been fully implemented, with 34%, or 45
recommendations being partially implemented, and one
percent (1%) yet to be implemented.

Ms McKeown advised that the oldest recommendation dating
back to 2013-14 related to a Payroll audit and the AfC issue
which should now be closed down by the year end. She
indicated that Internal Audit had acknowledged the progress
made againstthe 2016 Performance Management audit and
was of the view that it was now a matter of implementing and
embedding the decisions which had been made in terms of
progressing performance management. Ms McKeown alluded
to the recommendation made in 2019-20 around recruitment
and the need to increase the numbers of staff sitting on job
evaluation panels within the Trust. She acknowledged the
impact of Covid-19 and the ability to source training at this
time.

Ms McKeown confirmed that there was evidence of continued
work in the majority of areas tested by Internal Audit and she
said it was clear that Trust management were working to
embed real change in these areas rather than merely
implement the audit recommendation.

She referred the Committee to page 3 of the report and
highlighted audit reports where she had given limited
assurance: ICT 2017-18; Board Effectiveness 2018-19;
Absence Management 2018-19; Complaints, Incidents and
Claims Management 2018-19, noting that this audit area had
recently received a satisfactory level of assurance; PCS 2019-
20; Recruitment 2019-20 and said that she was content that
work was ongoing in these areas.

The Chair referred to the fact one Internal Audit
recommendation had related to the ‘rejuvenation’ of the Board
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Governance Self-Assessment Tool and he sought further
detail in relation to this.

Mr Bloomfield explained that work was being taken forward to
explore whether the Self-Assessment Tool could be made
more relevant by introducing a differenttool. However he
acknowledged that this work had been paused over the last 6-
8 months in the context of Covid-19. Mr Bloomfield referred to
recent correspondence from the DoH which had advised of a
further pause in governance/sponsorship activities. He said
that, while he considered the Self-Assessmenttool to be
included within such activities, it would still be important to
progress the review of the effectiveness of the Board. He was
of the view that the recommendation within the Audit Report to
make the review meaningful was obligatory.

Mr Bloomfield reported that progress had been made around
the recruitment of staff to participate in job evaluation panels.
He acknowledged that there was a backlog in relation to such
panels and said that a number of posts had been delayed due
to lack of job evaluation panels.

Mr Bloomfield said that Ms McKeown had also highlighted the
audit on Complaints, Incidents and Claims Managementwhich
had increased from a limited to satisfactory level of assurance.
He said it was recognised that further work was required in
relationto SAls and acknowledgedthe significant amount of
work ongoing to address and improve SAls including clearing
the backlog of investigations.

With regard to the PCS review, Mr Bloomfield reminded the
meeting that he had asked Internal Audit to examine this area
of work. He acknowledged that only eight recommendations
had been partially implemented with no recommendations fully
implemented as yet. Mr Bloomfield explained that the Trust
had taken the view that to address the recommendations
would not deliver the improvements required within the service
and therefore it had been decided that it would be more
prudentto undertake a review of PCS. Tothis end, he said,
the Trust established a PCS Improvement Project led by Mr
John Wright. Mr Bloomfield advised that the project had
paused between March and July to allow Mr Wright return to
his operational role within the Tactical Command centre. He
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said that work on the review had now resumed and it was
hoped that Mr Wright's role in the review would be protected
through further surges of Covid-19.

Mrs Mitchell agreed with the approach outlined by Mr
Bloomfield with regard to the Self-Assessmenttool and the
importance in ensuring the steps taken by the Trustwere
effective rather than address the audit recommendations from
a purely academic perspective. She said it was important for
all Board members to be fully involved and understand what
was required collectively in order for improvements to be
made.

Referring to the audit recommendation in relationto the
Payroll report, Mr Nicholson reported that significant progress
had been made in September with one-off payments made to
EMTs. He further advised that current EMTs had yesterday
been rebanded from Band 4 to Band 5 and Paramedics had
also been rebanded from Band 5 to Band 6. He added that
work now focussed on responding to queries from staff and he
commended staff from Trust Finance and HR Directorates as
well as colleagues from BSO Payrollin meeting the deadlines
to ensure payments were made.

The Chair asked Mr Bloomfield to ensure the Committee’s
thanks were conveyed to all those involved working on such a
significant achievement in relation to this long-standing issue.

Mr Bloomfield commented that the Agenda for Change issue
had continued for a number of years and welcomed its
resolution which he said would now allow the Trustto move
forward.

Mr Ashford was of the view that the Self-Assessment Tool was
not suitable and suggested that it might be helpfulto have a
facilitated discussion between Non-Executive Directors and
SMT with a view to developing an action plan which could be
used in responding to the next Self-Assessment Tool.

Mr Ashford referred to the PCS review and noted that the
implementation timescale was 31 March 2021. He asked
whether this timescale remained realistic and whether those
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undertaking the review had access to external assurance, for
example from AACE.

In response, Mr Bloomfield explained that the implementation
date had been agreed at the time the Trust had reviewed and
accepted the audit recommendations and he agreed that it
would be prudentto revisitthis. With regard to external
support, he confirmed that Mr Wright had access to AACE and
had availed of their support when developing the Project
Initiation Document (PID).

Mr Bloomfield briefed members on the Trust’s intention to
develop its own project management capacity to support a
number of ongoing programmes, thus allowing expertise to be
retained within the Trust.

The Committee NOTED the Mid-Year Follow-up Review of
Outstanding Internal Audit Recommendations 2020-21.

(iif) BSO Shared Service Update (AC29/10/2020/05)

Ms McKeown advised that BSO Internal Audit carried out a
programme of Shared Service audit assignments as part of
the BSO Internal Audit Plan. She indicated that the
recommendations in these reports were the responsibility of
BSO Management to take forward and said that the reports
had been presented to BSO Governance & Audit Committee
in October 2020.

She advised that two areas had been audited: Accounts
Payable and the Business Services Team, both of which
were given a satisfactory level of assurance. She confirmed
that there was nothing specific within the reports to draw the
Committee’s attention to.

The Committee NOTED the BSO Shared Service Update.

(iv) Head of Internal Audit Mid-Year Assurance Statement
(AC29/10/2020/06)

Ms McKeown explained that this agenda item was a
summary of agenda items 6.1 and 6.2 and would ordinarily
feed into the Trust’'s own Mid-Year Assurance Statement.
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However, as members would be aware, the DoH had paused
governance/sponsorship activities.

The Committee NOTED the HIA Mid-Year Assurance
Statement.

(v) Internal Audit Annual General Report 2019-20
(AC29/10/2020/07)

Ms McKeown explained that, to assist in sharing learning
across the HSC, BSO Internal Audit had compiled the
General Annual Report covering the period 2019-20. She
drew the Committee’s attention to page 4 of the report which
summarised the common areas of limited or unacceptable
assurances across the sector.

Ms McKeown highlighted some areas, for example clinical
governance, procurement and contract management and
payments which continued to show trends. She pointed to a
number of elements which were relevantto the Trustin
terms of corporate governance, for example staff and
absence management, complaints management where there
had been limited or unacceptable levels of assurance from
Internal Audit.

The Chair welcomed the reportand said it was useful to see
other organisations’ performance. He also pointed out that
the report did not illustrate the fact that the Trust had been
active in looking to identify areas where improvements were
required and as such this had resulted in a number of limited
assurances. However, the Chair agreed that the Trusthad
adopted a sensible approach to this work.

In terms of follow-up performance, the Chair referredto Mr
Ashford’s earlier point and noted that the number of partially
Implemented recommendations reflected the transitional
nature of the work being taken forward by the management
team.

Mr Bloomfield agreed with the points made by the Chair. He
referred to the percentage of Trust audit findings, ie 14%,
which had been deemed as unacceptable and felt that this
had been borne out by the Trust’s overall limited assurance
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opinion. However, Mr Bloomfield pointed out that most of
these auditfindings, if not all, had beenin areas which the
Trust had highlighted and he welcomed the improvements
and progress which had been made in the follow-up of
recommendations.

In relation to the reference to a higher proportion of NIAS
audit findings being unacceptable when compared to other
HSC organisations, Mr Nicholson advised that the Trustwas
subjectto significantly fewer audit assignments than other
Trusts. This had the effect that any unacceptable finding
created a higher proportion when compared to other
organisations.

Ms McKeown accepted that this was an important point and
explained that this percentage only related to one report.

The Committee NOTED the report.

39/20 External Audit

(i) External Audit Final Reportto Those Chargedwith
Governance 2019-20 (AC29/10/20/08)

Mr Nicholson advised those present that this was the final
Report To Those Charged With Governance 2019-20 and
pointed out that there had been no significant changesto the
draft report reviewed by the Committee at its July meeting.

Mr Clerkin confirmed that there had been very few changes.
He advised the Committee that Audit Office procedure
required a change in audit partner every five years. Mr
Clerkin explained that Ms Christine Hagan would now
assume the role of ASM representative on the Committee
and Ms Judith Shorthall would remain as senior manager.
He indicated that Ms Hagan had significant experience in the
health sector and currently attended the NIBTS, PHA and
HSCB Audit Committees.

The Chair extended the Committee’s thanks to Mr Clerkin for
his contribution over the last five years and commended him
on his attention to detalil.
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Mr Ashford referred to the further oversight required around
Direct Award Contracts and asked how the Committee might
achieve this.

The Chair explained that, in preparatory discussions with Mrs
Mitchell, she had suggested that Direct Award Contracts
become a standing item on the agendato allow management
to advise the Committee as appropriate.

(i) Guide for Auditand Risk Committees on financial
reporting and managementduring Covid-19 - National
Audit Office (AC29/10/2020/09)

Mr Nicholson explained that the documents relating to this
and the next agenda item had been included for
completeness for the Committee. He said that the
Committee would consider the same issues for the 2020-21
year and added that the document would prove helpful when
the Committee started to consider its External Audit planning
cycle at its next meeting.

Mr Nicholson advised that the Trust had carried out an initial
assessmentaround Covid-19risks and he referred to Ms
McKeown'’s early reference to the Internal Audit work looking
regionally at the controls in place. Mr Nicholson undertook to
bring a formal Trust response to each of the areas outlined in
both reports to a future meeting.

The Chair suggested that it might be helpful to convene an
interim meeting involving Committee members and Trust
officers only to ensure a full and comprehensive response to
these areas depending upon Covid-19 constraints.

(iif) Covid-19 Fraud Risks — NI Audit Office (AC29/10/2020/10)

Discussion at (i) above also refers.
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40/20 For Noting

(i)

(i1)

(iii)

DoH correspondencere: Pause in Sponsorship and
Governance Activities (AC29/10/2020/11)

The Committee NOTED the correspondence dated 14
October 2020 from Ms La’Verne Montgomery, Director of
Corporate Management, DoH, advising of a further pause in
sponsorship and governance activities.

Mr Ashford referred to the correspondence and said he and
other Non-Executive Director colleagues would be willing to
assist in whatever way necessary.

The Chair alluded to DoH correspondence earlier in the year
which had paused activities and which had asked Non-
Executive Directors to assume greater involvementin
overseeing governance arrangements. He said that great
effort had been made to ensure the active engagement of
Non-Executive Directors and referred to the arrangements
which had been put in place at that time such as the regular
meetings between the Chair, Chief Executive and Committee
Chairs and the weekly e-mail updates on Covid-19.

DoH correspondencere: NIASOverall Limited
Assurance (AC29/10/2020/12)

The Committee NOTED the Permanent Secretary’s
correspondence dated 16 October.

Annual Theftand Fraud Report 2018-19
(AC29/10/2020/13)

Mr Nicholson explained that the Annual Theftand Fraud
Report 2018-19 was for members’ information. He advised
that the report brought together the work carried out across
the public sectorin the 2018-19 year and said that Trust
officers would review the documentation with a view to
identifying any learning which could be applied within the
Trust.

The Committee NOTED the Report.
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(iv) National Fraud Initiative — NI Report (AC29/10/2020/14)

Mr Nicholson explained that the Report provided the
outcome of the previous National Fraud Initiative and advised
that the current National Fraud Initiative exercise had
recently commenced. He said that the report would be
examined with a view to identifying any potential exposures
to fraud for the Trust.

Responding to a question from the Chair, Mr Nicholson
clarified that the report encompassed the public sector and
was not solely health focussed.

The Committee NOTED the Report.
(v) Fraud Update —verbalreport

Mr Phillips updated the Committee on four fraud cases
which, following enquiries, he had recommended to be
closed due to no evidence having beenidentified. He
advised that a further two anonymised cases had been
received via the Counter Fraud website and said that
preliminary enquiries were ongoing. He undertook to keep
the Committee apprised.

Mr Phillips pointed out that the National Fraud Initiative was
now on its seventh edition. He said that, whilst there had
been no evidence of fraud, it provided an additional level of
assuranceto the Trust. Mr Phillips also referred to a meeting
scheduled in the coming weeks with Counter Fraud and
regional Fraud Liaison Officers around the completion of the
fraud risk assessment template with a view to implementing
this across Directorates in a meaningful way.

Responding to a question from the Chair as to whether any
Whistleblowing reports had been received, Mr Phillips
confirmed that the two most recent cases had been received
anonymously through the Counter Fraud website.

The Chair referred to discussion with Mrs Mitchell around the
role of the Committee in relation to receiving Whistleblowing
reports as well as ensuring such issues were progressed
through the revised Committee structure.
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41/20

42/20

43/20

Mr Bloomfield agreed with this point and said that it would be
important to ensure Committee members were content with
Terms of Reference. He added that, if required, the Terms of
Reference could be revised to ensure appropriate balance.

Closed Meeting

At this point in the meeting, Committee members met
independently with the Internal and External Auditors in a closed
meeting. Thiswas facilitated through the use of a Zoom break-
out room.

Upon their return to the meeting, the Chair advised that the
general consensus had been that Mrs Mitchell, in her role as
Independent Adviser to the Committee, should also attend the
closed meeting. There were no other matters arising or actions
required as a result of the closed meeting.

Any Other Business

Mr Bloomfield and Mr Nicholson extended their appreciation to Mr
Clerkin and wished him well for the future.

Date,time and venue of next meeting

The next meeting of the Audit Committee would take place on
Thursday 4 February 2021 at 10am (venue and arrangements to
be confirmed)

The Chair thanked Mr Clerkin for his contribution to the Audit
Committee over the last number of years and declared the
meeting closed.

SIGNED:

DATE:

NIAS Aud

19 February 2021
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‘SAFETY’ COMMITTEE REPORTTO TRUST BOARD 21/1/21

The Safety, Quality, Patient Experience and Performance Committee met on Thursday 19
November 2020. Issues discussed included:

1 Committee Terms of Reference

e Approved by Committee (and subsequently by November Trust Board) with a view

to reviewing these in six months’ time.
2 NIAS Cat | Improvement Project

e The Committee received a presentation from Ms Ruth McNamara, Assistant
Director Control & Communications, EAC, and Mr Frank Rafferty, EAC Continuous
Development Manager, on the work being taken forward to improve response
times.

3 Development of enhanced clinical and professional leadership in NIAS

e The Committee received a presentation from Mr Neil Sinclair, Assistant Clinical
Director (Paramedicine) on plans to develop enhanced clinical and professional
leadership in the Trust which would, over time, strengthen governance
arrangements within NIAS.

4 Regional Trauma Bypass Protocol

e The Committee was advised that the Protocol, which had been implemented on 26
October 2020, meant that ambulances within a 45 minutes — 1-hour drive from
Belfast would go directly to the RVH with those patients who met the criteria for
serious trauma.

5 RQIA Safeguarding Quality Improvement Plan — update on progress

e The Committee noted the significant progress made and that further work would be
taken forward around statutory requirements.

6 Risk Management Progress Report including Corporate Risk Register

¢ New risks include outbreak of Covid-19 and organisational culture;

o Risk re operational impact of Covid-19 increased to reflect current situation;

¢ Riskre estate condition reduced due to increased level of statutory compliance;

e Total of 137 risks on the Corporate Risk Register;

e Work carried out to clarify the ‘age’ of each risk — however the mitigations
employed and the treatment may be sufficient to manage that risk in the long-term
if risk appetite is applied;

e Corporate Risk Register contained significant amount of information to allow
members interrogate the Register. This information would evolve over time.

7 Adverse Incident Report

e The Committee welcomed the new format of report which provided an overview
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and associated learning;

e Managing and learning from adverse incidents is one of the key markers of
success in relation to risk management, corporate and clinical and social care
governance standards.

8 Board Assurance Framework
e Framework has been updated to take account of the Corporate Strategy and Plan;
e The revised format using the lines of defence model was used by the IHRD enquiry
as well as complementing the Dear Accounting Officer correspondence and
Treasury guidance;
e Acknowledgement that Framework was a working draft and further refinement would
be necessary;
e Workshop to be organised to look at assurance specifically.
9 SAlIncidents — Learning Outcomes and Position
e Number of initiatives underway within the Trust to improve awareness of reporting
which had resulted in an increase in SAIs;
e The Committee noted the improved position in relation to outstanding SAls;
¢ While improvements have been made, the Trust continues to strive towards meeting
the standard of reporting SAls within 72 hours;
e Work ongoing to examine how best to bring SAls to the attention of Trust Board,
e Emphasis has been placed on ensuring any learning is fed back into the
organisation and actions taken as a result;
10 | Complaints, Compliments and Care Opinion
e There are currently 102 open complaints;
e Trust received more complaints in August than it had in the previous two years;
e Trust examined trends identified from complaints and staff members were advised if
a complaint had been received relating to them;
e Work ongoing to ensure stations scan and forward any cards/letters to HQ for
inclusion in stats as well as ensuring any staff mentioned in these are advised,;
11 | Infection Prevention Control — Key Performance Indicators
e The Committee received a summary of the performance related to each of the IPC
related KPIs for May-October 2020;
¢ It had not been possible to present data relating to hand hygiene audits as hand
hygiene link staff within each Division had not been in a position to carry out the
audits;
o Key appointments made, ie an IPC Practitioner and an Environmental Cleanliness
Lead;
e The variances in the observational audits undertaken as well as the need to
strengthen assurances around KPIs were acknowledged;
e The Committee noted the need for more independent audits to be undertaken as
well as providing more training for staff.
12 | The Management of Infection Prevention and Control Incidents and Outbreaks Policy

¢ The Committee was advised that it would be necessary to review the membership of
Incident/Outbreak teams for the management of Covid-19 outbreaks due to the
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number of ongoing outbreaks. This reduced membership would only apply to Covid-
19;

e Any concern around the impact or severity of an outbreak of Covid-19 would be
escalated to the Trust’'s Director of Quality, Safety & Improvement by the Outbreak
Control Group

13

EU Exit
e The Committee was advised on an issue relating to the supply of Entonox cylinders
by BOC and the steps being put in place to resolve this.
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